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Executive Summary

Review of Four FISA Applications and Other Aspects of the FBI's Crossfire

Hurricane Investigation

Background

The Department of Justice (Department) Office
of the Inspector General (OIG) undertook this review to
examine certain actions by the Federal Bureau of
Investigation (FBI) and the Department during an FBI
investigation opened on July 31, 2016, known as
“Crossfire Hurricane,” into whether individuals
associated with the Donald J. Trump for President
Campaign were coordinating, wittingly or unwittingly,
with the Russian government’s efforts to interfere in the
2016 U.S. presidential election. Our review included
examining:

e The decision to open Crossfire Hurricane and four
individual cases on current and former members
of the Trump campaign, George Papadopoulos,
Carter Page, Paul Manafort, and Michael Flynn;
the early investigative steps taken; and whether
the openings and early steps complied with
Department and FBI policies;

e The FBI's relationship with Christopher Steele,
whom the FBI considered to be a confidential
human source (CHS); its receipt, use, and
evaluation of election reports from Steele; and its
decision to close Steele as an FBI CHS;

e Four FBI applications filed with the Foreign
Intelligence Surveillance Court (FISC) in 2016 and
2017 to conduct Foreign Intelligence Surveillance
Act (FISA) surveillance targeting Carter Page; and
whether these applications complied with
Department and FBI policies and satisfied the -
government’s obligations to the FISC;

e The interactions of Department attorney Bruce
Ohr with Steele, the FBI, Glenn Simpson of Fusion
GPS, and the State Department; whether work
Ohr's spouse performed for Fusion GPS implicated
ethical rules applicable to Ohr; and Ohr’s
interactions with Department attorneys regarding
the Manafort criminal case; and

e The FBI's use of Undercover Employees (UCEs)
and CHSs other than Steele in the Crossfire
Hurricane investigation; whether the FBI placed
any CHSs within the Trump campaign or tasked
any CHSs to report on the Trump campaign;
whether the use of CHSs and UCEs complied with
Department and FBI policies; and the attendance
of a Crossfire Hurricane supervisory agent at
counterintelligence briefings given to the 2016
presidential candidates and certain campaign
advisors.

OIG Methodology

The OIG examined more than one million
documents that were in the Department’s and FBI's
possession and conducted over 170 interviews involving
more than 100 witnesses. These witnesses included
former FBI Director Comey, former Attorney General
(AG) Loretta Lynch, former Deputy Attorney General
(DAG) Sally Yates, former DAG Rod Rosenstein, former
Acting AG and Acting DAG and current FBI General
Counsel Dana Boente, former FBI Deputy Director
Andrew McCabe, former FBI General Counsel James
Baker, and Department attorney Bruce Ohr and his
wife. The OIG also interviewed Christopher Steele and
current and former employees of other U.S.
government agencies. Two witnesses, Glenn Simpson
and Jonathan Winer (a former Department of State
official), declined our requests for voluntary interviews,
and we were unable to compel their testimony.

We were given broad access to relevant
materials by the Department and the FBI. In addition,
we reviewed relevant information that other U.S.
government agencies provided the FBI in the course of
the Crossfire Hurricane investigation. However,
because the activities of other agencies are outside our
jurisdiction, we did not seek to obtain records from
them that the FBI never received or reviewed, except
for a limited amount of State Department records
relating to Steele; we also did not seek to assess any
actions other agencies may have taken. Additionally,
our review did not independently seek to determine
whether corroboration existed for the Steele election
reporting; rather, our review was focused on
information that was available to the FBI concerning
Steele’s reports prior to and during the pendency of the
Carter Page FISA authority.

Our role in this review was not to second-guess
discretionary judgments by Department personnel
about whether to open an investigation, or specific
judgment calls made during the course of an
investigation, where those decisions complied with or
were authorized by Department rules, policies, or
procedures. We do not criticize particular decisions
merely because we might have recommended a
different investigative strategy or tactic based on the
facts learned during our investigation. The gquestion we
considered was not whether a particular investigative
decision was ideal or could have been handled more
effectively, but rather whether the Department and the
FBI complied with applicable legal requirements,
policies, and procedures in taking the actions we
reviewed or, alternatively, whether the circumstances
surrounding the decision indicated that it was based on
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CHAPTER ONE
INTRODUCTION

I. Background and Overview

The Department of Justice (Department) Office of the Inspector General
(OIG) undertook this review to examine certain actions by the Federal Bureau of
Investigation (FBI) and the Department during an FBI investigation into whether
individuals associated with the Donald J. Trump for President Campaign were
coordinating, wittingly or unwittingly, with the Russian government. The FBI's
counterintelligence investigation, known as “Crossfire Hurricane,” was opened on
July 31, 2016, weeks after the Republican National Convention (RNC) formally
nominated Trump as its candidate for President, and several months before the
November 8, 2016 elections, through which Trump was elected President of the
United States. On May 17, 2017, the Crossfire Hurricane investigation was
transferred from the FBI to the Office of Special Counsel upon the appointment of
Special Counsel Robert S. Mueller III to investigate Russian interference with the
2016 presidential election and related matters.

The FBI opened Crossfire Hurricane in July 2016 following the receipt of
‘certain information from a Friendly Foreign Government (FFG). According to the
information provided by the FFG, in May 2016, a Trump campaign foreign policy
advisor, George Papadopoulos, “suggested” to an FFG official that the Trump
campaign had received “some kind of suggestion” from Russia that it could assist
with the anonymous release of information that would be damaging to Hillary
Clinton (Trump’s opponent in the presidential election) and President Barack
Obama. At the time the FBI received the FFG information, the U.S. Intelligence
Community (USIC), which includes the FBI, was aware of Russian efforts to
interfere with the 2016 U.S. elections, including efforts to infiltrate servers and
steal emails belonging to the Democratic National Committee (DNC) and the
Democratic Congressional Campaign Committee. The FFG shared this information
with the State Department on July 26, 2016, after the internet site WikiLeaks began
releasing emails hacked from computers belonging to the DNC and Clinton’s
campaign manager. The State Department advised the FBI of the information the
next day.

Crossfire Hurricane was opened several weeks after the FBI's July 5, 2016
conclusion of its “"Midyear Exam” investigation into Clinton’s handling of government
emails during her tenure as Secretary of State.! Some of the same FBI officials,
supervisors, and attorneys responsible for the Midyear investigation were assigned
to the newly opened Crossfire Hurricane investigation, but there was almost no

1 See U.S. Department of Justice (DOJ) Office of the Inspector General (OIG), A Review of
Various Actions by the Federal Bureau of Investigation and Department of Justice in Advance of the
2016 Election, Oversight and Review Division Report 18-04 (June 2018),
https://www.justice.gov/file/1071991/download (accessed November 12, 2019), 2 (hereinafter
Review of Various Actions in Advance of the 2016 Election).



overlap between the FBI agents and analysts assigned to the Midyear and Crossfire
Hurricane investigations.

The FBI opened Crossfire Hurricane as an umbrella counterintelligence
investigation, without identifying any specific subjects or targets. FBI officials told
us that they did not immediately identify subjects or targets because it was unclear
from the FFG information who within the Trump campaign may have received the
reported offer of assistance and might be coordinating, wittingly or unwittingly, with
the Russian government. By August 10, 2016, the FBI had assembled an
investigative team of special agents, analysts, and supervisory special agents (the
Crossfire Hurricane team) and conducted an initial analysis of links between Trump
campaign members and Russia. Based upon this analysis, the FBI opened
individual cases under the Crossfire Hurricane umbrella on three U.S. persons—
Papadopoulos, Carter Page, and Paul Manafort—all of whom were affiliated with the
Trump campaign at the time the cases were opened.? On August 16, 2016, the FBI
opened a fourth individual case under Crossfire Hurricane on Michael Flynn, who
was serving at the time as the Trump campaign’s National Security Advisor.3

Two of the four Crossfire Hurricane subjects were already the subjects of
other existing federal investigations. Carter Page was the subject of an ongoing
counterintelligence investigation opened by the FBI's New York Field Office (NYFO)
on April 4, 2016, relating to his contacts with suspected Russian intelligence
officers. Manafort was the subject of an ongoing criminal investigation, supervised
by the Money Laundering and Asset Recovery Section (MLARS) in the Department’s
Criminal Division, concerning millions of dollars Manafort allegedly received from
the government of Ukraine.*

2 According to public reporting, Carter Page ceased being associated with the Trump
campaign as of September 26, 2016, and Manafort resigned as of August 19, 2016. As noted in
Chapter Ten, accounts vary as to when Papadopoulos left the Trump campaign; according to The
Special Counsel’s Report on the Investigation into Russian Interference with the 2016 Presidential
Election, Papadopoulos was dismissed from the campaign in early October 2016. See Special Counsel
Robert S. Mueller III, Report on the Investigation Into Russian Interference in the 2016 Presidential
Election, Vol. I (March 2019), 93 (hereinafter The Special Counsel’s Report).

3 Flynn remained on the Trump campaign through the election and was subsequently
appointed as National Security Advisor. Flynn resigned that position on February 13, 2017.
Papadopoulos, Manafort, and Flynn were later indicted in federal district court for crimes prosecuted
by the Special Counsel. On October 5, 2017, and December 1, 2017, respectively, Papadopoulos and
Flynn pleaded guilty to making material false statements and material omissions during interviews
with the FBI. On August 21, 2018, Manafort was convicted after trial on tax and bank fraud charges,
and on September 14, 2018, pleaded guilty to charges of conspiracy against the United States and
conspiracy to obstruct justice.

The indictments and sentencing documents are publicly available and therefore we refer to
these individuals by name in this report. We also refer to Carter Page by name in this report because
the Department publicly released, in response to Freedom of Information Act (FOIA) requests,
redacted versions of the Foreign Intelligence Surveillance Act (FISA) applications and orders that
name him.

4 Prior to January 2017, MLARS was named the Asset Forfeiture and Money Laundering
Section.



Some of the early investigative steps taken by the Crossfire Hurricane team
immediately after opening the investigation were to develop profiles on each
subject; send names of, among others, individuals associated with the Trump
campaign to other U.S. government intelligence agencies for any further
information; and review FBI files for potential FBI Confidential Human Sources
(CHSs) who might be able to assist the investigation. FBI witnesses we interviewed
told us they believed that using CHSs in covert operations would be an efficient way
to develop a better understanding of the information received from the FFG. We
determined that the Crossfire Hurricane team tasked several CHSs and Undercover
Employees (UCEs) during the 2016 presidential campaign, which resulted in
interactions with Carter Page, Papadopoulos, and a high-level Trump campaign
official who was not a subject of the investigation. All of these interactions were
consensually monitored and recorded by the FBI. The interactions between CHSs
and Page and Papadopoulos occurred both during the time Page and Papadopoulos
were advisors to the Trump campaign, and after Page and Papadopoulos were no
longer affiliated with the Trump campaign. We also learned that in August 2016, a
supervisor of the Crossfire Hurricane investigation participated on behalf of the FBI
in a strategic intelligence briefing given by the Office of the Director of National
Intelligence (ODNI) to candidate Trump and his national security advisors, including
investigative subject Flynn, and also participated in a separate strategic intelligence
briefing given to candidate Clinton and her national security advisors. The FBI
viewed the briefing of candidate Trump and his advisors as a possible opportunity
to collect information potentially relevant to the Crossfire Hurricane and Flynn
investigations. The supervisor memorialized the results of the briefing in an official
FBI document, including instances where he was engaged by Trump and Flynn, as
well as anything he considered related to the FBI or pertinent to the Crossfire
Hurricane investigation. The supervisor did not memorialize the results of the
briefing of candidate Clinton and her advisors.

An early investigative step considered but not initially taken by the Crossfire
Hurricane team was to seek court orders under the Foreign Intelligence Surveillance
Act (FISA) authorizing surveillance of Page and Papadopoulos. The U.S. Foreign
Intelligence Surveillance Court (FISC) may approve FISA surveillance of an
American citizen for a period of up to 90 days, subject to renewal, if the
government’s FISA application establishes probable cause to believe that the
targeted individual is an agent of a foreign power by knowingly engaging in at least
one of the five activities enumerated in the FISA statute.®> The Crossfire Hurricane
team initially considered seeking FISA surveillance of Papadopoulos as a result of
his statement to the FFG and of Page based upon information the FBI had collected
about his prior and more recent contacts with known and suspected Russian
intelligence officers, as well as Page’s financial, political, and business ties to the

5 See 50 U.S.C. §§ 1801(b)(2)(A) through (E). In the case of the Carter Page FISA
applications, the government relied upon the definition of an agent of a foreign power in Section
1801(b)(2)(E), which covers, among other things, any person who knowingly aids or abets any other
person who knowingly engages in clandestine intelligence activities (other than intelligence gathering
activities) that involve or are about to involve a violation of the criminal statutes of the United States,
pursuant to the direction of an intelligence service or network of a foreign power, or knowingly
conspires with other persons in such activities.



Russian government. Officials determined there was an insufficient basis to
proceed with a FISA application concerning Papadopoulos, and the Crossfire
Hurricane team never submitted a FISA application for Papadopoulos. With regard
to Page, on August 15, 2016, the Crossfire Hurricane team requested assistance
from the FBI's Office of the General Counsel (OGC) to prepare a FISA application for
submission to the FISC. However, after consultation between FBI OGC and
attorneys in the Office of Intelligence (OI) in the Department’s National Security
Division (NSD), which is responsible for preparing FISA applications and appearing
before the FISC, the Crossfire Hurricane team was told in late August 2016 that
more information was needed to establish probable cause for a FISA on Page.

A few weeks later, on September 19, 2016, the Crossfire Hurricane team
received a set of six reports prepared by Christopher Steele concerning Russian
interference in the 2016 U.S. election and alleged connections between this Russian

effort and individuals associated with the Trump campaign.® Steele is a former
intelligence officer NG

who, following his retirement, opened a consulting firm and furnished information
to the FBI beginning in 2010, primarily on matters concerning organized crime and
corruption in Russia and Eastern Europe. In 2013, the FBI prepared paperwork to
enable it to open Steele as an FBI CHS. In providing the first two election reports
to his FBI handling agent in July 2016, Steele told the handling agent that he had
been hired by an investigative firm, Fusion GPS, to collect information on the
relationship between candidate Trump’s businesses and Russia. Steele further
informed the FBI handling agent that Fusion GPS had been retained by a law firm to
conduct this research. According to the handling agent, it was obvious to him that
the request for the research was politically motivated. :

Two of the six Steele reports received by the Crossfire Hurricane team on
September 19 referenced Carter Page by name. One stated that Page had held
secret meetings with two high level Russian officials during Page’s July 2016 trip to
Moscow. This report also indicated that one of the alleged meetings included a
discussion about the Kremlin potentially releasing compromising information about
Democratic candidate Hillary Clinton to Trump’s campaign team. Another report
from Steele described "a well-developed conspiracy of co-operation” between the
Russian government and Trump’s campaign to defeat Clinton, using Carter Page
and others as intermediaries.” On September 21, 2016, 2 days after the team
received these reports, FBI OGC advised OI that the FBI believed it was ready to

6 As described in this report, information from Christopher Steele’s reports—sometimes
collectively referred to as the "Steele dossier”—that pertained to Carter Page was relied upon in the
Carter Page FISA applications. In those applications, Steele was referred to as "Source #1.” We refer
to Steele by name in this report because the Department and the FBI have publicly revealed Steele’s
identity as Source #1 in connection with FOIA litigation.

7 A third report from Steele, which did not reference Carter Page, stated that Russian
intelligence services had used concealed cameras to film Trump’s alleged sexual activities with
prostitutes at a Moscow hotel, and claimed that the Russians could blackmail Trump by threatening to
release this compromising material. These allegations, which have come to be known publicly as the
“salacious and unverified” portion of the reporting, were not included in the original Carter Page FISA
application or any of the renewal applications.



submit a request for FISA authority on Carter Page, and OI and the FBI began
drafting the first FISA application. Among the FBI's purposes in seeking a FISA
order for Page was to obtain information about Page’s trip to Russia in July 2016,
when Page was still a member of the Trump campaign.

On September 23, 2016, Yahoo News published an article stating that U.S.
intelligence officials had received reports regarding Carter Page’s private meetings
in Moscow with senior Russian officials. The article cited a “well-placed Western
intelligence source,” and contained details about Carter Page’s activities in Russia
that closely paralleled the information contained in the reporting that Steele had
provided to the FBI. We found no evidence that anyone from the FBI asked Steele
in September 2016 or at any other time, if he had spoken with the Yahoo News
reporter. Steele had, in fact, spoken with the reporter prior to the article’s
-publication, which the FBI would learn from public records after the submission of
the first FISA application.

On October ., 2016, NSD submitted the Carter Page FISA application to the
FISC, asserting that there was probable cause to believe that Page was an agent of
the Russian government. The application relied on, among other things:

e The information provided by the FFG about its interaction with
Papadopoulos;

e Information from the FBI’s previously opened counterintelligence
investigation relating to Page arising from his contacts with Russian
intelligence officers;

o Information from Steele’s reports that pertained specifically to Carter
Page; and

* Information from a meeting between Page and an FBI CHS that was
consensually monitored by Crossfire Hurricane investigators.

The application also stated in a footnote that the FBI “speculates that the
[person who hired Steele] was likely looking for information that could be used to
discredit [candidate Trump’s] campaign.” Further, the application advised the court
of information reported in the September 23, 2016 Yahoo News article and stated
that (a) the FBI “does not believe that Source #1 directly provided...to the press”
the information in the article, (b) according to the article and other news articles,
individuals affiliated with the Trump campaign made statements distancing the
campaign from Carter Page, and (c) Page himself denied the accusations in the
Yahoo News article and reiterated that denial in a September 25, 2016 letter to the
FBI Director and in a September 26, 2016 media interview.

' However, the application, as well as the renewal applications, did not include
significant relevant information, and contained inaccurate and incomplete
information, that was known to the Crossfire Hurricane team at the time but that it
did not share with NSD attorneys. For example, when asked by an NSD attorney
who was involved in helping to draft the first FISA application whether Page had
provided information to another U.S. government agency or was a source for that
other agency, a Crossfire Hurricane agent incorrectly told the NSD attorney that



Page’s contact with the other U.S. government agency was “dated” and “outside
scope.” The Crossfire Hurricane agent made this statement despite the fact that
the Crossfire Hurricane team had been told by the other agency in a written
memorandum that Page had been approved as an operational contact for the other
agency from 2008 to 2013 and that Page had provided information to the other
agency that was relevant to the FISA application.® The Crossfire Hurricane team
also failed to inform NSD attorneys about information obtained by the FBI during
CHS operations and interviews that was inconsistent with the allegations contained
in the Steele reporting that was being relied upon in the FISA application.

The FISA application was reviewed by numerous FBI agents, FBI attorneys,
and NSD attorneys, and, as required by law, was ultimately certified by then FBI
Director James Comey and approved by then Deputy Attorney General Sally Yates.
The FISC granted the first FISA application on October [JlJ, 2016, authorizing the
use of FISA authority on Carter Page.

On October 31, 2016, Mother Jones magazine published an online news
article titled “A Veteran Spy has Given the FBI Information Alleging a Russian
Operation to Cultivate Donald Trump.” The October 31 article quoted a “well-
placed Western intelligence source,” and described how that individual had provided
reports to the FBI about connections between Trump and the Russian government.
According to the article, the source was continuing to provide information to the
FBI, and was quoted as saying "“it's quite clear there was or is a pretty substantial
inquiry going on.” On November 1, 2016, Steele’s FBI handling agent questioned
Steele, who admitted speaking to the reporter who wrote the October 31 article.
The handling agent advised Steele at that time that his relationship with the FBI
would likely be terminated for disclosing his relationship with the FBI to the press,
and the FBI officially closed Steele for cause on November 17, 2016. Steele was
never paid by the FBI for any of the reports or information that he provided
concerning Carter Page or connections between the Russian government and the
Trump campaign.

After Steele was closed as an FBI CHS, Crossfire Hurricane agents continued
to receive information from him through a conduit, Department attorney Bruce Ohr,
who at the time was an Associate Deputy Attorney General in the Office of the
Deputy Attorney General (ODAG). Ohr had known Steele, through work, since at
least 2007 and, starting in July 2016, Steele had contacted Ohr on multiple
occasions to discuss information from Steele’s reports. At Steele’s suggestion, Ohr
also met in August and December 2016 with Glenn Simpson, the owner of Fusion
GPS, which Ohr’s wife had worked for as an independent contractor through
September 2016. During those meetings, Simpson provided Ohr with several of

8 According to the other U.S. government agency, “operational contact,” as that term is used
in the memorandum about Page, provides “"Contact Approval,” which allows the other agency to
contact and discuss sensitive information with a U.S. person and to collect information from that
person via “passive debriefing,” or debriefing a person of information that is within the knowledge of
an individual and has been acquired through the normal course of that individual’s
activities. According to the U.S. government agency, a "Contact Approval” does not allow for
operational use of a U.S. person or tasking of that person.



Steele’s election reports. Ohr also communicated with a senior State Department
official concerning, among other matters, the Steele reporting. Between the date of
Steele’s closing as an FBI CHS in November 2016 and May 15, 2017, Ohr met with
the FBI on 13 occasions. In his meetings with the FBI, Ohr provided the FBI with
information that Steele had provided to him, the Steele election reports that Ohr
had received from Simpson, as well as a thumb drive containing information Ohr
had received from his wife that contained open source research she had compiled
while working for Fusion GPS. Department leaders, including Ohr’s supervisors
within ODAG, were unaware of Ohr’s meetings with Steele, Simpson, the FBI, or
the State Department, or of Ohr’s wife’s connection to Fusion GPS, until late
November 2017, when Congress requested information from the Department
regarding Ohr’s activities.

As the FBI'’s Crossfire Hurricane investigation proceeded, the Department
submitted three renewal applications to the FISC seeking authority to continue FISA
surveillance of Carter Page. Comey and Yates approved the first renewal
application, Comey and then Acting Attorney General Dana Boente approved the
second renewal, and then Acting FBI Director Andrew McCabe and then Deputy
Attorney General (DAG) Rod Rosenstein approved the third renewal. In total, at
the request of the FBI, the Department filed four FISA applications, each of which
was granted by the FISC: the first FISA application on October [, 2016, and three
renewal applications on January ., April §i, and June ., 2017. A different FISC

.judge considered each application before issuing the requested orders, which
collectively resulted in approximately 11 months of FISA coverage of Carter Page
from October [, 2016, until September [}, 2017.

Each of the FISA orders issued by the FISC authorized the U.S. government
to conduct electronic surveillance _ targeting Carter Page for a
ermitted the government to, among other

by Carter Page. This included
during the 90-day period.

also permitted the government to

. The orders exiressli limited the electronic surveillance

specifically identified in the order and in the manner specified by the order.
Further, the orders required the government to adhere to standard procedures
designed to minimize the government’s acquisition and retention of non-public
information about a U.S. person that did not constitute foreign intelligence
information. At the request of the government, the orders also included special
procedures restricting access to acquired information to only those individuals
assigned to the Crossfire Hurricane investigation (and their supervisors), which the
Department interpreted to include Department attorneys and officials assisting in
and overseeing the investigation. The orders also required higher approval than
would normally be required before disseminating the information outside the FBI.




In April and May 2017, following news reports that the FBI had obtained a
FISA for Carter Page, Page gave interviews to news outlets denying that he had
collected intelligence for the Russian government and asserting instead that he had
previously assisted U.S. government agencies. Shortly before the FBI filed the final
renewal application with the FISC in mid-June 2017, and in response to concerns
expressed by the investigative team and NSD about Page’s claim, an FBI OGC
Attorney emailed the U.S. government agency that had provided information to the
FBI in August 2016, referenced above, about its prior interactions with Carter Page
to inquire about Page’s past status. The other U.S. government agency’s liaison to
the Crossfire Hurricane team responded by email to the FBI OGC attorney by
directing the attorney to a memoranda previously sent to the FBI by the other U.S.
government agency informing the FBI that Page had been approved as an
operational contact for the other agency from 2008 to 2013. The email also stated,
using the other agency’s terminology, that it was the other agency liaison’s
recollection that Page had prior interactions with that other agency. However,
when asked by one of the supervisory special agents (SSA) on the Crossfire
Hurricane team (who was going to be the affiant on the final FISA renewal
application) about Page’s prior interactions with that other agency, the OGC
Attorney advised the SSA that Page was “never a source” for the other U.S.
government agency. In addition, the OGC Attorney altered the email that the other
U.S. government agency had sent to the OGC Attorney so that the email
inaccurately stated that Page was “not a source” for the other agency; the OGC
Attorney then forwarded the altered email to the SSA. Shortly thereafter, on June
., 2017, the SSA served as the affiant on the final renewal application, which was
again silent about Page’s prior relationship with the other U.S. government agency.

On July 12, 2018, while the OIG’s review was ongoing, NSD submitted a
letter to the FISC advising the court of certain factual omissions in the Carter Page
FISA applications that had come to NSD’s attention after the final renewal
application was filed on June ], 2017.9 The Department’s letter stated that,
despite the omissions, it was the Department’s view that the applications contained
sufficient information to support the FISC’s earlier probable cause findings as to
Page.

On March 28, 2018, the OIG publicly announced that, in response to requests
from the Attorney General and Members of Congress, it had initiated this review to
examine:

¢ Whether the Department and the FBI complied with legal requirements
and applicable policies and procedures in FISA applications filed with
the FISC relating to surveillance of Carter Page;

e What information was known to the Department and FBI at the time
the applications were filed about Christopher Steele; and

9 At the time of this letter, NSD was unaware of the numerous factual assertions made in the
FISA applications that were inaccurate, incomplete, or unsupported by appropriate documentation that
the OIG identified during the course of our review and that we detail in this report.



e How the Department’s and FBI's relationships and communications
with Steele related to the FISA applications.!©

In addition, during the OIG’s Review of Various Actions in Advance of the
2016 Election, we discovered text messages and instant messages between some
FBI employees, using FBI mobile devices and computers, which expressed
statements of hostility toward then candidate Trump and expressed statements of
support for then candidate Clinton.}! Because some of the FBI employees
responsible for those communications, including Section Chief Peter Strzok and FBI
Attorney Lisa Page, also had involvement in the Crossfire Hurricane investigation,
we examined whether their communications evidencing a potential bias affected
investigative decisions made in Crossfire Hurricane.’? We also examined, where
available, the government emails, text messages, and instant messages of all
Department and FBI employees who played a substantive role in Crossfire
Hurricane to determine if there were any additional communications evidencing a
potential bias and, if so, whether the views expressed influenced any investigative
decisions.

The March 28, 2018 OIG announcement also stated that “if circumstances
warrant, the OIG will consider including other issues that may arise during the
course of the review.” In May 2018, in response to Rosenstein’s request, the OIG
added to the scope of this review to determine whether the FBI infiltrated or
surveilled the Trump campaign. Accordingly, we examined the FBI's use of CHSs in
the Crossfire Hurricane investigation, up through November 8, 2016 (the date of
the 2016 U.S. elections) to evaluate whether the FBI had placed any CHSs within
the Trump campaign or tasked any CHSs to report on the Trump campaign, and, if
so, whether any such use of CHSs was in violation of applicable Department and
FBI policies or was politically motivated. We subsequently learned of and included
in our review certain other CHS activities that took place after the 2016 election.

II. Prior OIG Reports on FISA and Related Issues

In addition to the requests described above from the Attorney General, the
Deputy Attorney General, and Members of Congress, our initiation of this review
was informed by our prior work over the past 15 years on the Department’s and
FBI's use of national security and surveillance authorities, including authorities
under FISA. This prior OIG work considered the challenges faced by the
Department and the FBI as they utilized national security authorities while also
striving to safeguard civil liberties and privacy. In every year since 2006, the OIG's

10 As part of our review of this issue, the OIG examined the interactions between Ohr and the
Crossfire Hurricane team as well as Ohr's communications with Steele and Simpson, both before and
after the FBI closed Steele as a CHS. Our review also examined Ohr’s interactions with Department
attorneys regarding the Manafort criminal case.

11 DOJ OIG, Review of Various Actions in Advance of the 2016 Election, 3.

12 FBI Attorney Lisa Page is not related to Carter Page, the individual affiliated with the Trump
campaign who was the subject of the FISA surveillance in Crossfire Hurricane.



annual report on “Top Management and Performance Challenges Facing the
Department of Justice has highlighted the difficulty faced by the Department and
the FBI in maintaining a balance between protecting national security and
safeguarding civil liberties.

The OIG's prior oversight work, some of which was congressionally
mandated, informed our decision to initiate this review. That prior oversight work
included OIG reviews of the FBI's use of specific FISA authorities,!3 the FBI's use of
other national security-related surveillance authorities,!* and the FBI’s or other
Department law enforcement components’ use of CHSs and administrative
subpoenas.!> We also conducted reviews that specifically examined the impact of

13 DOJ OIG, A Review of the FBI's Handling of Intelligence Information Related to the
September 11 Attacks, Oversight and Review Division (November 2004 ),
https://oig.justice.gov/special/s0606/final.pdf (accessed November 12, 2019); DOJ OIG, A Review of
the Federal Bureau of Investigation’s Activities Under Section 702 of the Foreign Intelligence
Surveillance Act Amendments Act of 2008, Oversight and Review Division (September 2012),
https://oig.justice.gov/reports/2016/01601a.pdf (accessed November 12, 2019); DOJ OIG, A Review
of the Federal Bureau of Investigation's Use of Section 215 Order for Business Records, Oversight and
Review Division (March 2007), https://oig.justice.gov/reports/2014/215-1.pdf (accessed November
12, 2019); DOJ OIG, A Review of the FBI's Use of Section 215 Orders for Business Records in 2006,
Oversight and Review Division (March 2008), https://oig.justice.gov/reports/2016/215-2008.pdf
(accessed November 12, 2019); DOJ OIG, FBI's Use of Section 215 Orders: Assessment of Progress in
Implementing Recommendations and Examination of Use in 2007 through 2009, Oversight and Review
Division Report 15-05 (May 2015), https://oig.justice.gov/reports/2015/01505.pdf (accessed
November 12, 2019); DOJ OIG, A Review of the FBI's Use of Section 215 Orders for Business Records
in 2012 through 2014, Oversight and Review Division Report 16-04 (September 2016),
https://oig.justice.gov/reports/2016/01604.pdf (accessed November 12, 2019); DOJ OIG, A Review of
the FBI's Use of Trap and Trace Devices Under the Foreign Intelligence Surveillance Act in 2007
through 2009, Oversight and Review Division 15-06 (June 2015),
https://oig.justice.gov/reports/2015/01506.pdf (accessed November 12, 2019).

14 DOJ OIG, A Review of the Federal Bureau of Investigation's Use of National Security
Letters, Oversight and Review Division (March 2007), https://oig.justice.gov/reports/2016/NSL-
2007.pdf (accessed November 12, 2019); DOJ OIG, A Review of the FBI's Use of National Security
Letters: Assessment of Corrective Actions and Examination of NSL Usage in 2006, Oversight and
Review Division (March 2008), https://oig.justice.gov/reports/2014/s1410a.pdf (accessed November
12, 2019); DOJ OIG, A Review of the Federal Bureau of Investigation’s Use of National Security
Letters: Assessment of Progress in Implementing Recommendations and Examination of Use in 2007
through 2009, Oversight and Review Division (August 2014),
https://oig.justice.gov/reports/2014/s1408.pdf (accessed November 12, 2019); DOJ OIG, A Review of
the Federal Bureau of Investigation’s Use of Exigent Letters and Other Informal Requests for
Telephone Records, Oversight and Review Division (January 2010),
https://oig.justice.gov/reports/2014/01411.pdf (accessed November 12, 2019); DOJ OIG, A Review of
the Department of Justice’s Involvement with the President’s Surveillance Program, Oversight and
Review Division (July 2009), https://oig.justice.gov/reports/2016/PSP-01-08-16-vol-3.pdf (accessed
November 12, 2019).

15 DOJ OIG, Audit of the Bureau of Alcohol, Tobacco, Firearms and Explosives' Management
and Oversight of Confidential Informants, Audit Division 17-17 (March 2017),
https://oig.justice.gov/reports/2017/a1717.pdf (accessed November 12, 2019); DOJ OIG, Audit of the
Drug Enforcement Administration’s Confidential Source Policies and Oversight of Higher-Risk
Confidential Sources, Audit Division 15-28 (July 2015), https://oig.justice.gov/reports/2015/a1528.pdf
(accessed November 12, 2019); DOJ OIG, Audit of the Drug Enforcement Administration’s
Management and Oversight of its Confidential Source Program, Audit Division 16-33 (September
2016), https://oig.justice.gov/reports/2016/a1633.pdf (accessed November 12, 2019); DOJ OIG,

10



the FBI's use of investigative authorities on U.S. persons engaged in activities that
are protected by the First Amendment of the U.S. Constitution.!®

III. Methodology

During the course of this review, the OIG conducted over 170 interviews
involving more than 100 witnesses. These interviews included former FBI Director
Comey, former Attorney General Loretta Lynch, former DAG Yates, former Acting
Attorney General and Acting DAG and current FBI General Counsel Dana Boente,
former FBI Deputy Director McCabe, former DAG Rod Rosenstein, former FBI
General Counsel James Baker, FBI agents, analysts, and supervisors who worked
on the Crossfire Hurricane investigation, attorneys from the FBI's National Security
and Cyber Law Branch, NSD attorneys who prepared or reviewed the FISA
applications, Department attorneys from ODAG who reviewed the FISA applications,
former and current members of the FBI's senior executive leadership, Department
attorney Bruce Ohr and his wife, Nellie Ohr, and additional Department attorneys
who supervised and worked with Ohr on matters relevant to this review.

The OIG also interviewed witnesses who were not current or former
Department employees regarding their interactions with the FBI on matters falling
with the scope of this review, including Christopher Steele and employees of other
U.S. government agencies.!’” Steele provided the OIG with access to, but not
copies of, memoranda regarding interactions he had with FBI personnel and Bruce
Ohr in 2010, 2011, and 2016. Steele represented to us that he drafted the
memoranda shortly after each interaction. In addition, we reviewed relevant
information that other U.S. government agencies provided to the FBI in the course
of the Crossfire Hurricane investigation. Because the activities of other agencies
were not within the scope of this review, we did not seek to obtain records from
them that the FBI never received or reviewed, except for a limited amount of State

Public Summary of the Addendum to the Audit of the Drug Enforcement Administration’s Management
and Oversight of its Confidential Source Program, Audit Division 16-33a (March 2017),
https://oig.justice.gov/reports/2017/a1633a.pdf (accessed November 12, 2019); DOJ OIG, A Review
of the Drug Enforcement Administration’s Use of Administrative Subpoenas to Collect or Exploit Bulk
Data, Oversight and Review Division 19-01 (March 2019),
https://oig.justice.gov/reports/2019/01901.pdf (accessed November 12, 2019); DOJ OIG, The Federal
Bureau of Investigation's Management of Confidential Case Funds and Telecommunication Costs, Audit
Division 18-03 (January 2008), https://oig.justice.gov/reports/FBI/a0803/final.pdf (accessed
November 12, 2019).

16 DOJ OIG, A Review of the FBI's Investigative Activities Concerning Potential Protesters at
the 2004 Democratic and Republican National Political Conventions, Oversight and Review Division
(April 2006), https://oig.justice.gov/special/s0604/final.pdf (accessed November 12, 2019); DOJ OIG,
A Review of the FBI's Investigations of Certain Domestic Advocacy Groups, Oversight and Review
Division (September 2010), https://oig.justice.gov/special/s1009r.pdf (accessed November 12, 2019).

17 According to Steele, his cooperation with our investigation || EGNGNGNGNGEGEGEGEGEEG

11



Department records relating to Steele.'® Additionally, our review also did not seek
to independently determine whether corroboration existed for the Steele election
reporting; rather, our review was focused on information that was available to the
FBI prior to and during the pendency of the Carter Page FISAs that related to the
Steele reporting.

Two witnesses, Glenn Simpson and Jonathan Winer (a former State
Department official), declined our requests for voluntary interviews, and we were
unable to compel their testimony.!® The OIG does not have authority to subpoena
for testimony former Department employees or third parties who may have
relevant information about an FBI or Department program or operation.2® Certain
former FBI employees who agreed to interviews, including Comey and Baker, chose
not to request that their security clearances be reinstated for their OIG interviews.
Therefore, we were unable to provide classified information or documents to them
during their interviews to develop their testimony, or to assist their recollections of
relevant events.

We also received and reviewed more than one million documents that were
in the Department’s and FBI’s possession. Among these were electronic
communications of Department and FBI employees and documents from the
Crossfire Hurricane investigation, including interview reports (FD-302s and
Electronic Communications or ECs), contemporaneous notes from agents, analysts,
and supervisors involved in case-related meetings, documents describing and
analyzing Steele’s reporting and information obtained through FISA coverage on

18 In this review, we also did not seek to assess the actions taken by or information available
to U.S. government agencies outside the Department of Justice, as those agencies are outside our
jurisdiction.

19 The OIG did not seek to interview Carter Page or any other subject in the Crossfire
Hurricane investigation because their actions were not the focus of our review. Rather, consistent
with the OIG's jurisdiction, we examined the actions of the FBI and Department. In response to a
request from Page to review a draft of our report, the OIG advised Page in correspondence in
November 2019 that the OIG would notify him of the report’s anticipated release date shortly before
the report is made public. This courtesy is consistent with the OIG’s practice in other matters where
the actions we reviewed affected the personal interests of a private citizen.

20 1n 2016, Congress passed the “Inspector General Empowerment Act” (IGEA) (P. L. 114~
317). Timely completion of this review would not have been possible without the IGEA’s statutory
clarification that OIGs must be granted access to all agency records and information, including highly
sensitive records, such as FISA materials. We note that the Department and the FBI gave us broad
and timely access to all such material, and provided us with their full cooperation.

Earlier versions of the IGEA also included a provision to authorize all OIGs to issue testimonial
subpoenas (the Department of Defense OIG already has such authority, as does the Health and
Human Services OIG in certain circumstances), but the provision was removed from the IGEA prior to
its passage. The OIG would have directly benefited from the ability to subpoena former government
and non-government individuals in this review. In addition to being able to compel the testimony of
the small number of individuals who did not testify voluntarily, the ability to subpoena witnesses
would have expedited completion of the review, as multiple individuals only agreed to interviews at a
late stage in the review. In September 2018, the House of Representatives unanimously passed
legislation that would provide testimonial subpoena authority to OIGs. No similar legislation has been
introduced in the current Congress.
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Carter Page, and draft and final versions of materials used to prepare the FISA
applications and renewals filed with the FISC.?! We also obtained documents from
attorneys and supervisors in NSD, Criminal Division (CRM), ODAG, and the Office of
the Attorney General (OAG).

As with the OIG’s Review of Various Actions in Advance of the 2016 Election,
we obtained electronic communications between and among FBI agents, analysts,
and supervisors, and FBI and Department officials to understand what happened
during the investigation and identify what was known by the members of the
Crossfire Hurricane team as the investigation progressed. In addition to a large
volume of unclassified and classified emails, we received and reviewed hundreds of
thousands of text messages and instant messages to or from FBI personnel who
worked on the investigation.?? We also were provided with and reviewed
transcripts of testimony from numerous witnesses who participated in hearings
jointly conducted during the 115th Congress by the House Committee on the
Judiciary and the House Committee on Oversight and Government Reform.

Our review included the examination of highly classified information. We
were given broad access to relevant materials by the Department and the FBI,
including emails, text messages, and instant messages from both the FBI's Top
Secret SCINet and Secret FBINet systems, as well as access to the FBI's classified
Delta database, which FBI agents use to record their interactions with, and
information received from, CHSs. Chapter Ten provides more information on the
methodology we employed to examine the FBI's use of CHSs.

As with the OIG’s handling of past reviews, we did not analyze all of the
decisions made during the Crossfire Hurricane investigation. Rather, we reviewed
the issues described below in Section IV of this chapter. Moreover, our role in this
review was not to second-guess discretionary judgments by Department personnel
about whether to open an investigation, or specific judgment calls made during the
course of an investigation, where those decisions complied with or were authorized
by Department rules, policies, or procedures. We do not criticize particular
decisions merely because we might have recommended a different investigative
strategy or tactic based on the facts learned during our investigation. The question
we considered was not whether a particular investigative decision was ideal or could
have been handled more effectively, but whether the Department and the FBI
complied with applicable legal requirements, policies, and procedures in taking the
actions we reviewed or, alternatively, whether the circumstances surrounding the

21 We did not review the entirety of FISA |l obtained through FISA surveillance [l
targeting Carter Page. We reviewed only those documents [l under FiSA
authority that were pertinent to our review.

22 puring our review, we identified a small number of text messages and instant messages,
beyond those discussed in the OIG's Review of Various Actions in Advance of the 2016 Election, in
which FBI employees involved in the Crossfire Hurricane investigation discussed political issues and
candidates. Unlike the messages in the OIG’s Review of Various Actions in Advance of the 2016
Election, the messages here did not raise significant questions of potential bias or improper motivation
because of the potential connection to investigative activity.
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decision indicated that it was based on inaccurate or incomplete information, or
considerations other than the merits of the investigation. If the explanations we
were given for a particular decision were consistent with legal requirements,
policies and procedures, reflected rational investigative strategy and were not
unreasonable, we did not conclude that the decision was based on improper
considerations in the absence of documentary or testimonial evidence to the
contrary.?3

IV. Structure of the Report

This report consists of twelve chapters. The public version of this report
contains limited redactions of information that the FBI and other agencies
determined is classified or too sensitive for public release.?® Following this
introduction, Chapter Two summarizes relevant Department and FBI policies
concerning counterintelligence investigations, including the policies governing the
FBI's use of CHSs and FISA authority in the context of counterintelligence
investigations.

In Chapter Three, we provide an overview of the Crossfire Hurricane
investigation, including the information that predicated the investigation, the
identification of the subjects of the investigation, the organization and staffing of
the Crossfire Hurricane team, and the involvement of Department and FBI
leadership. We also describe the context surrounding the Crossfire Hurricane
investigation, in particular the conclusion by the USIC that the Russian government
was attempting to interfere with the 2016 U.S. elections. In Chapter Four, we
discuss the FBI's receipt and evaluation of information from Steele up and through
the first Carter Page FISA application. In Chapter Five, we describe the preparation
of the first FISA application which, once granted by the FISC, authorized FISA
surveillance of Carter Page. We also describe instances in which information in the
first FISA application was inaccurate, incomplete, or unsupported by appropriate
documentation.

Chapter Six discusses the FBI's activities involving Steele after the first FISA
application, including the FBI's decision to close Steele as a CHS and the FBI's
efforts to assess Steele’s election reports. Chapter Seven describes the three
renewal applications for FISA surveillance of Carter Page as the Crossfire Hurricane
investigation proceeded. In Chapter Eight, we discuss a letter NSD sent to the FISC

23 As part of the standard practice in our reviews, we provided a draft copy of this report to
the Department and the FBI to conduct a factual accuracy review. Also consistent with our standard
practice, we contacted individuals who were interviewed as part of the review and whose conduct is
addressed in this report, and certain other witnesses, to provide them an opportunity to review the
portions of the report that pertain to their testimony to the OIG. With limited exceptions, these
witnesses availed themselves of this opportunity, and we provided those who did conduct such a
review with the opportunity to provide oral or written comments directly to the OIG concerning the
portions they reviewed, consistent with rules to protect classified information.

24 Consistent with our standard practice, we provided a draft copy of this report to the
Department and the FBI, and as appropriate, other government agencies, for the purpose of
conducting a classification review and providing final classification markings.
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in July 2018, about one year after the final renewal application was filed, outlining
omissions from the FISA applications. We also describe additional instances of
inaccurate, incomplete, or undocumented information in the three FISA renewal
applications that were not identified in NSD’s letter.

In Chapter Nine, we discuss the interactions between Ohr and the Crossfire
Hurricane team, Ohr's communications with Steele and Simpson, both before and
after the FBI closed Steele as a CHS, and Ohr’s interactions with Department
attorneys regarding the Manafort criminal case. Chapter Ten discusses the FBI's
use of CHSs other than Steele and its use of Undercover Employees (UCEs) as part
of the Crossfire Hurricane investigation. We also describe several individuals we
identified who had either a connection to candidate Trump or a role in the Trump
campaign, and were also FBI CHSs, and provide the reasons such individuals were
not tasked as part of the Crossfire Hurricane investigation. Finally, we describe the
attendance of an SSA on the Crossfire Hurricane team at counterintelligence
briefings given to the presidential candidates and certain campaign advisors.

Chapter Eleven contains our analysis of the factual information presented in
Chapters Three through Ten. Chapter Twelve provides our conclusions and our nine
recommendations.

Appendix One to this report contains a chart illustrating the results of our
review of the FBI's compliance with the FISA "Woods Procedures” that are
described in Chapter Two. Appendix Two is the FBI's official response to this report
and the report’s recommendations.
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CHAPTER TWO
APPLICABLE LAWS AND DEPARTMENT AND FBI POLICIES

In this chapter, we describe the standards set forth in the Attorney General’s
Guidelines for Domestic FBI Operations (AG Guidelines) and implemented through
the FBI's Domestic Investigations and Operations Guide (DIOG) and the
Counterintelligence Division (CD) Policy Directive and Policy Guide (CDPG) for the
opening of predicated counterintelligence investigations. We then describe the
FBI's process for opening and overseeing Sensitive Investigative Matters (SIMs),
such as those involving political candidates or officials. Next, we discuss relevant
policies governing the use and handling of Confidential Human Sources (CHS),
focusing on the validation process, the use of sub-sources, and the continued
receipt of intelligence from a closed CHS.

We then summarize the legal standards for obtaining approval to conduct
electronic surveillance and physical searches under the Foreign Intelligence
Surveillance Act of 1978 (FISA), as well as the procedural steps, approval and
certification standards, and accuracy requirements necessary to obtain such
approvals. Because our review focuses on the process the FBI used to obtain
authorization to conduct electronic surveillance and physical searches targeting
Carter Page, the discussion of FISA in this chapter is limited to the provisions
applicable to these authorities. We also describe government ethics regulations
concerning conflicts of interests that apply to certain events discussed in Chapter
Nine.

Finally, we discuss examples of other Department and FBI policies regulating
investigative activity that could potentially impact civil liberties, including policies
that address when someone acting on behalf of the FBI becomes a member of, or
participates in, the activity of an organization without disclosing their FBI affiliation
to an appropriate official of the organization, and when investigative actions involve
members of the news media, White House personnel, and Members of Congress.

I. FBI Counterintelligence Investigations

The FBI has the authority to investigate federal crimes that are not
exclusively assigned to other agencies.?> In addition, under Executive Order (EO)
12333 and various statutory authorities, the FBI has the primary domestic
responsibility for investigating threats within the United States to the national
security. Such threats are defined to include the following:

e International terrorism;

¢ Espionage and other intelligence activities, sabotage, and
assassination, conducted by, for, or on behalf of foreign powers,
organizations, or persons;

25 See AG Guidelines § A.1; DIOG §§ 6.4.1, 7.4.1.
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e Foreign computer intrusion; and

e Other matters determined by the Attorney General, consistent with
E.O. 12333 or any successor order.

Beyond these investigative functions, the FBI also serves as a domestic
intelligence agency and has the authority to collect and analyze foreign intelligence
as a member of the U.S. Intelligence Community (USIC).26

The standards that the FBI must follow when conducting investigative and
intelligence gathering activities are set forth in the AG Guidelines and implemented
through the DIOG. The AG Guidelines and the DIOG both require that FBI
investigations be undertaken for an authorized purpose—that is, “to detect, obtain
information about, or prevent or protect against federal crimes or threats to the
national security or to collect foreign intelligence.”?” The DIOG requires that the
authorized purpose be “well-founded and well-documented,” and states that this
threshold requirement is a safeguard intended to ensure that FBI employees
respect the constitutional rights of Americans. Under both the AG Guidelines and
the DIOG, no investigation may be conducted for the sole purpose of monitoring
activities protected by the First Amendment or the lawful exercise of other rights
secured by the Constitution or laws of the United States.?® However, the DIOG also
recognizes that

the law does not preclude FBI employees from observing and collecting
any of the forms of protected speech and considering its content—as
long as those activities are done for a valid law enforcement or
national security purpose and are conducted in a manner that does not
unduly infringe upon the ability of the speaker to deliver his or her
message.?®

Balancing individual rights and the FBI'’s legitimate investigative needs requires “a
rational relationship between the authorized purpose and the protected speech to
be collected such that a reasonable person with knowledge of the circumstances
could understand why the information is being collected.”3°

The AG Guidelines recognize that activities subject to investigation as
“threats to the national security” also may involve violations or potential violations
of federal criminal laws, or may serve important purposes outside the ambit of
normal criminal investigation and prosecution by informing national security
decisions.3! Given such potential overlaps in subject matter, the AG Guidelines

26 See AG Guidelines §§ A.2, B.

27 AG Guidelines § 11.B.1; DIOG § 7.2.; see also AG Guidelines §§ 1.B.1, II; DIOG §§ 2.2.1,
6.2.

28 See AG Guidelines §§ 1.B.1, 1.C.3; DIOG § 4.1.2.
29 DIOG § 4.2.1.

30 DIOG § 4.2.1.

31 See AG Guidelines § A.2.
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state that the FBI is not required to differently label its activities as criminal
investigations, national security investigations, or foreign intelligence collection, nor
is it required to segregate FBI personnel based on the subject areas in which they
operate. Rather, the AG Guidelines state that, where an authorized purpose exists,
all of the FBI's legal authorities are available for deployment in all cases to which
they apply.3?

The AG Guidelines and the DIOG require that the “least intrusive” means or
method be “considered” when selecting investigative techniques and, “if reasonable
based upon the circumstances of the investigation,” be used to obtain information
instead of a more intrusive method.33 In choosing whether an investigative method
is appropriate, the DIOG requires FBI agents to balance the level of intrusion
against the investigative needs, particularly where the information sought involves
clearly established constitutional, statutory, or evidentiary rights, or sensitive
circumstances. Considerations include the seriousness of the crime or national
security threat; the strength and significance of the intelligence or information to be
gained; the amount of information already known about the subject or group under
investigation; and the requirements of operational security, including protection of
sources and methods.3* The DIOG states that the degree of procedural protection
‘the law and Department and FBI policy provide for the use of a particular
investigative method helps to determine its intrusiveness.3> According to the DIOG,
search warrants, wiretaps, and undercover operations are considered to be very
intrusive, while database searches and communication with established sources are
less intrusive.3® The least intrusive method principle reflects an attempt to balance
the FBI's ability to effectively conduct investigations with the potential negative
impact an investigation can have on the privacy and civil liberties of individuals
encompassed within an investigation.3” However, the DIOG states that
investigators “must not hesitate to use any lawful method consistent with the [AG
Guidelines] when the degree of intrusiveness is warranted in light of the
seriousness of the matter concerned.”® According to the DIOG, “[i]n the final
analysis, choosing the method that [most] appropriately balances the impact on
privacy and civil liberties with operational needs, is a matter of judgment, based on
training and experience.”*

Where the authorized purpose involves a threat to the national security, the
AG Guidelines require the FBI to coordinate with other Department components,

32 See AG Guidelines § A, 1I.

33 See AG Guidelines § 1.C.2; DIOG § 4.4.1.
34 gee DIOG § 4.4.4.

35 See DIOG § 4.4.3.

36 See DIOG § 4.4.3.

37 See DIOG § 4.4.4.

38 See DIOG § 4.1.1(F).

39 See DIOG § 4.4.5.
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specifically including the National Security Division (NSD), and to share information
with other agencies with national security responsibilities, including other USIC
agencies, the Department of Homeland Security, and the White House. Section
VI.D of the AG Guidelines governs the FBI's responsibility to provide information
concerning threats to the national security to NSD and to the White House. Where
there is “compromising” information about U.S. officials or political organizations, or
information concerning activities of U.S. persons intended to affect the political
process, the FBI may disseminate it to the White House with the approval of the
Attorney General, based on a determination that the dissemination is needed for
foreign intelligence purposes, to protect against international terrorism or other
threats to the national security, or for the conduct of foreign affairs.*°

A. Predicated Investigations

Where the FBI has an authorized purpose and factual predication—that is,
allegations, reports, facts or circumstances indicative of possible criminal activity or
a national security threat, or the potential for acquiring information responsive to
foreign intelligence requirements—it may initiate an investigation. The predication
requirement is not a legal requirement but rather a prudential one imposed by
Department and FBI policy.%!

Predicated investigations that concern federal crimes or threats to the
national security are divided into Preliminary Investigations and Full
Investigations.*? Preliminary Investigations may be opened on the basis of any
“allegation or information” indicative of possible criminal activity or threats to the
national security. Authorized investigative methods in Preliminary Investigations
include all lawful methods (to include CHS and UCE operations) except mail
opening, search warrants, electronic surveillance requiring a judicial order or
warrant (Title III or FISA), or requests under Title VII of FISA. A Preliminary
Investigation may also be converted to a Full Investigation if the available
information provides predication for a Full Investigation.*? As described in more
detail in Chapter Three, both Crossfire Hurricane and an earlier counterintelligence
investigation on Carter Page were initiated as Full Investigations, and thus we focus
on the requirements for this level of predicated investigation.*

40 See AG Guidelines § VI.D.2.b.

41 For example, the Supreme Court has held that the Department and FBI can lawfully open a
federal criminal grand jury investigation even in the absence of predication. See United States v.
Morton Salt, 338 U.S. 632, 642-43 (1950) (a grand jury “can investigate merely on suspicion that the
law is being violated, or even just because it wants assurance that it is not”); see also United States v.
R. Enterprises, 498 U.S. 292, 297 (1991).

42 See AG Guidelines § I1.B.3.

43 See AG Guidelines §§ I11.B.3, 11.B.4; DIOG §§ 6.1, 6.4, 6.6, 6.7.2, 6.9 (Preliminary
Investigations); DIOG §§ 7.5, 7.6, 7.7.3, 7.9 (Full Investigations).

44 In addition to predicated investigations, the AG Guidelines and the DIOG also authorize the
FBI to use relatively non-intrusive means to conduct assessments when it receives or obtains
allegations or other information concerning crimes or threats to the national security. Assessments
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Under Section I1.B.3 of the AG Guidelines and Section 7 of the DIOG, the FBI
may open a Full Investigation if there is an “articulable factual basis” that
reasonably indicates one of the following circumstances exists:

e An activity constituting a federal crime or a threat to the national
security has or may have occurred, is or may be occurring, or will or
may occur and the investigation may obtain information relating to the
activity or the involvement or role of an individual, group, or
organization in such activity;

e An individual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisition,
infiltration, or recruitment in connection with criminal activity in
violation of federal law or a threat to the national security and the
investigation may obtain information that would help to protect against
such activity or threat; or

e The investigation may obtain foreign intelligence that is responsive to
a requirement that the FBI collect positive foreign intelligence—i.e.,
information relating to the capabilities, intentions, or activities of
foreign governments or elements thereof, foreign organizations or
foreign persons, or international terrorists.

The DIOG provides examples of information that is sufficient to initiate a Full
Investigation, including corroborated information from an intelligence agency
stating that an individual is a member of a terrorist group, or a threat to a specific
individual or group made on a blog combined with additional information connecting
the blogger to a known terrorist group.*

A Full Investigation may be opened if there is an “articulable factual basis” of
possible criminal or national threat activity. When opening a Full Investigation, an
FBI employee must certify that an authorized purpose and adequate predication
exist; that the investigation is not based solely on the exercise of First Amendment
rights or certain characteristics of the subject, such as race, religion, national
origin, or ethnicity; and that the investigation is an appropriate use of personnel
and financial resources. The factual predication must be documented in an
electronic communication (EC) or other form, and the case initiation must be
approved by the relevant FBI personnel, which, in most instances, can be a
Supervisory Special Agent (SSA) in a field office or at Headquarters. As described
in more detail below, if an investigation is designated as a Sensitive Investigative
Matter, that designation must appear in the caption or heading of the opening EC,
and special approval requirements apply.

require an authorized purpose but no particular factual predication, and are the lowest level of
investigation permitted under the AG Guidelines and the DIOG. See AG Guidelines § II.A; DIOG § 5.2.
The investigations opened on Carter Page were not assessments.

45 DIOG § 7.5.
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All lawful investigative methods may be used in a Full Investigation, including
electronic surveillance and physical searches under FISA.4¢ However, as described
above, the FBI must consider the least intrusive means or method to accomplish
the operational objectives of the investigation.

B. Sensitive Investigative Matters (SIM)

The DIOG states that certain investigative matters, known as Sensitive
Investigative Matters or SIMs, should be brought to the attention of FBI
management and Department officials, as described in further detail below,
because of the possibility of public notoriety and sensitivity.’ Section 10.1.2.1 of
the DIOG, in relevant part, defines a SIM as an assessment or predicated
investigation of the activities of a domestic public official or domestic political
candidate (involving corruption or a threat to the national security), or a domestic
political organization or an individual prominent in such an organization. The term
“domestic political candidate” includes an individual who is seeking nomination or
election to federal or other political office, while the term “domestic political
organization” includes, in relevant part, a committee or group formed to elect an
individual to public office. Under the DIOG, if an assessment or predicated
investigation concerns a person prominent in a “*domestic political organization” but
not the political organization itself, it nonetheless must be treated as a SIM.48

Section 10.1.3 of the DIOG states that the following factors are to be
considered when deciding to open a SIM:

e The seriousness or severity of the violation or threat;
¢ The significance of the information sought to the violation or threat;
e The probability that the proposed course of action will be successful;

o The risk of public exposure, and if there is such a risk, the adverse
impact or the perception of the adverse impact on civil liberties and
public confidence; and

e The risk to the national security or the public welfare if the propdsed
course of action is not approved (i.e., the risk of doing nothing).

The DIOG cautions that, when conducting a SIM, the FBI should take
particular care to consider whether a planned course of action is the least intrusive
method if reasonable, based upon the circumstances of the investigation.® As
noted above, when balancing the needs of the investigation and the intrusiveness
of an investigative method, the FBI must consider the seriousness of the crime or
national security threat, the strength and significance of the intelligence or

46 See AG Guidelines § I1.B.4(b)(ii); see also DIOG §§ 7.9, 18.7.1.
47 DIOG § 10.1.1

48 See DIOG § 10.1.2.2.3.

49 See DIOG § 10.1.3
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information to be gained, the amount of information already known about the
subject or group under investigation, and the requirements of operational security,
including protection of sources and methods.>*°

The DIOG and CDPG impose special approval and notification requirements
for initiating a Full Investigation of a U.S. person relating to a threat to the national
security or any investigation involving a SIM. When a case is opened and
designated a SIM by FBI Headquarters, these include review by the FBI Office of
the General Counsel (OGC), approval by the FBI Headquarters operational Section
Chief (SC), and notification to NSD.>! At NSD, counterintelligence investigations fall
within the purview of the Counterintelligence and Export Control Section (CES),
which has the responsibility of supervising and coordinating, among other things,
.the criminal investigation and prosecution of national security cases, except
counterterrorism cases, nationwide. CES receives a steady volume of investigation
notifications from the FBI, referred to as letterhead memoranda or LHMs, and on
counterintelligence matters CES officials meet regularly with officials from the FBI's
Counterintelligence Division.

II. Department and FBI Policies Governing the Use of Confidential
Human Sources (CHS)

CHSs play a crucial role in the FBI's efforts to combat crime and protect
national security. CHSs provide the FBI with information and insights about the
inner workings of criminal, terrorist, and espionage networks that otherwise would
be unavailable. The intelligence that CHSs generate has enabled the FBI to thwart
terrorist plots, combat intelligence gathering by malign foreign actors, and collect
critical evidence for criminal prosecutions.

A. Risk Management Issues Related to CHSs

The operation of CHSs carries numerous risks, both for the CHSs and for law
enforcement.>? CHSs oftentimes place themselves in significant danger because

50 See DIOG § 4.4.4.

51 The DIOG states “an appropriate NSD official” should be notified and provides a general
email account for notification. See DIOG §§ 7.7, 7.10, DIOG Appendix G § G.9.1 (classified); CDPG §
3.1.2.

. 52 The OIG has conducted numerous reviews of the CHS Programs at the Department’s law
enforcement components, including most recently the OIG’s Audit of the Federal Bureau of
Investigation’s Management of its Confidential Human Source Validation Processes, Audit Division
Report 20-009 (November 2019), http://oig.justice.gov/reports/2019/a20009.pdf (accessed
December 1, 2019). See also DO) OIG, Audit of the Bureau of Alcohol, Tobacco, Firearms and
Explosives’ Management and Oversight of Confidential Informants, Audit Division 17-17 (March 2017),
https://oig.justice.gov/reports/2017/a1717.pdf (accessed November 12, 2019); DOJ OIG, Audit of the
Drug Enforcement Administration’s Confidential Source Policies and Oversight of Higher-Risk
Confidential Sources, Audit Division 15-28 (July 2015), https://oig.justice.gov/reports/2015/a1528.pdf
(accessed November 12, 2019); DOJ OIG, Audit of the Drug Enforcement Administration's
Management and Oversight of its Confidential Source Program, Audit Division 16-33 (September
2016), https://oig.justice.gov/reports/2016/a1633.pdf (accessed November 12, 2019); DOJ OIG,
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disclosure of their cooperation with the FBI can result in retaliation by the persons
on whom they are reporting, including physical abuse and even death. Maintaining
the confidential nature of the FBI's relationship with its human sources
consequently is a priority for the FBI and the Department. Without such secrecy,
the safety of CHSs and the FBI's ability to recruit CHSs would be severely
jeopardized.

Law enforcement agencies, including the FBI, also assume various risks when
utilizing CHSs. Sources may fail to follow instructions and engage in criminal
activities that are not authorized, or they may lie or otherwise provide inaccurate
information. In light of these risks, the Department and the FBI have established
detailed policies to govern the use of CHSs, which seek to mitigate the various risks
that such use creates. The Department has established AG Guidelines for FBI CHSs
(AG CHS Guidelines) and baseline risk and mitigation protocols for CHS
operations.>® The AG CHS Guidelines and protocols require, for example, that the
FBI: (1) complete an initial suitability or validation review prior to operating a CHS;
(2) admonish the CHS regarding the parameters of his or her service, such as a
prohibition on unauthorized illegal activity, and the requirement to abide by the
FBI's instructions; (3) maintain proper payment documentation; and (4) subject the
CHS to an on-going validation review, to include quarterly and annual reporting on
the CHS’s activities.>® Sources that the FBI operates outside of the United States
are subject to further requirements under a separate set of Attorney General’s
Guidelines.>

The FBI's CHS policies provide additional guidance about source operation
procedures and include the DIOG, the Confidential Human Source Policy Guide
(CHSPG), and the Confidential Human Source Validation Standards Manual (VSM).>¢
Under these policies, FBI case agents (handling agents) are responsible for
recruiting and operating CHSs, as well as securing approvals for CHS activities and
maintaining accurate CHS case files.>” These policies expressly recognize that the
“FBI must, to the extent practicable, ensure that the information collected from

Public Summary of the Addendum to the Audit of the Drug Enforcement Administration’s Management
and Oversight of its Confidential Source Program, Audit Division 16-33a (March 2017),
https://oig.justice.gov/reports/2017/a1633a.pdf (accessed November 12, 2019);

53 Alberto Gonzales, Attorney General’s Guidelines Regarding the Use of FBI Confidential
Human Sources ("AG CHS Guidelines”) (Dec. 13, 2006); James M. Cole, Deputy Attorney General,
Baseline Risk Assessment and Mitigation Policies for Law Enforcement Operations in Criminal Matters
(December 7, 2013) at 6-10.

54 AG CHS Guidelines §§ I1.A, I1.B, II.C & IV.C.4.

55 William P. Barr, Attorney General’s Guidelines on the Development and Operation of FBI
Criminal Informants and Cooperative Witnesses in Extraterritorial Jurisdictions (January 15, 1993);
See also Confidential Human Source Policy Guide (CHSPG) § 19.

56 The FBI is in the process of drafting new guidance to replace the Confidential Human
Source Validation Standards Manual ("VSM"), 0258PG (March 26, 2010). Witnesses we interviewed
told the OIG that the FBI has changed its validation process, and no longer follows much of the VSM,
but it has not yet been replaced by more recent guidance. v

57 DIOG § 18.5.5; CHSPG § 1.0; VSM § 1.0.
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every CHS is accurate and current, and not given to the FBI in an effort to distract,
mislead, or misdirect FBI organizational or governmental efforts.”®

The CHSPG recognizes that the decision to open an individual as a CHS will
not only forever affect the life of that individual, but that the FBI will also be
viewed, fairly or unfairly, in light of the conduct or misconduct of that individual.>®
Accordingly, the CHSPG identifies criteria that handling agents must consider when
assessing the risks associated with the potential CHS.

0 These risks must be weighed against the benefits associated with
use of the potential CHS.5!

Once a CHS has been evaluated and recruited, the CHSPG does not allow for
tasking until after the CHS has been approved for opening by an FBI SSA; the
required approvals for a specific tasking have been granted; and the CHS has met
with the co-handling agent assigned to his or her file, who has the same duties,
responsibilities, and file access as the handling agent.5? The CHSPG requires
additional supervisory approval by a Special Agent in Charge (SAC) and review by a
Chief Division Counsel (CDC) to open CHSs that are “sensitive” sources

Before a CHS may be tasked, the CHS must also be admonished by the
handling agent regarding the nature and parameters of the CHS’s relationship with

58 vSM § 1.0.
59 CHSPG § 3.1.
60 CHSPG § 3.1.
Criteria used by agents and analysts to weigh the risks and benefits are:

. CHSPG § 3.1.
62 CHSPG §§ 2.2.1, 4.2.
CHSPG § 3.5.1.1.
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the FBI.®** Admonishments must also be given to the CHS “whenever it appears
necessary or prudent to do so, and at least annually.”5> The CHSPG contains a list
of required admonishments, which include that the CHS’s assistance to the FBI is
voluntary; that the CHS must abide by the admonishments of the FBI and must not
take any independent actions on behalf of the U.S. government; and that the CHS
must provide truthful information to the FBI.®¢ The required admonishments listed
in the CHSPG do not include a specific statement that the CHS must keep his or her
relationship with the FBI confidential.

Exceptions to the requirements of the CHSPG and the DIOG may be made in
“extraordinary circumstances” and require the approval of the Assistant Director of
the Directorate of Intelligence.’

B. Documenting CHS Activities

The FBI maintains an automated case management system for all CHS
records, which the FBI refers to as “Delta.”®® The Delta file for each CHS contains

.7® The handling agent also
assigns the CHS a , which enables the CHS to sign payment receipts,
admonishments, and consent forms without indicating the CHS's true identity.”!
The FBI permanently retains its CHS files, as directed by the National Archives and
Records Administration (NARA).7?

Within Delta, handling agents are required to document information reported
by the CHS, as well as a wide variety of other information, including interactions
between the handling agent and the CHS

64 CHSPG § 5.1.

65 CHSPG § 5.1.

6 CHSPG § 5.2.

67 CHSPG § 1.5.2.

6 CHSPG §§ 3.10.1, 16.1.1.

69 CHSPG § 16.1.5. The FBI's CHS Policy requires case agents to enter all communications
concerning their CHSs into Delta, unless an exemption for "compelling circumstances” has been
granted. CHSPG § 16.1.2. Even if such an exemption is granted, however, all CHSs must
nevertheless be “registered” in the FBI's Delta database in a source-opening communication. CHSPG
§§ 16.1.2, 16.1.4.

70 CHSPG § 16.2.
71 CHSPG § 16.3.
72 CHSPG § 16.1.8.
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I : Handling agents are also specifically required to document derogatory
information about the CHS, which the FBI broadly defines as “[i]nformation that
detracts from the character or standing” of an individual.”* Derogatory information
can take many forms, including, for example, involvement in criminal activity, drug
use or possession, financial delinquency or bankruptcy, shifts in beliefs and values,
unfavorable comments from individuals who know the CHS, undisclosed allegiances,
or inaccurate or incomplete reporting.”> Documenting derogatory information is
critical to the CHS risk management process because, as recognized by the CHSPG,
“past activities and observable characteristics can provide insights that point to
future control or handling issues, reliability problems, or lack of credibility” on the
part of the CHS. The OIG has previously recommended that the FBI create a sub-
section within each CHS Delta file that contains, in a single location, all of the
information concerning the reliability of the CHS, including any red flags,
derogatory reporting, anomalies, or other counterintelligence concerns. The FBI
has not implemented this recommendation.”®

The CHSPG prohibits FBI personnel from disclosing investigative information
to a CHS, including “the identity of...actual or potential subjects” of an investigation
“other than what is strictly necessary for operational reasons.””” If an agent
believes that the disclosure of classified information to a source is necessary, the
agent is required to obtain authorization from an FBI Assistant Director before
disclosing the classified information.

C. Validation Process for CHSs

Validation is the process used by the FBI to measure the value and mitigate
the risks associated with the operation of CHSs.”® By design, the validation process

- I (I )

73 CHSPG §§ 5.1, 16.1.7.

74 CHSPG § 16.1.7; FBI National Name Check Derogatory Information Policy Implementation
Guide (FBI NNCPG), 0317PG (July 25, 2010), B-1.

75 See, e.g., FBI NNCPG § 3.1.1.

76 See DOJ OIG, A Review of the FBI's Handling and Oversight of FBI Asset Katrina Leung,
Oversight and Review Division, Special Report (May 2006), 229.

77 CHSPG § 2.3; see also AG CHS Guidelines § 1.D.5.
78 VSM § 2.1.1.
79 VSM § 2.2.
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Each year, the handling agent must complete a Field Office Annual Source
Report (FOASR
.81 FOASRs must be maintained

in the CHS's Delta validation sub-file, where they are reviewed and approved by the
SSA and an Assistant Special Agent in Charge (ASAC), then submitted to the FBI
Headquarters’ Validation Management Unit (VMU), which assesses each CHS for
continued operation.®?

SSAs are responsible for daily oversight of CHSs operated by handling agents
on the SSA’s squad. SSAs review all communications regarding those CHSs, and
perform required reviews of documentation collected in each CHS’s Delta file.83
Every 90 days, the SSA must also complete a Quarterly Supervisory Source Report
(QSSR) for each CHS operated by a handling agent under that SSA’s supervisory
authority.®* As part of the QSSR, the SSA must review the Delta file for each CHS
to note any significant anomalies (for example, potential derogatory information,
sudden requests for money, or substantial changes in behavior, lifestyle, or
viewpoint) that occurred in the last 90 days.%®

VMU independently conducts Human Source Validation Reviews (HSVRs),
which are separate evaluations of the CHS that are completed, among other
reasons, because an FBI Field Office or Operational Division has requested
enhanced review.%6 These HSVRs involve:

« Independent review and analysis of the ||| GcIENINININININNE

.87
’

« Appropriate traces to [ N . rimina!

activities, or interactions with other intelligence services, terrorist
groups, or criminal organizations; 88

80 VSM § 2.1.2.

81 CHSPG § 16.7; VSM § 4.1.2.

82 CHSPG §§ 16.7, 4.1.2.1.

83 CHSPG §§ 2.1.1, 16.7 & 16.8.

8 CHSPG § 16.8.

85 CHSPG § 16.8.

8 VYSM §§ 4.1, 4.1.2, 4.1.3 & 4.1.4.
87 VSM §§ 4.1.3, 4.1.4.

8 VSM §§ 4.1.3, 4.1.4.
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In the validation context, the term “corroborated” has a specific meaning—
that an independent source (for example, ﬂ

has provided the FBI with the same

information.

The FBI's validation process also addresses the use of sub-sources by a
CHS.%2 For example, the VSM requires the FOASR to assess the CHS's access to
information

the latter, the FOASR should

D. Closure and Re-Opening of CHSs

Closing a CHS requires documentation of the reason for the closure, which
must be included in the CHS’s Delta file.> A CHS may be closed for general
reasons or for cause. General reasons include considerations such as a lack of
productivity, poor health, or transfer of the handling agent.°® However, a CHS must
be closed for cause "“if there is grievous action by the CHS or a discovery of
previously unknown facts or circumstances that make the individual unsuitable for
use as a CHS.”97 Reasons that justify closing a CHS for cause include commission

8 VSM §§ 4.1.4, 4.1.4.1.

% VSM §§ 4.1.4., 4.1.4.2.

91 VSM § 2.2.

92 CHSPG § 10.12; VSM § 4.1.2.1.7.
9 VSM § 4.1.2.1.7.

% VSM § 4.1.2.1.7.

9 CHSPG § 18.1.

% CHSPG § 18.1.1.

97 CHSPG § 18.1.2.
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of unauthorized illegal activity, unwillingness to follow instructions, unreliability, or
serious control problems.®® The handling agent must advise the CHS that he or she
has been closed, and document such notification in the CHS’s validation sub-file,
including a statement as to whether the CHS acknowledged or refused to
acknowledge the closure.®®

Absent exceptional circumstances that are approved (in advance, whenever
possible) by an SSA, a handling agent must not initiate contact with or respond to
contacts from a former CHS who has been closed for cause.!®® Where there is
contact with a CHS following closure (whether or not for cause), new information
“may be documented” to a closed CHS file.1%* However, the CHSPG requires
reopening of the CHS if the relationship between the FBI and the CHS is expected
to continue beyond the initial contact or debriefing.10?

A request to reopen a CHS that has previously been closed for cause requires

CHS who has

E. Use of CHSs in Sensitive Monitoring Circumstances

The CHSPG “emphasizes the importance of oversight and self-regulation to
ensure that CHS Program activities are conducted within Constitutional and
statutory parameters and that civil liberties and privacy are protected.”'%> To
protect such rights, the FBI must meet additional requirements for use of CHSs in
what the AG Guidelines and the DIOG define as “sensitive monitoring
circumstances. "0

One of the investigative techniques that the FBI may use in predicated
investigations is consensual monitoring, which means the monitoring and/or
recording of conversations, telephone calls, and electronic communications based
on the consent of one party involved, such as an FBI CHS.197 SSAs may approve
the use of CHSs for consensual monitoring in ordinary cases, so long as the consent

98 CHSPG § 18.1.2.

9 CHSPG § 18.2.

100 CHSPG § 18.3.

101 CHSPG § 18.3

102 CHSPG § 18.3.

103 CHSPG § 4.5.1.

104 CHSPG § 4.5.1.

105 CHSPG § 1.2.

106 AG Guidelines § VII.O; DIOG § 18.6.1.6.3.

107 AG Guidelines § V.A.4; DIOG §§ 18.6.1.2, 18.6.1.4.
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of the CHS has been documented, and the CDC or OGC has determined that, given
the facts of the case, the consensual monitoring is legal.!%

For investigations concerning threats to national security, the FBI is required
to obtain approval from the Department for consensual monitoring in a “sensitive
monitoring circumstance.”!%® A “sensitive monitoring circumstance” as defined by
the AG Guidelines and the DIOG is not the same as a “sensitive investigative
matter” or “SIM.” As described in Section 1.B of this chapter, DIOG § 10.1.2 defines
a SIM to include predicated investigations of the activities of a domestic public
official or political candidate (involving corruption or a threat to the national
security), or a domestic political organization or an individual prominent in such an
organization.!!® In contrast, a “sensitive monitoring circumstance” is defined more
narrowly. As it pertains to this report, a “sensitive monitoring circumstance” arises
only when the FBI seeks to record communications of officials who have already
been elected or appointed, such as Members of Congress, federal judges, or high
ranking members of the executive branch.!!!

The AG Guidelines and the DIOG do not mandate prior notice to, or approval
by, the Department before the FBI conducts consensual monitoring of candidates
for political office or prominent officials in domestic political organizations, including
the most senior officials in a national presidential campaign. However, the
definition of a sensitive monitoring circumstance provides that the Attorney
General, the DAG, or an Assistant Attorney General (AAG) can require that the FBI
obtain Department approval prior to conducting consensual monitoring for a specific
investigation of which they are aware.!!? As described in Chapter Ten of this
report, the consensual monitoring conducted in the Crossfire Hurricane
investigation did not meet the definition of sensitive monitoring circumstances
provided by the AG Guidelines and the DIOG.

F. Use of CHS Reporting in FISA Applications

The CHSPG allows the use of CHS reporting in FISA applications without
revealing the identity of the CHS, so long as the handling agent provides the
relevant FBI Headquarters operational unit (e.g., Counterintelligence,
Counterterrorism) with the CHS file number, duration of service to the FBI, and a
statement on whether the CHS is reliable and has provided reporting that has been
corroborated.!!3 The CHS handling agent must also be prepared to furnish
information to NSD concerning the CHS’s criminal history, payments, and any

108 DIOG §§ 18.6.1.5.1, 18.6.1.5.1.7.

109 AG Guidelines § VII.OQ; DIOG § 18.6.1.6.3.

110 AG Guidelines §§ VII.N, VII.O; DIOG §§ 10.1.2, 18.6.1.6.3.
111 AG Guidelines §§ VIIL.N, VII.O; DIOG §§ 10.1.2, 18.6.1.6.3.
112 AG Guidelines § VII.O(4); DIOG § 18.6.1.6.3.

13 CHSPG § 10.13.
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impeachment information.!!* All information provided to support a FISA application
must also be documented in the CHS's Delta file.!?>

Further, the FBI's Foreign Intelligence Surveillance Act and Standard
Minimization Procedures Policy Guide (FISA SMP PG) requires that the FISA
accuracy or “Woods” file, described in more detail in the next section, contains
documentation from the CHS handling agent stating that the handling agent has
reviewed the facts presented in the FISA application regarding the CHS's reliability
and background, and that, based upon a review of the CHS file, the facts presented
in the application concerning the CHS are accurate.

III. The Foreign Intelligence Surveillance Act (FISA)

The FBI identified Carter Page as a U.S. person during all times relevant
herein.!¢ Accordingly, in this section, we briefly describe the statutory
requirements and Department policies and procedures for obtaining approval to
conduct electronic surveillance and physical searches targeting a U.S. person under
FISA.117

A. Statutory Requirements and the Foreign Intelligence
Surveillance Court

FISA authorizes the U.S. government to apply for and obtain an order from
the Foreign Intelligence Surveillance Court (FISC) to conduct electronic surveillance
and physical searches for foreign intelligence purposes. The government’s
application for electronic surveillance must be approved by the Attorney General (or
his or her designee) and contain certain specified information, including a
statement of the facts and circumstances relied upon by the applicant to support
the belief that the target is a foreign power or an agent of a foreign power, and that
each facility or place at which the electronic surveillance is directed is being used,

114 CHSPG § 10.13.
115 CHSPG § 10.13.

116 A U.S. person means a U.S. citizen, a lawful permanent resident (i.e., a green card
holder), an unincorporated association with a substantial number of members who are citizens of the
United States or lawful permanent residents, or a corporation that is incorporated in the United
States—provided such corporation does not constitute a foreign government or any component
thereof, a faction of a foreign nation, or an entity that is openly acknowledged by a foreign
government to be directed and controlled by the foreign government. See 50 U.S.C. § 1801(i). FISA
treats U.S. persons and non-U.S. persons differently in various aspects, including by setting forth
different definitions of an “agent of a foreign power” for non-U.S. persons, and authorizing initial
electronic surveillance and physical searches targeting a non-U.S. person for a longer duration (120
days versus 90 days for a U.S. person).

117 This report does not describe other FISA provisions not relevant here, including the
statutory requirements for obtaining similar FISA authority on a non-U.S. person, see 50 U.S.C. §§
1801-1805, 1821-1825; see also E.O. 12139 (May 23, 1979); E.O. 12949 (Feb. 9, 1995). Also not
relevant here are the circumstances under which the U.S. government may conduct emergency
electronic surveillance or physical searches without a court order (for not more than 7 days). For the
emergency provisions, see 50 U.S.C. §§ 1805(e), 1824(e).
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or is about to be used, by a foreign power or an agent of a foreign power; proposed
minimization procedures; and a description of the nature of the information sought
and the type of communications or activities subject to surveillance.

An application for physical searches requires substantially similar
information, except that it also must state the facts and circumstances justifying
the applicant’s belief that the premises or property to be searched contains “foreign
intelligence information” and “is or is about to be, owned, used, possessed by, or is
in transit to or from” the target.!!® Electronic surveillance and physical searches
targeting a U.S. person may be approved for up to 90 days, and subsequent
extensions may be approved for up to 90 days provided the government submits
another application that meets the requirements of FISA.11® The approvals and
certifications required for applications for electronic surveillance and physical
searches are discussed in more detail below.

In addition, 50 U.S.C. § 1881d(b) allows the U.S. government to apply for
and obtain concurrent authorization to continue targeting a U.S. person reasonably
believed to be outside the United States when applying for authorization to conduct
electronic surveillance and physical searches within the United States. Because the
requirements for such applications are substantially similar to those for surveillance
and searches within the United States, we discuss them together.

Probable Cause

The electronic surveillance and physical search provisions of FISA require the
FISC to make a probable cause finding based on information submitted by the
government. Specifically, the FISC must find probable cause to believe that: (1)
the target of the electronic surveillance and physical searches is a foreign power or,
as described in more detail below, the agent of a foreign power; (2) for electronic
surveillance, that each of the facilities or places at which the surveillance is being
directed is being used, or is about to be used, by the foreign power or agent of a
foreign power; and (3) for physical searches, that each of the premises or property
to be searched is or is about to be owned, used, possessed by, or is in transit to or
from the foreign power or agent of a foreign power. In determining whether
probable cause exists, a judge may consider the target’s past activities, as well as
the facts and circumstances relating to his current or future activities.!?® Where the

118 See 50 U.S.C. §§ 1823(a)(1)-(8). Foreign intelligence information means information that
relates to, and if concerning a U.S. person is necessary to, the ability of the United States to protect
against actual or potential attack or other grave hostile acts of a foreign power or an agent of a
foreign power; sabotage, international terrorism, or the international proliferation of weapons of mass
destruction by a foreign power or an agent of a foreign power; or clandestine intelligence activities by
an intelligence service or network of a foreign power or by an agent of a foreign power. See, e.g., 50
U.S.C. § 1801(e)(1).

119 An order for electronic surveillance or physical searches may be extended on the same
basis as the original order. The extension for a U.S. person may not exceed 90 days, whereas for
non-U.S. person who is an agent of a foreign power it may be for a period not to exceed 1 year. See
50 U.S.C. §§ 1801(b)(1)-(2), 1805(d), 1824(d).

120 50 U.S.C. §§ 1805(a)(2), 1805(b), 1824(a)(2), 1824(b).
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FISC authorizes the electronic surveillance or physical search of a U.S. person, the
Attorney General may authorize, for the effective period of the FISC's order, the
targeting of the U.S. person for the purpose of acquiring foreign intelligence
information while such person is reasonably believed to be located outside the
United States.!?

According to FISA guidance issued by OGC, probable cause means the
following:

“[PJrobable cause” is reason to believe, based on the available facts
and circumstances, as well as the logical inferences that can be drawn
from them. It is determined by the totality of the facts and
circumstances, as viewed from the perspective of a reasonable person.
Probable cause [means] probability, not certainty, and, thus, is
significantly lower than the “proof beyond a reasonable doubt”
necessary to support a criminal conviction. It is also lower than the
“preponderance of the evidence” required in most civil cases.

The FISA guidance also states:

[OGC] recommends that a field agent seeking a FISA order focus on
the object of the belief required, i.e., the facts and circumstances
demonstrating that the target of the proposed search or surveillance is
an agent of a foreign power and that the premises to be surveilled...is
used by that agent of a foreign power, rather than on the quantum of
the belief involved. If you can show that a target is engaged in certain
activities, and that he is engaged in them for or on behalf of a foreign
power, you have won most of the battle.!??

Unlike wiretap applications in a criminal case, which require the government
to establish probable cause to believe that an individual is committing, has
committed, or is about to commit a specific criminal offense, among other
requirements, FISA does not require that the government show a nexus to
criminality.!?3 Rather, a probable cause finding under FISA “focuses on the status
of the target as a foreign power or the agent of a foreign power,” which is discussed
in more detail below.2* The Report of the Senate Select Committee on Intelligence

121 Gee 50 U.S.C. § 1881b(c)(B)(i).

122 FBI OGC, What Do I Have to Do to Get a FISA? (“FISA guidance”), Jan. 23, 2003
(emphasis in original); see also United States v. Rosen, 447 F. Supp. 2d 538, 549 (E.D. Va. 2006).

123 See, e.g., United States v. Daoud, 761 F.3d 678, 681 (7th Cir. 2014); United States v.
Abu-Jihaad, 630 F.2d 102, 122, 127 (2d Cir 2010); United States v. Duka, 671 F.3d 329, 339-41 (3d
Cir. 2011); United States v. Wen, 477 F.3d 896, 898 (7th Cir. 2007); In re Sealed Case, 310 F.3d
717, 738 (Foreign Intel. Surv. Ct. Rev. 2002) (per curiam); United States v. Cavanagh, 807 F.2d 787,
790 (9th Cir. 1987).

124 geg, e.g., United States v. El-Mezain, 664 F.3d 467, 564 (5th Cir. 2011); see also United
States v. Duggan, 743 F.2d 59, 72-73 (2d Cir. 1984).
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(SSCI) that accompanied the 1978 passage of FISA explains the rationale for the
different probable cause standards:

[1]f electronic surveillance is to make an effective contribution to
foreign counterintelligence, it must be available for use when
necessary for the investigative process. The criminal laws are enacted
to establish standards for arrest and conviction[,] and they supply
guidance for investigations conducted to collect evidence for
prosecution. Foreign counterintelligence investigations have different
objectives. They succeed when the United States can insure that an
intelligence network is not obtaining vital information, that a suspected
agent’s future access to such information is controlled effectively, and
that security precautions are strengthened in areas of top priority for
the foreign intelligence service.... Therefore, procedures appropriate in
regular criminal investigations need modification to fit the
counterintelligence context. [FISA] adopts probable cause standards
that allow surveillance at an early stage in the investigative process by
not requiring that a crime be imminent or that the elements of a
specific offense exist.12°

Given these differences, the FISA guidance notes that the strictures
developed to assess the reliability of informants providing information used to
support a wiretap application in criminal cases do not necessarily apply to FISA.1%6
However, the FISA guidance nonetheless cautions that probable cause
determinations should take into account “the same aspects of reliability...as in the
ordinary criminal context, including the reliability of any informant, the
circumstances of the informant’s knowledge, and the age of the information relied
upon.” The FISA guidance instructs agents to “look to the totality of the
information and consider its reliability on a case-by-case basis” when judging the
information supporting a FISA application.!?’

Agent of a Foreign Power

As described above, the probable cause finding required under FISA focuses
on the status of the target as a foreign power or the agent of a foreign power.
Under FISA § 1801(b)(2), the definition of “agent of a foreign power” includes, in
relevant part, “any person” (including any U.S. person) who engages in the
following conduct:

A. Knowingly engages in clandestine intelligence gathering
activities for or on behalf of a foreign power, which activities

125 Report of the Senate Select Committee on Intelligence, Foreign Intelligence Surveillance
Act of 1978, S. Rep. No. 701, 95th Cong., 2d Sess. 34 (Mar. 14, 1978) (S. Rep. 95-701), 3981.

126 The rules for assessing the reliability of information provided by confidential informants or
sources in counterintelligence cases are discussed above in Section II.

127 See FISA guidance, supra (citing Illinois v. Gates, 462 U.S. 213 (1983)).
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involve or may involve a violation of the criminal statutes of the
United States; or

B. Pursuant to the direction of an intelligence service or network of
a foreign power, knowingly engages in any other clandestine
intelligence activities for or on behalf of such foreign power,
which activities involve or are about to involve a violation of the
criminal statutes of the United States.!?®

Further, under FISA § 1801(b)(2)(E), the provision the Department relied upon in
the Carter Page FISA applications, an agent of a foreign power also includes any
person who knowingly aids or abets any person, or conspires with any person, in
the conduct described above.

FISA provides that a U.S. person may not be found to be a foreign power or
an agent of a foreign power solely upon the basis of activities protected by the First
Amendment.'?® Congress added this language to reinforce that lawful political
activities may not serve as the only basis for a probable cause finding, recognizing
that “there may often be a narrow line between covert action and lawful activities
undertaken by Americans in the exercise of the [F]irst [A]lmendment rights,”
particularly between legitimate political activity and “other clandestine intelligence
activities.”'3% The Report by SSCI accompanying the passage of FISA states that
there must be “willful” deception about the origin or intent of political activity to
support a finding that it constitutes "other clandestine intelligence activities”:

If...foreign intelligence services hide behind the cover of some person
or organization in order to influence American political events and
deceive Americans into believing that the opinions or influence are of
domestic origin and initiative and such deception is willfully maintained
in violation of the Foreign Agents Registration Act, then electronic

128 FISA does not define what constitutes “other clandestine intelligence activities.” However,
the 1978 House Permanent Select Committee on Intelligence (HPSCI) Report accompanying the
passage of FISA states the following:

The term “any other clandestine intelligence activities” is intended to refer to covert
actions by intelligence services of foreign powers. Not only do foreign powers engage
in spying in the United States to obtain information, they also engage in activities
which are intended to harm the Nation's security by affecting the course of our
Government, the course of public opinion, or the activities of individuals. Such
activities may include political action (recruiting, bribery or influencing of public
officials to act in favor of the foreign power), disguised propaganda (including the
planting of false or misleading articles or stories), and harassment, intimidation, or
even assassination of individuals who oppose the foreign power. Such activity can
undermine our democratic institutions as well as directly threaten the peace and
safety of our citizens. Report of the House Permanent Select Committee on
Intelligence, Foreign Intelligence Surveillance Act of 1978, H. Rep. No. 1283, 95th
Cong., 2d Sess. 41 (Jun. 8, 1978) (H. Rep. 95-1283).

129 Gee 50 U.S.C. §§ 1805(a)(2)(A), 1824(a)(2)(A).

130 H, Rep. 95-1283 at 41, 79-80; FISA guidance at 7-8; see also Rosen, 447 F. Supp. 2d at
547-48 (probable cause finding may be based partly on First Amendment protected activity).

35



surveillance might be justified under [“other clandestine intelligence
activities”] if all the other criteria of [FISA] were met.!3!

Approval and Certification Requirements

Each application for electronic surveillance or physical searches under FISA
must be approved by the “Attorney General,” defined to include the Attorney
General, Acting Attorney General, DAG, or, upon designation, the AAG of NSD.!32
The Attorney General (or his or her designee) must provide written approval that
an application satisfies the statutory requirements—namely, that the facts and
circumstances set forth in the affidavit support a finding of probable cause, and that
the application meets all other statutory criteria.!3® During times relevant herein,
the general practice was to submit FISA applications to the NSD AAG for approval
and, in instances where the NSD AAG was unavailable or in an acting position, to
the DAG. Similarly, in the event the DAG was unavailable or in an acting position,
the FISA application was submitted to the Attorney General for approval.

Applications submitted to the FISC must also include written certification by
certain specified high-ranking executive branch officials. In the case of FISA
applications for FBI investigations, the application is usually certified by the FBI
Director or Deputy Director.!3* The written certification must include the following:

o A statement that the certifying official deems the information sought
to be “foreign intelligence information;”

* A statement that a “significant purpose” of the electronic surveillance
or physical searches is to obtain foreign intelligence information;

¢ A statement that such information cannot reasonably be obtained by
normal investigative techniques;

e A designation of the type of foreign intelligence information being
sought (e.g., information concerning a U.S. person that is necessary to
the ability of the United States to protect against clandestine

131 See S. Rep. 95-701 at 24-25. The Foreign Agents Registration Act, 22 U.S.C. § 611 et
seq., is a disclosure statute that requires persons acting as agents of foreign principals such as a
foreign government or foreign political party in a political or quasi-political capacity to make periodic
public disclosure of their relationship with the foreign principal, as well as activities, receipts and
disbursements in support of those activities.

132 See 50 U.S.C. §§ 1801(g), 1804(a), 1821(1), 1823(a).

133 See generally David S. Kris and J. Douglas Wilson, National Security Investigations and
Prosecutions § 6:5 (2016). In certain cases, the Director of the FBI, the Secretary of Defense, the
Secretary of State, the Director of National Intelligence (DNI), or the Director of the CIA may request
that the Attorney General personally review a FISA application. This obligation is not delegable by the
Attorney General (or any of the other officials mentioned) except “when disabled or otherwise
unavailable.” See 50 U.S.C. §§ 1804(d), 1823(d).

134 See 50 U.S.C. §§ 1804(a)(6), 1823(a)(6); E.O. 12139 (May 23, 1979) (electronic
surveillance); E.O. 12949 (Feb. 9, 1995) (physical search).
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intelligence activities by an intelligence service or network of a foreign
power or by an agent of a foreign power).

e A “statement of the basis” for the certification that the information
sought is the type of foreign intelligence designated and that it cannot
reasonably be obtained by normal investigative means.!3°

As described in more detail below, the FISC must find that an application includes
all of the required statements and certifications (among other requirements) before
issuing an order authorizing electronic surveillance or physical searches. Where the
target is a U.S. person, the FISC must find that the certifications are not clearly
erroneous.!3¢

Foreign Intelligence Surveillance Court (FISC)

The FISC was established in 1978 to hear applications and grant orders for
electronic surveillance.'3 Subsequent amendments to FISA expanded the FISC's
jurisdiction to the collection of foreign intelligence information by other means,
including physical searches.!3® The FISC consists of 11 federal district court judges,
chosen by the Chief Justice of the United States, from at least 7 judicial circuits,
with at least 3 judges required to reside within 20 miles of the District of
Columbia.!¥* Judges on the FISC sit for staggered 7-year terms, during which time
they also continue to serve as judges in their home districts.'¥® According to former
FISC Presiding Judge John D. Bates, district court judges selected to sit on the FISC
are typically experienced judges with significant national security or Fourth
Amendment experience.

The FISC's Rules of Procedure require the government to submit a proposed
application for authorization to conduct FISA surveillance and physical searches no
later than 7 days before the government seeks to have the matter entertained,
except that the 7-day requirement is waived when submitting an application

135 See 50 U.S.C. §8§ 1804(a)(6)(A)-(E), 1823(a)(6); see also H. Rep. 95-1283 at 76.

136 See 50 U.S.C. § 1881b(c)(1)(D). The certifications submitted in support of a FISA
application are presumed valid. The certifications are upheld absent a “substantial preliminary
showing” that the application knowingly and intentionally, or with reckless disregard for the truth,
included a false statement, and that the allegedly false statement was “necessary” to the approval of
the application. In 2002, the Foreign Intelligence Surveillance Court of Review stated: “"We think the
government’s purpose...is to be judged by the national security official’s articulation and not be a FISA
[Clourt inquiry into the origins of the investigation nor an examination of the personnel involved....”
In re Sealed Case, 310 F.3d at 736.

137 See National Security Investigations and Prosecutions § 5:3.

138 Gee In re Motion for Release of Court Records, 526 F. Supp. 2d 484, 487-88 (FISA Ct.
2007).

139 Gee 50 U.S.C. § 1803(a)(1); Rule 4, FISC Rules of Procedure (Nov. 1, 2010).
140 See 50 U.S.C. § 1803(d).

141 gee Culper Rule of Law Series: Judge John Bates, Lawfare Podcast at 32:00,
https://www.lawfareblog.com/lawfare-podcast-culper-partners-rule-law-series-judge-john-bates
(accessed Dec. 2, 2019) (hereinafter Lawfare Podcast).
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following emergency authorization (not applicable here) or when the court agrees
to expedite its consideration of an application at the government’s request.!*2 The
proposed application typically is referred to as the “read copy,” which is prepared

. by an attorney in NSD's Office of Intelligence (OI) based upon information provided
by the FBI. The FISC will review the read copy, evaluate whether it meets the
requirements of the statute, and, through a legal advisor, discuss with the assigned
Ol attorney, any issues the legal advisor or judge identified. The read copy allows
FISC legal advisors to have informal interaction with OI to convey any questions,
concerns, or requests for additional information from the legal advisor or judge
before a final application is filed.*3 The OI attorney then works with the FBI to
provide additional information to the FISC legal advisor and makes any necessary
revisions before submitting the final application to the FISC.!%

Once a final application is submitted, the judge may request that the OI
attorney present it at a scheduled hearing, or may approve the application based
on the written submission.!*> The judge is authorized to enter an order approving
electronic surveillance or physical searches if he or she finds that the facts
presented in the application are sufficient to establish probable cause, as discussed
above; that the application includes “minimization procedures” sufficient to
minimize the acquisition and retention, and prohibit the dissemination, of non-
public information about a U.S. person unless it meets certain criteria; and that the
application includes all required statements and certifications.46

142 gee Rules 6(a), 9(a), FISC Rules of Procedure (2010). The FISC Rules specifically address
emergency authorizations but do not address expedited applications. However, Rule 9(a) states that
the 7-day requirement does not apply to emergency authorizations or “as otherwise permitted by the
Court.” According to NSD, in instances where the government seeks the court’s expedited
consideration of a FISA application, and the court is able to do so, the court will rely upon “as
otherwise permitted by the Court” to waive the 7-day requirement.

143 According to a 2013 letter explaining how the FISC operates, FISC legal advisors interact
with NSD on a daily basis. See Letter from Judge Reggie Walton to Senator Patrick Leahy, U.S.
Senate Committee on the Judiciary (Jul. 29, 2013) (2013 Judge Walton Letter),
http://www.fisc.uscourts.gov/sites/default/files/Leahy.pdf (accessed Dec. 2, 2019).

144 See 2013 Judge Walton Letter, at 6 & n.3.

145 If the judge denies a final application, he or she is required to draft a statement of reasons
explaining the basis for the denial. See 50 U.S.C. §§ 1803(a)(1), 1822(c). Denials of applications for
electronic surveillance or physical searches may be appealed to the Foreign Intelligence Surveillance
Court of Review. See 50 U.S.C. §§ 1803(b), 1822(d). Alternatively, if the judge indicates that he or
she will deny a proposed or final application, NSD may decide not to submit a final application, or may
withdraw a final application after submission. See 2013 Judge Walton Letter at 3.

146 See 50 U.S.C. §§ 1805(a), 1824(a); see also 50 U.S.C. § 1881d(b) (concurrent
authorization to conduct electronic surveillance and physical searches targeting a U.S. person inside
and outside the United States). In addition to the standard minimization procedures, which apply to
ali information acquired through electronic surveillance and physical searches, each application may
describe other minimization procedures that are appropriate for the particular surveillance or search in
question. The FISC may modify the government’s proposed minimization procedures if it concludes
they do not meet the statutory requirements. See National Security Investigations and Prosecutions,
§9.1.
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If the FISC approves a FISA application, it issues a primary order finding that
the statutory requirements were met and authorizing the electronic surveillance or
physical searches. The primary order also must direct the government to follow the
minimization procedures proposed in the application.'*” Where assistance from a
third party (such as an email provider, telephone company, or landlord) is required,
the FISC also issues a secondary order directing the third party to “furnish...all
information, facilities, or technical assistance necessary” to accomplish the search
or surveillance “in such a manner as will protect its secrecy and produce a minimum
of interference.”!4®

In addition, under Rule 13(a) of the FISC Rules of Procedure, if the
government subsequently identifies a misstatement or omission of material fact in
an application or other document submitted to the FISC, the government, in
writing, must immediately inform the judge to whom the submission was made of
the following: (1) the misstatement or omission, (2) any necessary correction, (3)
the facts and circumstances of the misstatement or omission, (4) any modifications
the government has made or proposes to make to how it will implement any
authority or approval granted by the FISC, and (5) the government’s proposal for
disposal of or treatment of any information obtained as a result of the misstatement
or omission.!4?

B. FBI and Department FISA Procedures
1. Preparation and Approval of FISA Applications

The FBI's policies and procedures for the preparation and approval of
applications for authorization to conduct electronic surveillance or physical searches
under FISA are contained in the FBI's online FISA Management System (FISAMS),
the FISA Verification Form (described below), the DIOG, and the FISA SMP PG. We
will describe the typical preparation and approval process below. The preparation
and approval process taken with respect to the four Carter Page FISA applications,
including steps that were taken in addition to the steps typically completed during
the FISA process, are discussed in Chapters Five and Seven.

The FBI's FISA process is initiated when a case agent begins drafting a FISA
Request Form for submission to OI. The FISA Request Form requires that the case
agent provide specific categories of information to OI, the most important of which
is a description of the facts and circumstances that the agent views as establishing
probable cause to believe the target of the application is a foreign power or an
agent of a foreign power. In particular, the FISA Request Form states that the case
agent should provide a complete description of all material facts regarding a target
to justify FISA authority or, in the case of renewals, to justify continued FISA
coverage. In the case of FISA renewals, the form also asks the case agent to
describe in detail any previous information that requires modification or correction.

147 See 50 U.S.C. §§ 1805(c)(2)(A), 1824(c)(2)(A).
148 See 50 U.S.C. § 1805(c)(2)(B).
149 See Rule 13(a), FISC Rules of Procedure.
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package was complete, all the steps of the Woods Procedures were completed, the
probable cause standard was met, and there were no outstanding issues.!>°
Ultimately, if the NSCLB line attorney and a Senior Executive Service-level
supervisor approve the FISA cert copy, they both sign the cert memo, and the
complete application package is then taken to the FBI Director’s Office for review
and approval. If the FBI Director signs the cert copy, the paper copy of the signed
application is delivered to OI. OI then provides the signed application package to
the final signatory who, as discussed above, is usually the NSD AAG but can
sometimes be the DAG or Attorney General.

In addition to receiving the final application and cert memo, the NSD AAG (or
DAG or Attorney General) typically receives an oral briefing from senior OI
managers. The NSD AAG receives the application for the first time during or shortly
before the oral briefing, unless the application was submitted for his or her review
beforehand, which is not typical. During the oral briefing, senior OI managers
present all the FISA applications awaiting final Department approval, which,
according to NSD, in 2016 generally ranged from 20 to 30 total applications in any
given week (though the quantity sometimes varied outside that range). Once the
FISA application is approved and signed by the NSD AAG, OI will submit it to the
FISC for its final consideration.

2. “Woods Procedures”

In April 2001, the FBI implemented FISA verification procedures (known as
“Woods Procedures”) for applications for electronic surveillance or physical searches
under FISA.!5! These procedures were adopted following errors in numerous FISA
applications in FBI counterterrorism investigations, virtually all of which “involved
information sharing and unauthorized disseminations to criminal investigators and
prosecutors.”t>2

To address these concerns, the procedures focused on ensuring accuracy in
three areas: (1) the specific factual information supporting probable cause, (2) the
existence and nature of any related criminal investigations or prosecutions involving
the target of the FISA authorization, and (3) the existence and nature of any
ongoing asset relationship between the FISA target and the FBI. The procedures
required FBI agents and supervisors to undertake specific steps before filing a FISA
application, which included a determination of whether the target is the subject of a

150 As discussed in Chapter Five, the then Deputy General Counsel told us that she would
sometimes read the FISA application if she determined, based on the cert memo or otherwise, that
there was a reason to do so.

151 Memorandum from Michael J. Woods, Unit Chief, FBI Office of the General Counsel,
National Security Law Unit, to FBI Field Offices (Apr. 5, 2001).
https://fas.org/irp/agency/doj/fisa/woods.pdf (accessed Dec. 2, 2019); see generally National
Security Investigations and Prosecutions § 6.3.

152 In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 F. Supp. 2d
611, 620-21 (FISA Ct. 2002), revd, In re Sealed Case, 310 F.3d at 736.
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past or current criminal investigation, negative or positive search results in FBI
databases on the target, and a review of the affidavit for factual accuracy.

The Woods Procedures in the original memorandum were subsequently
expanded and incorporated into other policy documents, including the 2016 FISA
SMP PG, which was the applicable FBI policy guide in effect during the period
relevant to this review, and a 2009 joint NSD-FBI guidance memorandum on FISA
application accuracy (2009 Accuracy Memorandum).!>3 Both the FISA SMP PG and
2009 Accuracy Memorandum state that the U.S. government’s ability to obtain FISA
authority depends on the accuracy of applications submitted to the FISC and that
because FISA proceedings are ex parte, the FISC relies on the U.S. government’s
“full and accurate presentation of the facts to make its probable cause
determinations.” The FISA SMP PG further states that it is the case agent’s
responsibility to ensure that statements contained in applications submitted to the
FISC are “scrupulously accurate.”

Like the original procedures, the accuracy procedures in the FISA SMP PG

require relevant FBI personnel to conduct database searches _
Hto identify any previous or ongoing criminal

investigations and to determine the target’s immigration status;

; and identify the source of every fact asserted in a FISA application. The
results of these steps must be documented in the FISA Verification or Woods Form
and must be reviewed for accuracy and verified by relevant FBI personnel, with the
results of the factual review documented and included in the final FISA package.

The FISA SMP PG requires that the case agent who requested the FISA
application create and maintain an accuracy sub-file (known as a "Woods File”) that
contains: (1) supporting documentation for every factual assertion contained in a
FISA application, and (2) supporting documentation and the results of the required
searches and verifications. The Woods File must include the documented results of
the required database and CHS file searches, as well as copies of the *most
authoritative documents” supporting the facts asserted in the application. The FISA
SMP PG advises that while there is some “latitude” as to what documents meet this
requirement, the case agent “should endeavor to obtain the original documentation
and/or best evidence of any given fact.”

Further, as described earlier in this chapter, where a FISA application
contains reporting from a CHS, the Woods File must contain a memorandum, email,
or other documentation from the handling agent, CHS coordinator, or either of their
immediate supervisors, stating that: (1) this individual has reviewed the facts
presented in the FISA application regarding the CHS’s reliability and background,

153 Foreign Intelligence Surveillance Act and Standard Minimization Procedures, 0828PG, Aug.
11, 2016; Matthew G. Olsen, NSD Acting Assistant Attorney General and Valerie Caproni, FBI General
Counsel, Memorandum for All Office of Intelligence Attorneys, All National Security Law Branch
Attorneys, and All Chief Division Counsels, Guidance to Ensure the Accuracy of Federal Bureau of
. Investigation Applications under the Foreign Intelligence Surveillance Act, February 11, 2009; see also
previous FBI policy guide, FBI FISA Accuracy Policy Implementation Guide, 0394PG, Mar. 31, 2011
(superseded by 0828PG).
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and (2) based on this review of the CHS file documentation, the facts presented in
the FISA application are accurate. Common accuracy documentation for a CHS
include, among other things

and reliability of the CHS.

After the Woods File is created, the case agent is responsible for verifying
each factual assertion in the FISA application and ensuring that the supporting
documentation is in the Woods File. In the case of renewal applications, the case
agent must re-verify the accuracy of each factual assertion that is carried over from
the first application and also verify and obtain supporting documentation for any
new factual assertions that are added. After the case agent completes this process,
the agent signs the Woods Form affirming the accuracy and documentation of every
factual assertion in the application. The case agent then submits the Woods Form
and Woods File to his or her SSA. The SSA is responsible for reviewing the Woods
File and confirming that it contains supporting documentation of every factual
assertion in the application. After the SSA completes this process, the SSA signs
the Woods Form, and then the Woods Form, but not the Woods File, is transmitted
to Headquarters. As described previously, one of the responsibilities of the
Headquarters Program Manager is to verify any factual assertions that require
Headquarters verification and provide supporting documentation for the Woods File.
After doing so, the Program Manager signs the Woods Form affirming that he or she
has verified the accuracy of those factual assertions and has transmitted the
necessary documentation to the field office for inclusion in the Woods File.

According to FBI training materials, “everyone in the FISA process” relies on
the case agent’s signature on the Woods Form verifying that the factual assertions
contained in the application are accurate, According to the FISA SMP PG, the
Headquarters Program Manager, who signs the FISA application under penalty of
perjury certifying that the information in the application is true and correct, does
not typically have the personal or programmatic knowledge of the factual
information necessary for a FISA application and therefore must rely on the field
office for the accuracy of the information in the application. The case agent’s
signature allows the Program Manager to sign and swear to the application and the
Director or Deputy Director to certify the application. Further, OI, NSD, the
approving official (NSD AAG, DAG, or Attorney General), and the FISC rely on the
Headquarters Program Manager, or declarant, that the application contains a
complete and accurate recitation of the relevant facts.

The FISA SMP PG states that information in a FISA application that cannot be
verified as true and correct must be removed from the application, or the entire
application must be delayed until the information is verified and the verification is
documented. According to FBI and NSD officials, in the case of information
provided by a CHS, the verification process does not require that the FBI establish
the accuracy of the CHS'’s information before that information may be relied upon in
a FISA application. The OGC Unit Chief who supervised the attorney assigned to
assist the Carter Page FISA applications told us that the Woods Procedures require
that the case agent identify documentation stating what the CHS told the FBI, but
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does not require the agent to corroborate the underlying accuracy of the
information. Similarly, according to NSD supervisors, although the Woods
Procedures require that every factual assertion in a FISA application be “verified,”
when a particular fact is attributed to a source, an agent must only verify that the
fact came from the source and that the application accurately states what the
source said. The Woods Procedures do not require that the FBI have corroboration
from a second source for the same information. According to the Deputy AAG who
had oversight over OI at the time of the Carter Page FISA applications, the FISC is
aware of how the FBI “verifies” information that is attributed to a CHS, and the
court has not requested a change to their Woods Procedures. Further, NSD officials
told us that in all instances, a FISA application will include an FBI assessment of the
reliability of the CHS’s information, which may come from factual corroboration or,
in the absence of factual corroboration, from information about the CHS’s general
reliability.

IV. Ethics Regulations

Government ethics regulations, specifically those providing guidance on
conflicts of interests pertain to the events discussed in Chapter Nine concerning
Department attorney Bruce Ohr.

The Standards of Ethical Conduct for Employees of the Executive Branch
(Standards of Ethical Conduct), 5 C.F.R. § 2635, is a comprehensive set of
regulations that set forth the principles of ethical conduct to which all executive
branch employees must adhere. In addition to the basic obligations of public
service, the regulations address such ethical issues as gifts from outside sources
and impartiality in performing official duties. Specifically, 5 C.F.R. § 2635.502
seeks to avoid any appearance of the loss of impartiality in the performance of
official government duties by an employee due to a financial interest that the
employee may have. It applies in circumstances:

[w]here an employee knows that a particular matter involving specific
parties is likely to have a direct and predictable effect on the financial
interest of a member of his household...and where the employee
determines that the circumstances would cause a reasonable person
with knowledge of the relevant facts to question his impartiality in the
matter....

Another portion of the regulations, 5 C.F.R. § 2635.402(b)(1), defines “direct
and predictable effect” as “a close causal link between any decision or action to be
taken in the matter and any expected effect of the matter on the financial interest.”

Section 502 also includes a catch-all provision, which states:

An employee who is concerned that circumstances other than those
specifically described in this section would raise a question regarding
his impartiality should use the process described in this section to
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determine whether he should or should not participate in a particular
matter. 5 C.F.R. § 2635.502(a)(2).

The process referenced in this section is for the employee to describe the
circumstances that would raise an impartiality question to a Department ethics
officer for the purpose of receiving guidance on how to address potential conflicts of
interest, including whether the employee should be disqualified from participation.

5 C.F.R. § 2635.502(c).

V. Examples of Other Department and FBI Policies Regulating
Investigative Activity that Could Potentially Impact Civil Liberties

On occasion, the Department and the FBI investigate alleged illegal activity
that is intertwined with, or take investigative steps with the potential to implicate,
what is otherwise constitutionally protected activity. Examples include
investigations of allegations of illegal campaign finance activity, allegations of
violations of the Foreign Agent Registration Act, or the use of legal process to
obtain information about the media or Members of Congress. The Department and
the FBI have promulgated specific policies intended to ensure appropriate oversight
of and accountability for many of these investigative activities. Some of these
policies, such as the notification requirement described above for a “Sensitive
Investigative Matter,” applied to the Crossfire Hurricane investigation. In this
section, we provide examples of other Department and FBI policies and procedures,
not applicable to the Crossfire Hurricane investigation, that establish senior-level
approval requirements and other procedures to regulate certain investigative
activity capable of implicating civil liberties and constitutional concerns.

A. Undisclosed Participation

Undisclosed Participation (UDP) takes place when anyone acting on behalf of
the FBI, including a CHS, becomes a member of, or participates in, the activity of
an organization on behalf of the U.S. government without disclosing their FBI
affiliation to an appropriate official of the organization.!>* A CHS who participates in
an organization entirely on his or her own behalf and who is not tasked by the FBI
to obtain information or undertake other activities in that organization is not
engaging in UDP—regardless of whether the CHS volunteers information to the FBI
and regardless of whether the CHS's affiliation with the FBI is known. However, if
the CHS is tasked by the FBI to join an organization, obtain specific information
through participation in the organization, or take specific actions, those activities
are on behalf of the FBI, and require compliance with the UDP policies set forth in
the DIOG.1%

154 DIOG § 16.1.
155 DIOG §§ 16.2.3.1, 16.3.
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Department’s Justice Manual § 9-13.400 govern obtaining information from, or
records of, members of the news media and questioning, arresting, or charging
members of the news media. The rules require, with certain exceptions, the
Attorney General to approve subpoenas issued to members of the news media;
warrants to search premises, properties, communications records, or business
records of a member of the news media; and questioning, arresting, or charging
members of the news media.

Pursuant to DIOG § 18.5.9.3.1, FBI agents must obtain higher-level
authority, consistent with 28 C.F.R. § 50.10, when seeking the issuance of a
subpoena for records relating to members of the news media. Similarly, DIOG §
18.6.4.3.4.3 requires the FBI to obtain the Attorney General’s approval when using
an administrative subpoena directed to a telecommunications provider for toll
records associated with members of the news media.

2. White House and Executive Branch Personnel

The Department’s Justice Manual states that any monitoring of oral
communications without the consent of all parties, when it is known that the
monitoring concerns an investigation into an allegation of misconduct committed by
a senior member of the executive branch, must be approved by a Deputy AAG from
the Department’s Criminal Division.!6!

DIOG § 18.5.6.4.7 states that an FBI agent may only initiate contact with
White House personnel as part of an investigation after consulting with the FBI OGC
and obtaining SAC and appropriate FBI Assistant Director approval.

3. Members of C‘ongress and Their Staff

The Department’s Justice Manual states that any monitoring of oral
communications without the consent of all parties when it is known that the
monitoring concerns an investigation into an allegation of misconduct committed by
a Member of Congress must be approved by a Deputy AAG from the Department'’s
Criminal Division, 162

DIOG § 18.5.6.4.6 requires FBI agents to obtain SAC and appropriate FBI
Assistant Director approval, along with notice to the AD for the Office of
Congressional Affairs, when seeking to interview a Member of Congress or
Congressional staff in connection with a public corruption matter or a foreign
counterintelligence matter.

161 gSection 9-7.302.
162 gections 9-7.302, 9-85.110.
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CHAPTER THREE
THE OPENING OF CROSSFIRE HURRICANE, STAFFING, AND THE
EARLY STAGES OF THE INVESTIGATION

On July 31, 2016, the FBI opened a counterintelligence investigation known
as “Crossfire Hurricane.” In this chapter, we provide an overview of the opening
and initial steps of the Crossfire Hurricane investigation and its related cases. We
first summarize the intelligence available to the FBI in the summer of 2016
regarding the Russian government’s efforts to interfere with the 2016 U.S.
elections. We then describe the events that led to the opening of the Crossfire
Hurricane umbrella investigation and the related counterintelligence investigations
of George Papadopoulos, Carter Page, Paul Manafort, and Michae! Flynn. We also
describe the structure and oversight of these investigations, including the FBI's
staffing of the cases and the involvement of senior FBI and Department officials.
Finally, we describe the early investigative steps taken in furtherance of the
investigations.

I. Intelligence Community Awareness of Attempted Russian
Interference in the 2016 U.S. Elections

At the time the Crossfire Hurricane investigation was opened in July 2016,
the U.S. Intelligence Community (USIC), which includes the FBI, was aware of
Russian efforts to interfere with the 2016 U.S. elections. The Russian efforts
included cyber intrusions into various political organizations, including the
Democratic National Committee (DNC) and Democratic Congressional Campaign
Committee (DCCC). Throughout spring and early summer 2016, the FBI became
aware of specific cyber intrusions for which the Russian government was
responsible, through ongoing investigations into Russian hacking operations
conducted by the FBI's Cyber Division and the FBI's Counterintelligence Division
(CD).

In March and May 2016, FBI field offices identified a spear phishing campaign
by the Russian military intelligence agency, known as the General Staff Intelligence
Directorate (GRU), targeting email addresses associated with the DNC and the
Hillary Clinton campaign, as well as efforts to place malware on DNC and DCCC
computer networks. In June and July 2016, stolen materials were released online
through the fictitious personas “Guccifer 2.0” and "DCLeaks.” In addition, in late
July 2016, WikiLeaks released emails obtained from DNC servers as part of its
“Hillary Leak Series.” By August 2016, the USIC assessed that in the weeks leading
up to the 2016 U.S. elections, Russia was considering further intelligence
operations to impact or disrupt the elections.

In addition to the Russian infiltration of DNC and DCCC computer systems,
between March and August 2016, the FBI became aware of numerous attempts to
hack into state election systems. These included confirmed access into elements of
multiple state or local electoral boards using tactics, techniques, and procedures
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associated with Russian state-sponsored actors.!®3 The FBI learned that Russian
efforts also included cyber-enabled scanning and probing of election related
infrastructure in several states.

It was in this context that the FBI received information on July 28, 2016,
about a conversation between Papadopoulos and an official of a Friendly Foreign
Government (FFG) in May 2016 during which Papadopoulos “suggested the Trump
team had received some kind of suggestion” from Russia that it could assist this
process with the anonymous release of information during the campaign that would
be damaging to candidate Clinton and President Obama. As described below, the
FBI opened the Crossfire Hurricane investigation 3 days after receiving this
information.

II. The Friendly Foreign Government Information and the FBI's Decision
to Open Crossfire Hurricane and Four Related Counterintelligence
Investigations

On July 31, 2016, the FBI opened the Crossfire Hurricane counterintelligence
investigation to determine whether individuals associated with the Donald J. Trump
for President Campaign were coordinating or cooperating, wittingly or unwittingly,
with the Russian government to influence or interfere with the 2016 U.S. elections.
According to the opening Electronic Communication (EC), the investigation was
predicated on intelligence from an FFG. In this section, we describe the receipt of
the information from the FFG and the decisions to open the Crossfire Hurricane

163 Beginning in January 2017 and continuing into 2019, several U.S. government agencies,
as well as senior intelligence officials, reported on Russia’s efforts to interfere with the 2016 U.S.
elections. For example, the Intelligence Community Assessment (ICA) titled "Assessing Russian
Activities and Intentions in Recent U.S. Elections,” published on January 6, 2017, concluded that
Russian President Vladimir Putin and the Russian government conducted an influence campaign
followed by a Russian messaging strategy that blended covert intelligence operations, such as cyber
activity, with overt efforts in order to undermine public faith in the U.S. democratic process, denigrate
then candidate Clinton, and harm Clinton’s electability and potential presidency. Additionally, in June
2017, during a Senate Select Committee on Intelligence Hearing on Russian Interference in the 2016
U.S. Elections, USIC leadership concurred with the ICA and acknowledged that the Russian
government was responsible for compromises of and leaks from political figures and institutions,
among other activities, as part of its efforts to influence and interfere in U.S. elections. Similarly, the
Senate Select Committee on Intelligence in 2019 and the House Permanent Select Committee on
Intelligence in 2018 found, in part, that the Russian government historically has attempted to interfere
in U.S. elections and attempted to interfere in the 2016 U.S. elections through attacks on state voter
registration databases, cyber operations targeting governments and businesses using tactics such as
spear phishing, hacking operations to include the DNC network, and social media campaigns. U.S.
House Permanent Select Committee on Intelligence, Report on Russian Active Measures, 115th Cong.,
2d sess., 2018, 114-130. U.S. Senate Select Committee on Intelligence, Russian Active Measures
Campaigns and Interference in the 2016 U.S. Election, Volume 1: Russian Efforts Against Election
Infrastructure with Additional Views, 116th Cong., 1st sess., 2019, 1-10. Further, Special Counsel
Robert S. Mueller III concluded that the Russian government interfered with the 2016 U.S. elections
through a social media campaign that favored then candidate Trump and disparaged then candidate
Clinton, and through cyber intrusion operations against entities and individuals working on the Clinton
Campaign. See The Special Counsel’s Report, Vol. I at 1, 4-7.
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suggested the Trump team had received some kind of suggestion from
Russia that it could assist this process with the anonymous release of
information during the campaign that would be damaging to Mrs.
Clinton (and President Obama). It was unclear whether he or the
Russians were referring to material acquired publicly of [sic] through
other means. It was also unclear how Mr. Trump’s team reacted to
the offer. We note the Trump team’s reaction could, in the end, have
little bearing of what Russia decides to do, with or without Mr. Trump’s
cooperation.

On July 27, 2016, the USG official called the FBI's Legal Attaché (Legat) and
in the European city to her office and provided them

with the FFG information.!®> The Legat told us he was not provided any other
information about the meetings between the FFG and Papadopoulos.'% The Legat
also told us that he did not know under what FBI case number the FFG information
should be documented and transmitted. At the recommendation of the European
city Assistant Legal Attaché (ALAT) for Counterintelligence, the Legat contacted a
former ALAT who at the time was an Assistant Special Agent in Charge (ASAC) in
the FBI’s Philadelphia Field Office. The ASAC told the Legat that he believed the
FFG information was related to the hack of DNC emails and identified a case
number for that investigation for the Legat to use to transmit the information. The
following day, on July 28, 2016, the Legat sent an EC documenting the FFG
information to the Philadelphia Field Office ASAC. The same day, the information in
the EC was emailed to the Section Chief of the Cyber Counterintelligence
Coordination Section at FBI Headquarters.

From July 28 to July 31, officials at FBI Headquarters discussed the FFG
information and whether it warranted opening a counterintelligence investigation.
The Assistant Director (AD) for CD, E.W. "Bill” Priestap, was a central figure in
these discussions. According to Priestap, he discussed the matter with then Section
Chief of CD’s Counterespionage Section Peter Strzok, as well as the Section Chief of
CD’s Counterintelligence Analysis Section I (Intel Section Chief); and with
representatives of the FBI’s Office of the General Counsel (OGC), including Deputy
General Counsel Trisha Anderson and a unit chief (OGC Unit Chief) in OGC's
National Security and Cyber Law Branch (NSCLB). Priestap told us that he also
discussed the matter with either then Deputy Director (DD) Andrew McCabe or then
Executive Assistant Director (EAD) Michael Steinbach, but did not recall discussing
the matter with then Director James Comey. Comey told the OIG that he did not
recall being briefed on the FFG information until after the Crossfire Hurricane
investigation was opened, and that he was not involved in the decision to open the
case. McCabe said that although he did not specifically recall meeting with Comey
immediately after the FFG information was received, it was “the kind of thing that
would have been brought to Director Comey’s attention immediately.” McCabe’s

165 A Legal Attaché (Legat) is the FBI Director’s personal representative in a country in which
the FBI has regional responsibility.

166 According to the Legat, the [ st2tcd at the meeting with the USG
official that the FFG information “sounds like an FBI matter.”
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contemporaneous notes reflect that the FFG information, Carter Page, and
Manafort, were discussed on July 29, after a regularly scheduled morning meeting
of senior FBI leadership with the Director. Although McCabe told us he did not have
an independent recollection of this discussion, he told us that, based upon his
notes, this discussion likely included the Director. McCabe’s notes reflect only the
topic of the discussion and not the substance of what was discussed.

McCabe told us that he recalled discussing the FFG information with Priestap,
Strzok, then Special Counsel to the Deputy Director Lisa Page, and Comey,
sometime before Crossfire Hurricane was opened, and he agreed with opening a
counterintelligence investigation based on the FFG information. He told us the
decision to open the case was unanimous. McCabe said the FBI viewed the FFG
information in the context of Russian attempts to interfere with the 2016 U.S.
elections in the years and months prior, as well as the FBI’'s ongoing investigation
into the DNC hack by a Russian Intelligence Service (RIS). He also said that when
the FBI received the FFG information it was a “tipping point” in terms of opening a
counterintelligence investigation regarding Russia’s attempts to influence and
interfere with the 2016 U.S. elections because not only was there information that
Russia was targeting U.S. political institutions, but now the FBI had received an
allegation from a trusted partner that there had been some sort of contact between
the Russians and the Trump campaign. McCabe said that he did not recall any
discussion about whether the FFG information constituted sufficient predication for
opening a Full Investigation, as opposed to a Preliminary Investigation, but said
that his belief at the time, based on his experience, was that the FFG information
was adequate predication.!®”

According to Priestap, he authorized opening the Crossfire Hurricane
counterintelligence investigation on July 31, 2016, based upon these discussions.
He told us that the FFG information was provided by a trusted source—the FFG—
and he therefore felt it “wise to open an investigation to look into” whether
someone associated with the Trump campaign may have accepted the reported
offer from the Russians. Priestap also told us that the combination of the FFG
information and the FBI's ongoing cyber intrusion investigation of the DNC hacks
created a counterintelligence concern that the FBI was “obligated” to investigate.
Priestap said that he did not recall any disagreement about the decision to open
Crossfire Hurricane, and told us that he was not pressured to open the case.

We interviewed all of the senior FBI officials who participated in these
discussions about their reactions to the FFG information and assessments of it as

167 As detailed in Chapter Two, the DIOG provides for two types of predicated investigations,
Preliminary Investigations and Full Investigations. A Preliminary Investigation may be opened based
upon “any allegation or information” indicative of possible criminal activity or threats to the national
security; a Full Investigation may be opened based upon an “articulable factual basis” of possible
criminal activity or threats to the national security. In cases opened as Preliminary Investigations, all
lawful investigative methods (including CHS and UCE operations) may be used except for mail
opening, physical searches requiring a search warrant, electronic surveillance requiring a judicial order
or warrant (Title III wiretap or a FISA order), or requests under Title VII of FISA. A Preliminary
Investigation may be converted to a Full Investigation if the available information provides predication
for a Full Investigation.
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predication for Crossfire Hurricane. Each of these officials told us the information
warranted opening a counterintelligence investigation. For example, Anderson told
us that when the information from the Legat arrived it was “really disturbing,” and
that she told Priestap the information needed to be reviewed by the Deputy Director
immediately (Anderson and Priestap, in fact, briefed McCabe that day, July 28).
She also told us that the decision to open the case was based upon the concern
that the U.S. democratic process could be manipulated by a foreign power.
Anderson also told us that “[the FBI] would have been derelict in our
responsibilities had we not opened the case,” and that a foreign power allegedly
colluding with a presidential candidate or his team members was a threat to our
nation that the FBI was obligated to investigate under its counterintelligence
mission.

Similarly, then FBI General Counsel James Baker told us that everyone was
in agreement about opening an investigation because the information came from a
trusted intelligence partner, and it concerned a “Russian connection to the Trump
campaign.” He told us the FBI had information about the Russian’s hacking
activities, which they considered “a threat.” Baker could not specifically recall
whether Crossfire Hurricane was opened as a Preliminary Investigation or a Full
Investigation, but told us that a Full Investigation “would have been justified under
these facts.”

The Intel Section Chief also told us that he recalled the discussions about the
FFG information when it arrived and said no one disagreed with opening a
counterintelligence investigation based on the information. The Intel Section Chief
also said that in the context of what was occurring with the DNC hacks and the
release of the DNC emails, there was a possibility that the Russians reached out to
a campaign to offer their assistance, and the FBI needed to investigate the
allegation. The OGC Unit Chief had the same recollection, telling us that there was
no real question about whether to investigate and that her impression was
everyone thought the FFG information was so serious that the FBI had to
investigate the allegations: "“[T]his is not something we were looking to do, but
given the allegations, we thought they were serious enough [that] we had to
investigate.”

Like Priestap, these officials told us that their evaluation of the FFG
information was informed by the FBI's ongoing cyber investigation involving Russia
and the DNC hack. According to the Intel Section Chief and Strzok, when the FFG
information arrived, the FBI already had strong corroborating information indicating
that senior officials in the Russian government were responsible for directing
attacks on the 2016 U.S. elections, including the hack of the DNC. Anderson said
the FBI's ongoing cyber investigation supported the decision to open a
counterintelligence case based on the FFG information. Anderson stated:

...I don’t remember exactly when we felt, you know, the moment in
time when we felt that we had Russian attribution, not just to the
hack, but also to the release of the emails. So though that was
suspected or we had some information to support that theory for quite
some time, but whether you...can attribute that to the Russians with a
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high degree of certainty or...not, it sort of puts the whole thing
together. On the one hand you’ve got the Russian efforts to obtain
material that could be used as part of a foreign influence campaign
and then on the other hand you’ve got [this] information about the
possibility of collusion between the Russians and members of a
presidential candidate’s campaign.

Priestap told the OIG that before arriving at a final decision, he considered
whether to provide a “defensive briefing” to any member of the Trump campaign in
lieu of opening an investigation. According to Priestap, defensive briefings occur
when U.S. government or corporate officials are being targeted by a foreign
adversary and the FBI determines the officials should be alerted to the potential
threat. Priestap did not recall who first raised the issue of defensive briefings, but
said he discussed the subject collaboratively with other FBI officials. Priestap told
us that he ultimately decided not to conduct defensive briefings and explained his
reasoning:

While the Counterintelligence Division does regularly provide defensive
briefings to U.S. government officials or possible soon to be officials, in
my experience, we do this when there is no indication, whatsoever,
that the person to whom we would brief could be working with the
relevant foreign adversary. In other words, we provide defensive
briefings when we obtain information indicating a foreign adversary is
trying or will try to influence a specific U.S. person, and when there is
no indication that the specific U.S. person could be working with the
adversary. In regard to the information the [FFG] provided us, we had
no indication as to which person in the Trump campaign allegedly
received the offer from the Russians. There was no specific U.S.
person identified. We also had no indication, whatsoever, that the
person affiliated with the Trump campaign had rejected the alleged
offer from the Russians. In fact, the information we received indicated
that Papadopoulos told the [FFG] he felt confident Mr. Trump would
win the election, and Papadopoulos commented that the Clintons had a
lot of baggage and that the Trump team had plenty of material to use
in its campaign. While Papadopoulos didn’t say where the Trump team
had received the “material,” one could reasonably infer that some of
the material might have come from the Russians. Had we provided a
defensive briefing to someone on the Trump campaign, we would have
alerted the campaign to what we were looking into, and, if someone on
the campaign was engaged with the Russians, he/she would very likely
change his/her tactics and/or otherwise seek to cover-up his/her
activities, thereby preventing us from finding the truth. On the other
hand, if no one on the Trump campaign was working with the
Russians, an investigation could prove that. Because the possibility
existed that someone on the Trump campaign could have taken the
Russians up on their offer, I thought it wise to open an investigation to
- look into the situation.
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McCabe said that he did not consider a defensive briefing as an alternative to
opening a counterintelligence case. He said that based on the FFG information, the
FBI did not know if any member of the campaign was coordinating with Russia and
that the FBI did not brief people who “could potentially be the subjects that you are
investigating or looking for.” McCabe told us that in a sensitive counterintelligence
matter, it was essential to have a better understanding of what was occurring
before taking an overt step such as providing a defensive briefing.1%8

We also asked those FBI officials involved in the decision to open Crossfire
Hurricane whether the FBI received any other information, such as from members
of the USIC, that the FBI relied upon to predicate Crossfire Hurricane. All of them
told us that there was no such information and that predication for the case was
based solely on the FFG information.'®® We also asked Comey and McCabe about
then CIA Director John Brennan’s statements reported in several news articles that
he provided to the FBI intelligence on Russian contacts with U.S. persons that
predicated or prompted the opening of Crossfire Hurricane. Comey told us that
while Brennan shared intelligence on the overarching efforts by the Russian
government to interfere in the 2016 U.S. elections, Brennan did not provide any
information that predicated or prompted the FBI to open Crossfire Hurricane.
McCabe said that he did not recall Brennan providing the FBI with information
before the FBI's decision to open an investigation about any U.S person potentially
cooperating with Russia in the efforts to interfere with the 2016 U.S. elections.
Priestap and the Intel Section Chief also told us that Brennan did not provide the
FBI any intelligence that predicated the opening of Crossfire Hurricane. We did not
find information in FBI or Department electronic communications, emails, or other
documents, or through witness testimony, indicating otherwise.

On July 31, 2016, the FBI opened a full counterintelligence investigation
under the code name Crossfire Hurricane “to determine whether individual(s)
associated with the Trump campaign are witting of and/or coordinating activities
with the Government of Russia.” As the predicating information did not indicate a
specific individual, the opening EC did not include a specific subject or subjects. As
described in Chapter Two, the factual predication required to open a Full
Investigation under the Attorney General’s Guidelines for Domestic Operations (AG

168 McCabe told us that the decision to brief the DNC and Clinton campaign about the DNC
hack was a different situation than the decision not to brief the Trump campaign about allegations of
Russian efforts to assist the Trump campaign. He said that the DNC was a victim of hacking and the
FBI had known that the DNC was not responsible for the hacks for some time.

169 As we describe in Chapter Four, although the FBI first received reporting from Christopher
Steele regarding alleged Russian interference in the 2016 U.S. elections in early July 2016, the agents
and analysts investigating the FFG information (the Crossfire Hurricane team) did not become aware
of the Steele reporting until September 19, 2016. We found no evidence the Steele election reporting
was known to or used by FBI officials involved in the decision to open the Crossfire Hurricane
investigation.

In the OIG’s Review of Various Actions in Advance of the 2016 Election, we describe in
Classified Appendix One certain information that the FBI was in possession of in 2016 but the vast
majority of which the FBI had not reviewed by June 2018. Given that timing, we did not see any
evidence that any of that information was considered for or part of the predication for the opening of
Crossfire Hurricane.
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Guidelines) and the FBI's Domestic Investigations and Operations Guide (DIOG) is
an “articulable factual basis” that reasonably indicates that one of several
circumstances exist:

e An activity constituting a federal crime or a threat to the national
security has or may have occurred, is or may be occurring, or will or
may occur and the investigation may obtain information relating to the
activity or the involvement or role of an individual, group, or
organization in such activity;

e An individual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisition,
infiltration, or recruitment in connection with criminal activity in
violation of federal law or a threat to the national security and the
investigation may obtain information that would help to protect against
such activity or threat; or

¢ The investigation may obtain foreign intelligence that is responsive to
a requirement that the FBI collect positive foreign intelligence—i.e.,
information relating to the capabilities, intentions, or activities of
foreign governments or elements thereof, foreign organizations or
foreign persons, or international terrorists.

The opening EC describing the predication for Crossfire Hurricane relied
exclusively on Papadopoulos’s statements to the FFG || ]I in the FFG
information.

Crossfire Hurricane was opened by CD and was assigned a case number used
by the FBI for possible violations of the Foreign Agents Registration Act (FARA),
Title 18 U.S.C. § 951, which makes it a crime to act as an agent of a foreign
government without making periodic public disclosures of the relationship.!’? As
-described in Chapter Two, the AG Guidelines recognize that activities subject to
investigation as “threats to the national security” may also involve violations or
potential violations of federal criminal laws, or may serve important purposes
outside the ambit of normal criminal investigation and prosecution by informing
national security decisions. Given such potential overlap in subject matter, neither
the AG Guidelines nor the DIOG require the FBI to differently label its activities as
criminal investigations, national security investigations, or foreign intelligence
collections. Rather, the AG Guidelines state that, where an authorized purpose
exists, all of the FBI's legal authorities are available for deployment in all cases to
which they apply.t”?

The opening EC also designated Crossfire Hurricane as a “sensitive
investigative matter,” or SIM, which as described in Chapter Two, includes matters

170 The FARA statute defines an “agent of a foreign government” as an individual who agrees
to operate in the United States subject to the direction or control of a foreign government or official.
18 U.S.C. § 951(d).

171 See AG Guidelines § A, II.
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involving the activities of a domestic public official or political candidate (involving
corruption or a threat to the national security), or a domestic political organization
or an individual prominent in such an organization.!’? The term “domestic political
organization” includes, in relevant part, a committee or group formed to elect an
individual to public office. According to David Laufman, then Chief of the National
Security Division’s (NSD) Counterintelligence and Export Control Section (CES), the
case was designated a SIM because it involved a campaign and “people associated
with a campaign.” The DIOG requires that cases opened and designated as SIMs
by FBI Headquarters be reviewed by OGC and approved by the appropriate FBI
Headquarters operational section chief. The DIOG also requires that the FBI
provide an “appropriate NSD official” with written notification of the opening of a
SIM.'”3 The DIOG does not impose any additional special requirements on SIMs,
but does state particular care should be taken when considering whether a planned
course of action is the least intrusive method and if reasonable based upon the
circumstances of the investigation.!’*

After Priestap authorized the opening of Crossfire Hurricane, Strzok, with
input from the OGC Unit Chief, drafted and approved the opening EC.'7> Strzok told
us that the case agent normally drafts the opening EC for an investigation, but that
Strzok did so for Crossfire Hurricane because a case agent was not yet assigned
and there was an immediate need to travel to the European city to interview the
FFG officials who had met with Papadopoulos. With respect to the DIOG's
notification requirement to NSD, we located in the Crossfire Hurricane case file a
Letterhead Memorandum (LHM) dated August 3, 2016, addressed to NSD.
However, NSD officials told us that NSD has no record showing it received the LHM,
and we were unable to determine whether the FBI in fact provided the LHM to
NSD.!7®

In addition to being designated a SIM, witnesses told us that, because the
information being investigated related to an ongoing presidential election campaign,
the Crossfire Hurricane case file was designated as “prohibited” meaning that
access to the file was restricted and viewable to only those individuals assigned to

172 The DIOG requires that if a case is designated as a SIM at the time of opening, the title or
case caption must contain the words “Sensitive Investigative Matter.” The opening EC for Crossfire
Hurricane met this DIOG requirement.

173 There is no requirement under the AG Guidelines or the DIOG that a senior Department
official approve of or be consulted prior to the opening of an investigation designated a SIM.

174 The DIOG requires that the least intrusive means or method be considered and—if
reasonable based upon the circumstances of the investigation—used to obtain intelligence or evidence
in lieu of a more intrusive method. The concept of least intrusive method applies to the collection of
all information.

175 Strzok was promoted to a CD Section Chief in February 2016, and later to Deputy
Assistant Director (DAD) of CD’s Operations Branch I on September 4, 2016.

176 According to FBI documents, although the FBI usually provides an LHM to NSD, “due to
the extreme sensitivity of both predication and subject of [Crossfire Hurricane], NSD was orally
briefed.” Notes and testimony reflect that in early August, NSD officials were briefed on at least two
occasions at FBI Headquarters about the Crossfire Hurricane investigation.
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work on the investigation. Agents and analysts referred to the investigation as
“close-hold” and, as discussed later in this chapter, used covert investigative
techniques to ensure information about the investigation remained known only to
the team and FBI and Department officials.

B. The FBI Opens Counterintelligence Investigations on
Papadopoulos, Carter Page, Manafort, and Flynn

On August 1, 2016, Strzok and a supervisory special agent (SSA 1) traveled
to the European city to interview the FFG officials who met with Papadopoulos in
May 2016.177 According to Strzok and SSA 1, during the interview they learned
that Papadopoulos did not say that he had direct contact with the Russians; that
while his statement did not include him, it did not exclude him either; and that
Papadopoulos stated the Russians told “us.” Strzok and SSA 1 also said they
learned that Papadopoulos did not specify any other individual who received the
Russian suggestion. Strzok, the Intel Section Chief, the Supervisory Intelligence
Analyst (Supervisory Intel Analyst), and Case Agent 2 told the OIG that, based on
this information, the initial investigative objective of Crossfire Hurricane was to
determine which individuals associated with the Trump campaign may have been in
a position to have received the alleged offer of assistance from Russia.

After conducting preliminary open source and FBI database inquiries,
intelligence analysts on the Crossfire Hurricane team identified three individuals—
Carter Page, Paul Manafort, and Michael Flynn—associated with the Trump
campaign with either ties to Russia or a history of travel to Russia. On August 10,
2016, the team opened separate counterintelligence FARA cases on Carter Page,
Manafort, and Papadopoulos, under code names assigned by the FBI. On August
16, 2016, a counterintelligence FARA case was opened on Flynn under a code name
assigned by the FBI. The opening ECs for all four investigations were drafted by
either of the two Special Agents assigned to serve as the Case Agents for the
investigation (Case Agent 1 or Case Agent 2) and were approved by Strzok, as
required by the DIOG.!”® Each case was designated a SIM because the individual
subjects were believed to be “prominent in a domestic political campaign.”!7?

As summarized below, the opening ECs for the investigations provided similar
descriptions of the predicating information relied upon to open the cases. The ECs

177 Email exchanges reflect that the FBI planned to interview the FFG officials by telephone;
however, the Legat told Strzok that a Senior Executive Service-level (SES) FBI official from CD should
make the trip and meet with the FFG officials. Emails also reflect that a USG official advised the FBI
that one of the FFG officials the FBI planned to interview would be unavailable on August 9 and
suggested the interview take place prior to that date.

178 Although the opening ECs identified Strzok, SSA 1, and the OGC Unit Chief as approvers,
the OGC Unit Chief said that she provided legal review of the opening ECs only. As we described in
Chapter Two, when a case is opened and designated a SIM by FBI Headquarters, the case opening
requires review by OGC and approval by the FBI Headquarters operational Section Chief (SC).

179 we did not locate any records that indicated the FBI provided written notification to NSD
about the opening of these cases. However, as we described earlier in this chapter, the FBI orally
briefed NSD officials on at least two occasions in August 2016 about the Crossfire Hurricane
investigation to include Papadopoulos, Manafort, Flynn, and Carter Page.
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differed in their descriptions of the particular activities of the subjects that gained
the FBI's attention.

The opening EC for the Carter Page investigation stated that there was
an articulable factual basis that Carter Page “may wittingly or
unwittingly be involved in activity on behalf of the Russian Federation
which may constitute a federal crime or threat to the national
security.” The EC cross-referenced the predication for Crossfire
Hurricane and stated that Page was a senior foreign policy advisor for
the Trump campaign, had extensive ties to various Russia-owned
entities, and had traveled to Russia as recently as July 2016. The EC
also noted that Carter Page was the subject of an open, ongoing
counterintelligence investigation assigned to the FBI's New York Field
Office (NYFO), which we describe in the next section.

The opening EC for the Manafort investigation stated that there was an
articulable factual basis that Manafort “may wittingly or unwittingly be
involved in activity on behalf of the Russian Federation which may
constitute a federal crime or threat to the national security.” The EC
cross-referenced the predication for Crossfire Hurricane and stated
that Manafort was designated the Delegate Process and Convention
Manager for the Trump campaign, was promoted to Campaign
Manager for the Trump campaign, and had extensive ties to pro-
Russian entities of the Ukrainian government.

The opening EC for the Papadopoulos investigation stated that there
was an articulable factual basis that Papadopoulos “may wittingly or
unwittingly be involved in activity on behalf of the Russian Federation
which may constitute a federal crime or threat to the national
security.” The EC cross-referenced the predication for Crossfire
Hurricane and stated that Papadopoulos was a senior foreign advisor
for the Trump campaign and had "made statements indicating that he
is knowledgeable that the Russians made a suggestion to the Trump
team that they could assist the Trump campaign with an anonymous
release of information during the campaign that would be damaging to
the Clinton Campaign.”

The opening EC for the Flynn investigation stated that there was an
articulable factual basis that Flynn “may wittingly or unwittingly be
involved in activity on behalf of the Russian Federation which may
constitute a federal crime or threat to the national security.” The EC
cross-referenced the predication for Crossfire Hurricane and stated
that Flynn was an advisor to the Trump campaign, had various ties to
state-affiliated entities of Russia, and traveled to Russia in December
2015.
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C. The Pre-Existing FBI New York Field Office Counterintelligence
Investigation of Carter Page

The OGC Unit Chief told us that of all the individuals associated with the
Trump campaign best positioned to have received the alleged offer of assistance
from Russia, Carter Page “quickly rose to the top” of the list because of his past
connections to Russian officials and the FBI’s previous contacts with Page. As
reflected in the FISA applications described in Chapters Five and Seven, as well as
in other FBI documents, NYFO had an interest in Carter Page for several years
before August 2016 and had interviewed him on multiple occasions because of his

relationships with individuals the FBI knew to be Russian intelligence officers.

An FBI counterintelligence agent in NYFO (NYFO CI Agent) with extensive
experience in Russian matters told the OIG that Carter Page had been on NYFO's
radar since 2009, when he had contact with a known Russian intelligence officer
(Intelligence Officer 1). According to the EC documenting NYFO's June 2009
interview with Page, Page told NYFO agents that he knew and kept in regular
contact with Intelligence Officer 1 and provided him with a copy of a non-public
annual report from an American company. The EC stated that Page “immediately
advised [the agents] that due to his work and overseas experiences, he has been
questioned by and provides information to representatives of [another U.S.
government agency] on an ongoing basis.” The EC also noted that agents did not
ask Page any questions about his dealings with the other U.S. government agency
during the interviews, 180

NYFO CI agents believed that Carter Page was “passed” from Intelligence
Officer 1 to a successor Russian intelligence officer (Intelligence Officer 2) in 2013
and that Page would continue to be introduced to other Russian intelligence officers
in the future.'® In June 2013, NYFO CI agents interviewed Carter Page about these
contacts. Page acknowledged meeting Intelligence Officer 2 following an
introduction earlier in 2013. When agents intimated to Carter Page during the
interview that Intelligence Officer 2 may be a Russian intelligence officer,
specifically, an “"SVR" officer, Page told them he believed in "openness” and because

180 On or about August 17, 2016, the Crossfire Hurricane team received a memorandum from
the other U.S. government agency detailing its prior relationship with Carter Page, including that Page
had been approved as an operational contact for the other agency from 2008 to 2013 and information

_that Page had provided to the other agency concerning Page’s prior contacts with certain Russian
intelligence officers. We found no evidence that, after receiving the August 17 Memorandum, the
Crossfire Hurricane team requested additional information from the other agency prior to submission
of the first FISA application in order to deconflict on issues that we believe were relevant to the FISA
application. According to the U.S. government agency, “operational contact,” as that term is used in
the August 17 Memorandum, provides “Contact Approval,” which allows the agency to contact and
discuss sensitive information with a U.S. person and to collect information from that person via
“passive debriefing,” or debriefing a person of information that is within the knowledge of an individual
and has been acquired through the normal course of that individual’s activities. According to the U.S.
government agency, a “Contact Approval” does not allow for operational use of a U.S. person or
tasking of that person.

181 (T agents refer to this as “slot succession,” whereby a departing intelligence officer
“passes” his or her contacts to an incoming intelligence officer.
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he did not have access to classified information, his acquaintance with Intelligence
~Officer 2 was a “positive” for him. In August 2013, NYFO CI agents again

interviewed Page regarding his contacts with Intelligence Officer 2. Page

acknowledged meeting with Intelligence Officer 2 since his June 2013 FBI interview.

In January 2015, three Russian intelligence officers, including Intelligence
Officer 2, were charged in a sealed complaint, and subsequently indicted, in the
Southern District of New York (SDNY) for conspiring to act in the United States as
unregistered agents of the Russian Federation.!82 The indictment referenced
Intelligence Officer 2’s attempts to recruit "Male-1" as an asset for gathermg
intelligence on behalf of Russia.

On March 2, 2016, the NYFO CI Agent and SDNY Assistant United States
Attorneys interviewed Carter Page in preparation for the trial of one of the indicted
Russian intelligence officers. During the interview, Page stated that he knew he
was the person referred to as Male-1 in the indictment and further said that he had
identified himself as Male-1 to a Russian Minister and various Russian officials at a
. United Nations event in “the spirit of openness.” The NYFO CI Agent told us she
returned to her office after the interview and discussed with her supervisor opening
a counterintelligence case on Page based on his statement to Russian officials that
he believed he was Male-1 in the indictment and his continued contact with Russian
intelligence officers.

The FBI's NYFO CI squad supervisor (NYFO CI Supervisor) told us she
believed she should have opened a counterintelligence case on Carter Page prior to
March 2, 2016 based on his continued contacts with Russian intelligence officers;
however, she said the squad was preparing for a big trial, and they did not focus on
Page until he was interviewed again on March 2. She told us that after the March 2
interview, she called CD’s Counterespionage Section at FBI Headquarters to
determine whether Page had any security clearances and to ask for guidance as to
what type of investigation to open on Page.8 On April 1, 2016, the NYFO CI
Supervisor received an email from the Counterespionage Section advising her to
investigation on Page. The NYFO CI Supervisor said that

In addition, according to FBI
records, the relevant CD section at FBI Headquarters, in consultation with OGC,
determined at that time that the Page investigation opened by NYFO was not a SIM,
but also noted, "should his status change, the appropriate case modification would
be made.” The NYFO CI Supervisor told us that based on what was documented in

182 Intelligence Officer 3 pled guilty in March 2016. The remaining two indicted Russian
intelligence officers were no longer in the United States.

183 CI agents in NYFO told us that the databases containing security clearance information
were located at FBI Headquarters. When a subject possesses a security clearance, the FBI opens an
espionage investigation; if the subject does not possess a security clearance, the FBI typically opens a
counterintelligence investigation.

62



the file and what was known at that time, the NYFO Carter Page investigation was
not a SIM.

Although Carter Page was announced as a foreign policy advisor for the
Trump campaign prior to NYFO receiving this guidance from FBI Headquarters, the
NYFO CI Supervisor and CI Agent both told the OIG that this announcement did not
influence their decision to open a case on Page and that their concerns about Page,
particularly his disclosure to the Russians about his role in the indictment, pre-
dated the announcement. However, the NYFO CI Supervisor said that the
announcement required noting his new position in the case file should his new
position require he obtain a security clearance.

On April 6, 2016, NYFO opened a counterintelligence [JJJ il investigation
on Carter Page under a code name the FBI assigned to him (NYFO investigation)
based on his contacts with Russian intelligence officers and his statement to
Russian officials that he was “Male-1" in the SDNY indictment. Based on our review
of documents in the NYFO case file, as well as our interview of the NYFO CI Agent,
there was limited investigative activity in the NYFO investigation between April 6
and the Crossfire Hurricane team’s opening of its investigation of Page on August
10. The NYFO CI Agent told the OIG that the steps she took in the first few months
of the case were to observe whether any other intelligence officers contacted Page
and to prepare national security letters seeking Carter Page’s cell phone number(s)
and residence information. The NYFO CI agent said that she did not use any CHSs
to target Page during the NYFO investigation. The NYFO investigation was
transferred to the Crossfire Hurricane team on August 10 and became part of the
Crossfire Hurricane investigation.

III. Organization and Oversight of the Crossfire Hurricane Investigation

The FBI conducted and oversaw the Crossfire Hurricane investigation from
July 31, 2016, to May 17, 2017, at which time it was transferred to the Special
Counsel’s Office. Over that 10-month period, three different teams of agents and
analysts were assigned to the case: the first team worked out of FBI Headquarters
from the opening of the case through December 2016; the second team worked out
of three FBI field offices and FBI Headquarters from approximately January 2017
through April 2017; and the third team worked, like the second team, out of the
three FBI field offices and FBI Headquarters from April 2017 to May 17, 2017. In
this section, we describe the organization and staffing of the three investigative
teams and the FBI's reasons for making changes as to how the investigation was
organized. We also describe the role played by FBI and Department senior
leadership in the investigation.
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A. FBI Staffing of the Crossfire Hurricane Investigation

1. The Management and Structure of the Crossfire Hurricane
Team

Witnesses told us that because of the sensitivity of the investigation, CD
officials originally decided to conduct the investigation out of FBI Headquarters,
under the program management of Operational Branch I, Section CD-4, rather than
out of one or more field offices, which is more typical. The original team consisted
of intelligence analysts, special agents, and SSAs from multiple field offices who
were assigned to Headquarters for 90-day temporary duty assignments (TDYs). CD
assigned the original team to the same office space at Headquarters, with both
agents and analysts working together in close proximity. Agents and analysts on
the Crossfire Hurricane team told the OIG that the decision to conduct the
investigation out of FBI Headquarters instead of a field office presented multiple
challenges, such as difficulties in obtaining needed investigative resources,
including surveillance teams, electronic evidence storage, technically trained
agents, and other investigative assets standard in field offices to support
investigations. We were told that these were known risks consciously taken by CD
officials, including Priestap, in order to minimize the potential for unauthorized
public disclosure of the investigation and allow for better coordination with
Headquarters and interagency partners.

Priestap told us that although he was ultimately responsible for the
investigation, Strzok and the Intel Section Chief managed Crossfire Hurricane.
Following the opening of the case, the team held meetings three times a week to
discuss and determine the next investigative and analytical steps. The agents and
analysts told us that the investigative and analytical decisions for the investigation
were made at these meetings by the agents and analysts and then presented to the
supervisors. Priestap said that while Strzok managed the operational side of
Crossfire Hurricane, Priestap also sought the opinions of the Intel Section Chief and
the OGC Unit Chief on operational decisions. Priestap also told us that he originally
wanted to assign the investigation to a Deputy Assistant Director (DAD) other than
Strzok because, although he had confidence in Strzok’s counterintelligence
capabilities, he had concerns about Strzok’s personal relationship with Lisa Page
affecting the Crossfire Hurricane team. According to Priestap, he told Steinbach
about his concerns and Steinbach was supportive of his decision to remove Strzok
from the team, but his decision was overruled by McCabe. Steinbach told us that
he had concerns about Strzok and Lisa Page working together because he was
aware of instances where they bypassed the chain of command to advise McCabe
about case related information that had not been provided to Priestap or Steinbach.
Priestap and Steinbach said they did not know why McCabe kept Strzok assigned to
the investigation. Strzok told the OIG he did not ask McCabe to keep him on the
investigation and does not know whether Lisa Page requested Strzok remain on the
investigation in conversations with McCabe. We found no evidence that Page made
any such request of McCabe.

McCabe told us that he recalled separate conversations with Steinbach and
Priestap about Strzok’s work on Crossfire Hurricane, but he said that in neither
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conversation did he (McCabe) overrule a decision by Priestap to remove Strzok
from the case. According to McCabe, Steinbach said that he wanted to remove
Strzok from his role on Crossfire Hurricane after Strzok became DAD (in September
+ 2016) so that Strzok could have a “traditional DAD experience,” rather than
spending too much attention on a single, major sensitive case. McCabe told us that
he did not disagree with Steinbach, and he saw it as a decision for Steinbach and
Priestap to make on their own. McCabe said that in a separate conversation with
Priestap, Priestap raised a concern about Strzok and Page, but that it was not about
any personal relationship between the two, which McCabe said he did not know
about at the time. According to McCabe, Priestap expressed frustration about the
amount of time Page and Strzok were spending together talking about casework
and that it was interfering with Strzok’s ability to carry out his other responsibilities.
McCabe told us that he did not recall Priestap requesting that Strzok be removed
from the case because of this concern, but McCabe said that he talked to Page
about reducing the amount of time she was interacting with Strzok.

Over a dozen agents, analysts, and one Staff Operations Specialist (SOS)
were originally assigned on a full-time basis to the Crossfire Hurricane team. Only
one of the team members on Crossfire Hurricane, Case Agent 3, had previously
been assigned to the team that conducted the investigation, known as “Midyear
Exam” or “Midyear,” of Secretary of State Hillary Clinton’s use of personal email for
official purposes. However, the supervisory chain of DAD Strzok, the Intel Section
Chief, AD Priestap, EAD Steinbach, Deputy Director McCabe, and Director Comey
was the same for the Midyear and Crossfire Hurricane investigations. EAD
Steinbach retired in February 2017 and was succeeded by Carl Ghattas. The
Crossfire Hurricane team members were selected by Strzok, the Intel Section Chief,
and SSA 1. The agents reported to SSA 1 and the analysts reported to the
Supervisory Intel Analyst. SSA 1 reported operational activities to Strzok. The
Supervisory Intel Analyst reported analytical findings to the Intel Section Chief. In
addition, an OGC line attorney (OGC Attorney) was supervised by the OGC Unit
Chief and provided legal support to the team.!® The OGC Unit Chief reported to
Anderson, who reported to Baker.

Case Agent 1 and the SOS were the original Crossfire Hurricane team
members who had primary responsibility over the Carter Page investigation. They
were joined by Case Agent 3 and Case Agent 4 who worked on the Papadopoulos
and Manafort investigations, respectively.

Following the November 2016 U.S. elections, the 90-day TDY assignments
ended for the agents and analysts on the original investigative team, and many of
the team members, including SSA 1, returned to their field offices. In addition, in
January 2017, CD reorganized the structure of the Crossfire Hurricane investigation
by transferring the day-to-day operations of the four individual investigations to
three field offices, and dividing oversight of the investigations between two
operational branches at FBI Headquarters—Operations Branch I and Operations
Branch II. According to Priestap, he transferred the cases to the field offices

184 Both of these attorneys were also assigned to the Midyear team to provide legal support.
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because of the need to conduct investigative activities in cities where the subjects
of the investigations were located and to do so efficiently. Priestap told us that he
also wanted to incorporate Operations Branch II into the program management of
some of the Crossfire Hurricane cases for its expertise on RIS.

With respect to the four individual investigations, CD transferred the Carter
Page investigation to NYFO, and it remained assigned to Case Agent 1, who
returned to that office following his 90-day TDY. DAD Jennifer Boone and SSA 3 of
Operations Branch II at FBI Headquarters assumed program management
responsibilities over the case. The Papadopoulos investigation was transferred to
the Chicago Field Office and assigned to Case Agent 3. The Flynn investigation was
transferred to the Washington Field Office (WFO) and assigned to Case Agent 4.
Strzok and SSA 2 of Operations Branch I retained program management
responsibilities over both of these investigations. The Manafort investigation was
transferred to a white collar criminal squad at WFOQ.18%

The Supervisory Intel Analyst told us that the shifting makeup of the teams
and the changing leadership created a divide between the analysts and the agents,
which resulted in less interaction between the two groups. In April 2017, CD again
reorganized the Crossfire Hurricane investigation by restructuring the day-to-day
operations of the cases at FBI Headquarters to recentralize the case. Officials told
us that the investigation had become too decentralized and that the reason to
restructure the investigation at Headquarters was to impose greater structure on
the team’s investigative and analytical efforts. In addition, in March 2017, Comey
notified Congress about the existence of the Crossfire Hurricane investigation.
Witnesses told us that this created a need for a more cohesive effort by the
Crossfire Hurricane team to keep Priestap regularly informed of case activities so
that he was better able to respond to Congressional inquiries.

At the end of this chapter, Figure 3.1 illustrates the FBI chain of command
for the Crossfire Hurricane investigation from the opening of the case on July 31,
2016 through December 2016. Figure 3.2 illustrates the chain of command from
January 2017 through April 2017, and Figure 3.3 from April 2017 until the cases
were transferred to the Special Counsel’s Office on May 17, 2017.

2. The Role of Peter Strzok and Lisa Page in Crossfire
Hurricane and Relevant Text Messages

In the OIG’s June 2018 Review of Various Actions in Advance of the 2016
Election, we described text messages between Strzok and Lisa Page expressing
statements of hostility toward then candidate Trump and statements of support for
then candidate Clinton, and several text messages that appeared to mix political
opinions with discussions of the investigation into candidate Clinton’s email use and
references to the Crossfire Hurricane investigation. One such exchange occurred on
July 31, 2016, the date of the opening of the Crossfire Hurricane investigation,

185 As described further in Chapter Nine, in January 2016, the FBI initiated a money
laundering and tax evasion investigation of Manafort predicated on his activities as a political
consultant to members of the Ukrainian government and Ukrainian politicians.
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when Strzok texted Page: “And damn this feels momentous. Because this matters.
The other one did, too, but that was to ensure we didn’t F something up. This
matters because this MATTERS. So super glad to be on this voyage with you.”
(Emphasis in original).

The following week, in an exchange on August 6, 2016, Lisa Page forwarded
to Strzok a news article relating to Trump’s criticism of a Gold Star family who
appeared at the Democratic National Convention. The text message stated, in part,
“And Trump should go f himself.” Strzok responded favorably to the article and
added, “"And F Trump.” Page replied, “So. This is not to take away from the
unfairness of it all, but we are both deeply fortunate people.” She then forwarded
another news article and texted, "And maybe you’re meant to stay where you are
because you're meant to protect the country from that menace.” Strzok
responded, “Thanks. It's absolutely true that we’re both very fortunate. And of
course I'll try and approach it that way. I just know it will be tough at times. I can
protect our country at many levels, not sure if that helps....”

Two days later, on August 8, 2016, Lisa Page texted Strzok, “[Trump’s] not
ever going to become president, right? Right?!” and Strzok replied, "No. No he’s
not. We'll stop it.” In Chapter Twelve of the OIG’s June 2018 Review of Various
Actions in Advance of the 2016 Election, we detail additional text messages by
Strzok and Page and the explanations that they provided to the OIG for these and
the other text messages and our findings regarding them. See
https://www.justice.gov/file/1071991/download.

In that review, we found that Strzok led the Midyear investigation shortly
after its opening through its conclusion, and that he was deeply and actively
involved in investigative decision making throughout the course of that
investigation. We further found that Lisa Page served as a liaison between the
investigative team and McCabe, and that she also regularly participated in team
meetings and in investigative decision making.

As part of this review, in order to determine whether there was any bias in
the investigative activities for Crossfire Hurricane that we reviewed, we asked
agents and analysts assigned to the case about the roles Strzok and Page played in
the Crossfire Hurricane investigation and their level of involvement in decision
making. With respect to Strzok, these witnesses told us that while he approved the
team’s investigative decisions during the time he was in the supervisory chain of
command for the investigation, he did not unilaterally make any decisions or
override any proposed investigative steps. Priestap, in addition to telling us that it
was his (Priestap’s) decision to initiate the investigation, told us that to his
knowledge, Strzok was not the primary or sole decision maker on any investigative
step in Crossfire Hurricane. Further, as described above, in January 2017, the
Crossfire Hurricane cases were divided between two operational branches within
CD, and Strzok no longer supervised the Carter Page investigation, which was
transferred to Operations Branch II, CD-1, under the supervision of then DAD
Boone. In this report, we describe those occasions when Strzok was involved in
investigative decisions.
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