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ALL FBI INWNFCRMATION CCHTAINELD
HERETN IS UBCLASSIFIED

UNCT;.ASSIFIED//!‘O'UG OATE Dl-12-Z017 BY JTE&JLETE0D HISICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: 10 May 2016

To: Priya Aiyer
Acting General Counsel
U.S. Department of the Treasury

FProm: Peter Strzo
Section Chief
Counterespionage Section

Subject: Supplemental Classification Review and Determination

Request

(U//BOB8) In July 2015, the FBI received a Section 811 referral
from the Inspector General for the Intelligence Community (ICIG)
regarding the possible compromise of classified national security
information. :

(U//#eB0) The potential compromise was identified when, as part
of a Freedom of Information Act (FOIA) request, the U.S. Department
of State (DoS) and the ICIG reviewed electronic mail (email)
communications from private email accounts previously used by a
former Secretary of State during her tenure at DoS. An initial review
of this material identified emails containing natiocnal security
information later determined by the US Intelligence Community {USIC)
to be classified up to the Top Secret/Sen51t1ve Compartmented
Information level.

(U//PeB) The FBI respectfully requests the U.S. Department of the
Treasury (Treasury) conduct an official classification review and
determination of the related documents contained on the accompanying
DVD. This request is in addition to previous Classification Review
and Requests submitted to your agency in October 2015, January 2016.
While this request is separate from the previous requests, it should
be responded to in similar manner.

UNCLASSIFIED/ /¥eT0

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-10162



UNCLASSIFIED//Fove—

{(U//POHS) The FBI understands you may also be reviewing
materials as part of ongoing FOIA lawsuits involving some of these
documents. This matter should remain separate from the FOIA matter{s)
and information from this request should not be shared or co-mingled
with the FOIA matter(s) to ensure the FBI's investigation is not
compromised or adversely affected.

{U//Fe86) The FBI also understands that DOS may have previously
received similar, separate requests from other entities for an
official classification review and determination for some or all of
the documents contained on the enclosed DVD. In order to ensure
consistency, the FBI requests DOS de-conflict its response to this
FBI request with any previous classification determination responses
related to these documents, and to provide the FBI the same
classification determinations. The FBI requests DOS to provide as
soon as possible any previously rendered official classification
determinations of documents related to this matter, to include any
classification determinations of documents related to the
@clintonemail.com domain that are not contained on the attached DVD.
The FBI requests DOS to provide classification determination
responses to the FBI on a rolling basis as they become available.

(U//E8Be) Similar to the FBI's previous requests, the enclosed
DVDs contains a ReadMe.docx file, which provides an explanation of
the files contained on the DVD. The DVDs also contain a Microsoft
Excel spreadsheet titled Classification Review Response Tracker to
assist your agency with tracking and responding to this
classification review and determination request. The documents for
review are listed in the FileList.xlsx spreadsheet and are contained
in the Items folder. The Items folder is further explained in the
aforementioned ReadMe.docx file. In the event DOS is aware of any
equities belonging to other US Government agencies contained in
documents provided as part of this request, the FBI requests DOS to
identify those other US Government agencies in the “Notes” section of
the enclosed spreadsheet.

(U//PeBO) The FBI may contact you in the future to ask you to
- prioritize the review of certain items prov1ded as part of this
request.

(U//FEE0) - You are requested not to disclose the existence of
this inquiry or the contents of the provided media, other than as
necessary for compliance; disclosure may jeopardize the confidential
nature of the FBI's investigation.

UNCLASSIFIED/ /EoTer

This document contains neither recommendations nor conclusions of the FBI. Tt is
the property of the FBI and is locaned to your agency; it and its contents are not
to be distributed outside your agency.

‘ ' HRC-10163



UNCLASSIFIED/ /roUue

(U//BeWe’ Please direct all inquiries regarding this request to
Special Agent | at

b6
B7C

Section _hiéf
Counterespionage Section

*

UNCLASSIFIED//FPOUs

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcocaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-10164




FEDERAL BUREAU OF INVESTIGATION

FOI/PA

DELETED PAGE INFORMATION SHEET

FOI/PA# 1353814-0

Tctal Deleted Page(s) = 33

Page 2 Referral/Consult;

Page 3 Referral/Consult;

Page 4 Referral/Consult;

Page 5 Referral/Consult;

Page 6 Referral/Consult;

Page 7/ Referral/Consult;

Page B Referral/Consult;

Page © Referral/Consult;

Page 10 Referral /Consult;
Page 11 Referral/Consult;
Page 12 Referral/Consult;
Page 13 Referral /Consult;
Page 14 Referral /Consult;
Page 15 Referral/Consult;
Page 16 Referral/Consult;
Page 17 Referral/Consult;
Page 18 Referral /Consult;
Page 1% Referral /Consult;
Page 20 Referral/Consult;
Page 21 Referral/Consult;
Page 22 Referral /Consult;
Page 23 Referral /Consult;
Page 24 Referral/Consult;
Page 25 Referral/Consult;
Page 26 Referral/Consult;
Page 27 Referral /Consult;
Page 28 Referral /Consult;
Page 29 Referral/Consult;
Page 30 Referral/Consult;
Page 31 Referral /Consult;
Page 32 Referral /Consult;
Page 33 Referral/Consult;
Page 34 Referral/Consult;

1:9:9.0.9.9.9.4.9.:9.0.9.9.0.9.9.9.9.9.0.9.9.9.9 4

X Deleted Fage(s) X
X Ne Duplication Fee X
X For this Page X

1:9:9.0.9.9.9.4.9.:9.0.9.9.0.9.9.9.9.9.0.9.9.9.9 4



CECLASSITIEC BY: HSICS CETW44RTS ] b3
oM 01-25-201% —FCYRBER Serial 1

bTE
FD-1057 {Rev. 5-8-10)
_SEERET/ /NOTORN
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U) Subfile Opening Decument Date: 02/12/2D16
From: CYBER
DM-TOU
Contact: b3
be
bIC
Approved By: b7E
Drafted By:
g
Case ID #: —CYBER)%Q%HTT MIDYEAR EXAM;
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: {(U//FSH6+ To open CYBER subfile

ason: 1.4 (b}

assify On: 20411

Details:

Writer requests that a subfile be opened titled "CYBER", to store all
Cyber investigative analysis.

e

_SEeRET/ /NoFoRt-

HRC-10198
I



ECLASSITIED BY: £0 CETW44RTE R G
CECLASSITIED BY: HSI STWL4RTE LCYBER Serial 14
O 01-25-2018

FD-1057 (Rev. 5-8-10) y 7
FEDERAL BUREAU OF INVESTIGATION

Electronlc Communication

Title: (U//PEBe) 1A Document for Date: 03/24/2016 b7E
Searches
From: CHICAGO
CG-CY-1
Contact: | b3
b6
b7C
Approved By: bB7E
Drafted By:
. . .
Case ID #: -CYBEE &/ 4HY MIDYEAR EXAM;
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY:
SENSITIVE INVESTIGATIVE MATTER (SIM)
. . . b7E
Synopsis: (U//FOU®} Submits 1A document to the file for
searches conducted in this investigation,
Reference: -CYBER Serial 13 b3
b7E
Enclosurae(s): Enclosed are the following items:
1. {m | search documentation. b7E

Details:

{(U//MO%e) This communication submits to the file the 1A document
that is associated with the above reference serial {13) in the CYBER
sub file.

"SEGRET/ /NOFORIT

HRC-10199




FCYBER Serial 14 b3
b7E
_BECRET/ ANCFORN
Title: (U//P68e 1A Document fox:L |Searches b3
Re: CYBER, 03/24/2016 - PIE
L X 2
_SBURET/ /NeFeRN
2
HRC-10200




ALL TMFORLATION CONTATNED
HEFEIM IS UNCLASSITIEC UNCLASSIFIED/ /FOES
CATE 01-26-2018 3V CATWL4B75 NSICO

pnysical 1A/1C Cover Sheet for Serial Export

Creataed From: CYRER Egg
. Serial 14

Package: 1210

Stored Location: None

Summary: (U//E0¥©) Documents
provided by | | b6
for| searches b7C
conducted 1n this b7E
investigation.

Acguired By: | ]

Acquired On: 2016-03-24

Attachmant: {U) search

documentacion.
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EC LA 3 A coraTy b . .
CECLASSITIED BY: HSICS CSTWi4B7S I I—ULA serial b4
oM 01-25-201%

FD-1057 {Rev. 5-8-10)

SReRET / AHOFORN ;
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication
Title: {(U//ESYe3 Submit 12 Date: 05/18/2D1s6

From: WASHINGTON FIELD

WE-CI13
Contact: b3
bé
b7C
Approved By: b7E
Drafted By
0
Case ID #: LOCa  PS//F) MIDYEAR EXAM;
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT CR CQUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//E6¥OY To submit to the file a 1A associated with seriall
62 of the sub OCA file.
assify On: 204112
Ref : FOCA Serial 62 b3
erence: C erila b7E

Enclosure{s): Enclosed are the fellowing items:
1. {0/ /#6863 LHM submitted to USS5S on 5/17/2016

Details:

(U//Pe8Q) This communication submits to the file a 12 associated
with Serial 62 of the captioned case and subfile.

*e

SECRET/ /NOFORN

HRC-10204
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ALL FRT INFORMATION COMTATIHED
HEREIM IS UNCLASSITIEC UNCLASSIFIED/ /TEHe
CATE 01-26-201% 3Y CETW44RTS ACD | .

rnysical 1A/1C Cover Sheet for Serial Export

Created From: I loca b3
Serial 64 b7E
Package: 1240
Stored Location: None
Summary: (U//™S¥Q) LHM submitted
to USSS on 5/17/2016
Acquired By: Egc
Acquired Om: 2016-05-17
Attachment: (U//Pe©) LHM submitted

to USSS on 5/17/2016

HRC-10205
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CECLASSIFIED BY: MNSICS C8TWI4RTE
oM 02-12-201% b3
+rCYBER Serial 41 _ . bIE

SpeRET/ /NUFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

FD-10537 (Rev. 5-8-i0))

Title: {(U//F8¥ad+ Case Support Reguest Date: 11/09/201%¢

From: CYBER

Contact: b3

be&
BT7C
Approved By: bTE

Drafted By:

Case ID #: -CYBER.}Q//NTU MIDYEAR EXAM;
I MISHANDLING OF CLASSIFIED;
W UNKNOWM SUBJECT OR COUHNTRY;
SENSITIVE INVESTIGATIVE MATTER {SIM}

RN ENFORCEMENT —SENSTTIVE-
This information 1s the property of the TRI and may be distribulted to state,
tribal, or local government law enforccment officials with a need-to-iknow.
Further distribution without #BI authorization is prohibited. Precautions
shouid be taker to ensure this informaticn is5 scored and/or destroved in a
manner Lhat precludes unauihorized access.

Synopsis: (U//E888) WFO/CI-13 requests intrusion analysis of the
identified

son: 1.4{b}

Derive
NSISC-200

De

Details:

* Indicates required information.

1. {U//EQUOJ General

SEeRET/ /MoreRaL

HRC-10255



. b3
FCYBER Serial 41

bTE
“SEeRET/ /NoFor-
Title: (U//Pe8e) Case Support Request
Re: LCYBER, 11/09/2016 b3
bTE
;Name: bé
: b7C
;Phone #: |

1.1 *Request POC

EE—mail Address:

2. X§//eer Service Requested

2.1 *Describe vyour goal or what you
want this support to provide, e.g., . . ) .
. . bp . p . g . Review media previded for evidence
list any information or gquesticns : , .
. C ot 1ntrusion.
you wish to specifically answer as a
result of this review.

2.2 *Specify any particular service |
or analysis you would like ¢ N/A
performed. :

3.;6/}8?? Evidence or Material Format

3.1 *If any material to be analyzedi
is marked as or suspected to be

s - Material is potentially up to
classified, provide the P y up

?Eﬁ%if/ﬁﬂ@?&ﬁn.

classification level. Where :
suspected only, please explain. ”U]
BECRET / /MOTeme-

HRC-10256



FCYBER Serial 41

TEEERET/ /MOTORN

Title: (U//FOH&) Case Support Request
Re: | lcYBER, 11/09/2016

3.2 *Provide a complete list of

evidence or material available for

this review {(e.g. hard drives and
. ' . Image of one hard drive from a

05, portable media, tablet PCs, log aa tog comout

files, malware). Please indicate if | ptop puter.

additional material is anticipated

throughout the course of the review.:

3.3 *Provide any specific handling

: Media is from a Sensitive
‘Investigative Matter {(SIM) involving
éa high level political figure.
EWFO/CI—lB is required tc keep a list
] ] fof all personnel with knowledge of
information as Law Enforcement 'this investigation and, therefore,
Sensitive (LES). irequests a list of CyD perscnnel who
Ework on this analysis.

or safegquards applicable to any
material in this review,

By default, contractor(s} treat all

4. Y/ Case Background

4.1 Case Title . MIDYEAR EXAM

4.2 *Short case summary/overview . Please contact case agent.

4.3 List any associated FBI cases.

4.4 *List any previous attempts or

. . None.
efforts to analyze this evidence.

:EEEREIZ%*BEGRH

HRC-10257

b3
b7E

b3
b7E



b3

FCYBER Serial 41

b7E
"BECRET / ANOPORN
Title: {U//P9H84 Case Support Request
Re: | }CYBER, 11/09/2016 b3
b7E

4.5 *List any timing requirements
such as expiration of search
warrants, deadlines set by DOJ,
upcoming indictments, and so forth.

Please contact case agent.

4.6 *0f the materials to be ;
provided, specify the processing i
priority {i.e. specific drives that !
are more important than others and
need analysis first}. :

Single hard drive.

4.7 *Are there limitations in the

search warrant that restrict what i Please contact case agent for a
analysts can review? If so, please écopy of the warrant,

list search criteria. ;

1

5.{u//Feve) Field Office Information

5.1 Primary Field Office CWEO
5.2 Headguarters Program Manager . DAD Peter Strzok

- : éﬁl . o e be
o PR B . . b7c

L . . 5SA SAI I

5.4 Additional Contact Information I 1 I

6. {Portion Mark)Additional Information: Use the section bhelow to
expand upon the answers provided above. Please identify the topic you
are addressing when providing the additional details below.

SECRET/ /HoPORN

HRC-10258



L CYBER Serial 41 b3

b7E
}ﬁﬁx&ﬁi/ﬂcmmur
Title: (U//PEH8) Case Support Reguest
Re: | [CYBER, 11/09/2016 b3
b7E

+*

SECRET / ANOFORN

HRC-10259



CECLASSIZIEC BY: HSICS CRETWL4R7TS

M 0zZ-12-2013

FI>-i(36 {Rev. 10-16-2009)

~CYBER Serial 42 b3
L7E
“EReRET/ QAioPoRty
FEDERAL BUREAU OF INVESTIGATION
Import Form
Form Type: DEL-REX Date: 01/04/2017
Title: {U//PSBCr Cyber Divisicon TAU Technical Znalysis Report
b3
Approved By: SSA b
LiC
Drafted By: b7E

Case ID ¥ L CYBER D/ /#) MIDYEAR EXAM;

_ MISHANDLING OF CLASSIFIED;

il UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (STM)

Synopsis: (U//Pe8er Analysis of computer intrusicon or malware
infection on a laptop hard drive belonging tc Anthony Weiner.

Derived Fr
Securj
eclassify On: 20421231

+4

SESRET/ /NopoR

HRC-10260



CECLASSIZIEC BY: HSICS CRETWL4R7TS
M 0zZ-12-2013

SeRaTlNoFOR

m
i }ér’/N‘F‘) The captioned investigation is highly sensitive and considered 4 prohibited
investigation. Additionally, the investigation is designated a SIM and has an exemption for
uploading approved by AD Randall Coleman | Serial 1). E?;E
) }QFNF-) To provide an electronic record, this document will serve as a placeholder within

Sentinel so a document serial number can be assigned. The original document and any associated
1A envelopes have been manually drafted and approved. The original approved and serialized
documents are stored in a phvsical case file. This case file is secured in a certified SCIF, located
at FBI Headquarters, Roon| and available for inspection upon request. Requests for
inspection will need to be approved by the Assistant Director of Counterintelligence Division.

b7E

SEERET//NOFORN

HRC-10261



ALL FRAI INFORMATICON COWNTAINED

HEFEIM

I8 TWCLASSITIEL b3

CATE 02-12-201% 3Y C87WL4BTI NSICC -302 Serial 103 WTE

FD-1057 (Rev. 5-8-10)

SECRET/ /NOFORM
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication
Title: (U//FE8e) To submit an FD-340 Date: (02/16/2017

From: WASHINGTON FIELD

WE-CI13
Contact: b3
be
biC
Approved By: A/SSA' BTE
Drafted By:l I _
U
Case ID #: 302 (87 /#F) MIDYEAR EXAM;
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT CR COUNTRY:;
SENSITIVE INVESTIGATIVE MATTER {SIM}
Synopsisg: (U//F6884 This electronic communication (EC) is to document
the submission ¢f an FD-340 to file.
ssify On: 204
Reference: 302 Serial 102 b3
b7E

Enclosure{s): Enclosed are the follewing items:

1. {(U//FeBed Original notes re interview of Huma Abedin on & January
2017. Assocliated Documents - Non-Disclosure Agreement, Emails
displayed, and Notes

Details:

(U//Fe ) This electronic communication (EC) 1s to document the

submission of an FD-340 to file.

* |
SEoRET/ /NoFerit

HRC-10262



[-302 serial 103 b3

b7E
SEeRET/ /NOFORN
Title: {U//PeHRY To submit an FD-340
Re: | 302, 02/16/2017 b3
b7E
ZeeReT/ /MOTORN
2

HRC-10263



ALL TRI INFORMATION COMTATMED
HEREIM IS UNCLASSITIEC
CATE 02-12-201% 3Y C87WL4BTI NSICC
UNCLASSIFIED/ /FOUC
Physical 1A/1C Cover Sheet for Serial Export

Created From: l b3
) be
Serial 103 n7C
Package: 1A85 bTE
Stored Location: NMone
Summary: (U//Fo¥s+ Original notes

re interview of Huma
Abedin on & January

2017.
Acquired By:
Acquired On: 2017-01-06
Acquired From: (U//Fo8es Huma Abedin
Attachment: (U//FOU6+ Original noktes

re interview of Huma
Abedin con 6 January
2017. Associated
Documenks - Non-
Disclosure Agreement,
Emails displayed, and
Notes

HRC-10264
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BEREIM IS NCLASSIFIZELC
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CASE REFERRAL

CORRESPONDENCE/#
Tab | Daté | Toffrom | " T “Description/Metes .l e
1 8/6/15 | W&C/DO) intent re: Voluntary Production
2 8/7/15 | W&C/DOJ Revised Ltr re: Intent re: Voluntary Production/ Server Equipment
3 8/10/15 | DOJ/WEC Voluntary Production/ Server Equipment/Limited Account
4 8/31/15 | DOJ/W&C Cooperation/appearance
5 9/10/15 | DOJ/Wilmer Agreement re: removal of Personal & Business files
6 .9/21/15 | DOJ/W&C Post Voluntary Production/ Server Equipment
7 9/22/15 | W&C/DOJ Response to 9/21 W& Letter
8 9/24/15 | DOJ/Witmer Agreement re: voluntarily provided equipment &review of files
9 9/25/15 | DOJ/WEC A. Attorney Client Privilege/Medical list/individuals, etc.
B. Consent to Search
10 9/29/15 | W&(C/DOIJ Response to 9/25/15 WE&C letters/Filter
11 9/30/15 | DOJ/BS&F Consent to access back-up files
12 10/1/15 | W&C/DOI A. Attorney Client Privilege /Medical list/individuals, etc.
B. Consent to Search
13 10/2/15 | DOJ/W&C Response to 10/1/15 W&C letters/Filter
14 10/4/15 | W&C/DOJ Follow-up Ltr re: Summary on Voluntary Productions
7:37 am
15 10/4/15 | W&C/DO) Foliow-up Ltr re: Agreements/ Production Stages/
7:39 am Addresses/Equipment
16 10/5/15 | DOJ/Wilmer Turnover of equipment, securely deleted items and remaining files
17 10/7/15 | DOJ/L&W Grant of Limited Consent to Take Possession of Personal Electronic
Information
18 10/9/15 | W&C;L&W/DOI Correction of email address listed in Footnote
19 | 10/14/15 | DOJ/WE&C Identifying equipment or devices that might contain or might have

contained emails from 1/21/09 to 2/1/13 HRC-2865




Tab | iDate | CToffrom | 0 T Description/Notes L

20 | 10/16/15 | DO/ W&C Consent to search flles dated 1/21/09 to 2/1/13 that may be Iocated
on equipment provided by the FBi

21 | 10/16/15 | DOJ/ Wilmer Emails produced. Equipment with 3 page summary attached

22 | 10/28/15 | Wilmer/DO) Confirming receipt of spreadsheet and status of 30 emails

23 | 106/28/15 | DOJ/ W&C Supplement to letter dated 9/25/15 concerning back-up files and
consent to search

24 11/9/15 W&C &L&W/DOJ | Clarification of letter dated 10/4/15

25 | 11/25/15 | DOIJ/ Wilmer Per 9/10/15 agreement, voluntarily providing FBi w/1 WD HD

26 | 12/14/15 | DO¥/Wilmer Back-up files relating to 2 BlackBerry devices not belonging to HC.

27 | 12/17/15 | Wilmer/DOJ Confirmation of marked files relating to 2 BlackBerry devices not
belonging to HC.

28 1/8/16 PWRWG/DO) Request for voluntary interviews

29 1/11/16 | W&C/Wilmer Production of Retention Data from Copper {previously given to FBi
on 9/24 & 10/5/15)

30 1/11/16 | WCPHD/DOJ Agreements made on 1/16/16 & 1/10/16 re: back-up copy of files
retained my Cooper, Wilmer may transfer retention data under
conditions

31 1/11/16 | DOJ/Wilmer Per 9/10/15 agreement, voluntary providing to FBI SanDisk thumb
drive; authorization to review Cooper materials

32 1/11/16 | DOi/Wilmer W&C is maintaining retention data re: Cooper and assumes
responsibility for responding to future DOJ request

33 1/12/16 | DO /PWRWG Response to request for voluntary interviews of Mills and

: Samuelson

34 1/12/16 | DO/ PWRWG Response to request for voluntary interviews of Sullivan

35 1/14/16 | PWRWG/DO) Clarity, defined scope and duration re: request for voluntary

| interviews of Sullivan

36 2/9/16 | W&C/DOS List of equipment or devices that may contain emails relating to
email domain per FB!

37 2/22/16 | DOJ/Wilmer Cooper item production & Kroll's/Shred It's process
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38 2/22/16 | DOJ/WEC Response to 2/9/16 DOJ Ltr re devices & equnpment
39 2/22/16 | DOJ/W&C 2 Inquiries by DOJ re: W&C serial.nos for Iaptops & 1/21/09 2/1/13
emails
40 2/23/16 | DOJ/W&C IPad re: emails for 1/21/09-2/1/13 & forensic analysis
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LAY OFFICES
. WILLIAMS & CONNOLLY LLP
725 TWELFTH STREET, N.W.
DAVID £ KENDALL WASHINGTON, D. C. 20005-5901 RAARD BENNETT STLLLANS (520 (958
(202) 434-5145 {202} 434-5000

dkendall@we.
FncaliTwe.cont FAX (202} 434-5029

August 31, 2015

BY EMAIL AND FIRST CLASS MAIL

b6 Per NSD
b7C Per NSD

United States Diepartment of Justice
National Security Division

600 E Street, NW

Washington, DC 20530

. Dear ' b6 Per NSD
b7C Per NSD

As you may know, the former Secretary of State has repeatedly stated that
she will cooperate with your inquiry in whatever way she can. Accordingly, she would be

happy to appear voluntarily to answer questions, if that would be helpful in achieving as

expeditious a resolution as possible, She does have scheduling commitments, but I'm
sure we can work around those. N

Sincerely,

DavidlE, Kendall

DEK/bb

HRC-2875
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LAW OFFICES

.' WILLIAMS & CONNOLLY LLP
725 TWELFTH STREET, N.W.
DAVID E KENDALL WASHINGTON, D. C. 20005-55801 Ew;;izln:“mggq:g:lu:::::?:;;gea;
(202) 434-5145 {202) 434-5000
dkendall@we.com

FAX (202) 434-5029

September 21, 2015

BY EMAIL AND FIRST CLASS MAIL

bé Per NSD
b7C Per HNSD

United States Department of Justice
National Security Division

600 E Street, NW

Washington, DC 20530

bé Per NSD
b7C Per HNSD

.Dear

On behalf of former Secretary of State Clinton, [ want to reiterate our desire

to facilitate the security inquiry we understand the Department is conducting at the behest

. of the Intelligence Community Inspector General into the storage of recently—clasmﬁed e-
mails at the hdr22@clintonenail.com address.

As you know, shortly after this inquiry was announced, we voluntarily
provided a thumb drive (and copies) and the server equipment which supparted this email
account during the Secretary’s tenure at the State Department. [ also shared with you that
the Secretary would voluntarily answer any questions you might have. Should you need
to assess the successor server which for a time hosted this address and the successor
hrod17@clintonemail.com address, we also would be happy to assist you in that regard,.
consistent with maintaining the privacy of other e-mail accounts that are not part of your

inquiry.

In short, we want to facilitate the efficiency of this security inquiry and look
forward to leaming from you if there are ways of which we can be of assistance.

DEK/bb
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ALL FBI TUFORMATION CONTAINED
HEREIM IS UMCLASSIFIEL
CATE 12-0¢-2016 BY I7€518T80 NSICG

U.S. Department of Justice

National Security Division

Wasitington, D.C. 20530

David E. Kendall, Esq.
Williams & Connolty LLP
725 Twelfth Street, N.W.
Washington, DC 20005

Septeinber 22, 2015

Dear Mr. Kendall,

We are in receipt of your letter dated September 21, 2015, which offers, among other things, access to
what you have referred to as a “successor server” to the server equipment previously produced to the FBI
o August 12, 2015. Based upon the FBI’s investigation, we understand that this “successor server™ is in

. the custody of, and is being operated by, Platte River Networks and that it, at least for some time,
contained emails to or from Secretary Clinton’s @ciintonemail.com account.

We are concemed that, notwithstanding your repeated statements in oral and written correspandence
regarding your and your client’s willingness to cooperate in this matter, you had rot raised the existence
of the “successor server” or offered acoess ta it prior ta your September 2] letter. We remind you that
this server is covered by the preservation letters delivered to Williams & Connolly LLP on July 31, 2015,
and Platte River Networks on July 30, 2015, and we request that you ensure that this server remain
operational with a continuous power source (i.e., that it is not unplugged or its aperation atherwise
interrupted) untit further notice.

We also reiterate that the aforementioned preservation letters caver any other equipment or devices,

whether ar not previously disclosed, that contain or contained emails to or from the doimain aceount
{@clintonematl.com, inctuding all equipment retated to the server voluntarily praduced to the FBI on

August 12; the “successor server” and all related equipment, any other server and all related equipment
that received or sent emails for this domain account; and all backup devices, including backup hardware
purchased from or maintained by Datto, Inc. While we will seck to proceed in a manner that causes the

least amaunt of disruption to otherwise unrefated accounts and activities, we will take all necessary and
appropriate steps fo obtain any and all such equipment and items. .

Sincerely,

b& Per NSD
b7C Per NSD

_ . co: Kenneth Eichner, Esq.
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U.S. Department of Justice

National Security Division

Wastingran, D.C. 20530

BY EMAIL

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Streat, N.W.
Washington, DC 20005

September 29, 2015

Dear Mr. Kendal!,

This letter confirms receipt of two letters you sent me on September 25, 2015. Regarding your letter
providing a list of individuals and entities with whom Secretary Clinton may have comimunicated in a
privileged context, when deemed necessary we will be using a filter process to account for the possibility
that records may contain privileged information. During the filter process, we will deterimine what
privileges may apply and how best to identify privileged information, utilizing as appropriate the list of
individuals and entities you provided. .

Cinrarals;

b6 per NSD
bL7C per NWNSD
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September 30, 2015

VIA ELECTRONIC MAIL

U.S. Department of justice
National Securty Division

905 Pennsylvaniz Avenue, N.W.
Washington, DC 20530

" Deat

Pursuant to our conversadon on September 29, 2015, this letter provides the Deparmment of
‘Justice consent to access the back-up files associated with Ms. Huma Abedin’s email account
for the purpose of your secunity Inquiry.

We request that the historical amail content from Ms. Abedin’s account dated February 2,
2013 to the present be migrated 1o the new server and associated equipment acquired by
Platte River Nerworks in conjunction with your inquiry,

Thank you for your constderanon.

Very truly yours,

- ~
Z -
P /8/ Karen L. Duan

Miguel E. Rodriguez Karen L. Dunn

Bryan Cave LLP . Boies, Schiller & Flexner LLP
1155 F Streer, NW : 3301 Wisconsin Ave. NW
Washington, DC 20004 Washingron, DC 20015

b6 per WSD
b7C per HSD

b6 per NSD
b7C per NSD
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LAW OFFICES

WILLIAMS 8 CONNOLLY LLP

725 TWELFTH 5TREET, N.W.

DAVID E. KENDALL ) WASHINCTON, D. C. 20005-5901 ECWARD BENWETT WILLLAMS (I520-)2B5)
: PAUL R COWNMOLLY (I933-1978)

(202 424-5145 (202) 434-5000

dkendall@we.com
FAX (202) 434-5029

QOctober 1, 2015

BY EMAIL AND FIRST CLASS MAIL

U.S. Department of Justice
National Security Division
905 Pennsylvania Avenue NW
Washington, DC 20530

Dean

I write regarding the Department of Justice’s security inquiry in response to a referral
from the Inspector General of the Intelligence Community. Pursuant to our conversation, |
understand that your security inquiry may involve review of Secretary Clinton’s e-mails for
evidence relevant to that inquiry. As discussed, her e-mails include materials covered by
attorney-client, marital, or medical privileges. 1 provide the following List of individuals and
entities with whom Secretary Clinton may have communicated in a privileged context.

Attorneys

I [Williams & Conmolly LLP
| [Williams & Connolly LLP
David Kendall, Williams & Connolly LLP

| |Utcecht, Kieinfeld, Fiori, Partmers (fk/a Ryan, Phillips, Utrecht & MacKinnon)

~ Cheryl Mills (in her capacity as personal counsel on prior matters)
| Williams & Connolly LLP
| ogan Lovells

Katherine Turner, Williams & Connolly LLP
Utrecht, Kleinfeld, Fiori, Partners (f/k/a Ryan, Phillips, Utrecht & MacKinnon)

Doctors

b6 per NSD
b7C per NHSD

b6 per NSD
b7C per NHSD

b6 per NSD
b7C per NSD
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WILLIAMS 8 CONNOLLY LLP

. | | . bé per NSD
-~ October 1, 2015 ' _ | _ b7C per NSD
Page?2

Marital
President William Jefferson Clinton

Personal Aides to President Clinton or former Secretary Clinton/Conduits of Marital
Communications

b6 per NSD
b7C per NSD

. Personal

elatives

bé per NSD
b7C per NSD

Personal Financial Consultant

" b6 per NSD
b7C per NSD
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WILLIAMS & CONNOLLY LLP

bé per NSD

October 1, 2015 b7C per NSD
Page 3 .

We request and anticipate that at the conclusion of your inquiry you will return to us the
former Secretary’s non-federal record, personal e-mails.

David Kendal

HRC-2900



£l

HRC-2901



U.S. Department of Justice

National Security Division

Washingion, D.C. 20530

BY EMAIL

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Street, N'W.
Washington, DC 20005

October 2, 2015

Dear Mr, Kendall,

This letter confirms receipt of two letters you sent me on October |, 2015. Regarding your letter
providing 2 list of individuals and entities with whom Secretary Clinton may have communicated in a
privileged context, when deemed necessary we will be using e filter process to account for the possibility
that records may contain privileged information. During the filter process, we will determine what
privileges may apply and how best to identify privileged information, utilizing as appropriate the list of
individuals and entities you provided. '

Sinzerely

bé per NSD
b7C per HSD
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U.S. Department of Justice

National Security Division

Washingron, D.C. 20530

David E. Kendall, Esq,
Katherine M. Turner, Esq. . -
Williams & Connolly LLP '
725 Twelfth Streel, N.W, .

Washington, DC 20005

LA, | bé per NSD
Latham & Watking LLP b7C per NSD
555 Eleventh Street, N.W.
Suite 1000 '
Washingten, DC 20004

October 9, 2013

Dear Mr. Kendall, Ms. Turner, and | : bé per NSD
b7C per NSD

In reference to my letter of October 4, 2015, ] write to provide clarification of a minor factual error

contained therein. The email address associated with the nam set forth in
ubparapraph 2 and footnote 3 on page 2 of the letter, was incorrectly provided as

Thé correct email address for the account is

bé per NSD
b7C per NSD

cc: Miguel E. Rodz'iguez,‘ Esg;
Karen L. Dunn, Esq.
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ALL FBT INFCRMATION CCHTATWED
HEFEIN 1S UBCLARSSIFIED
DATE 12-06~-3201% BY JT&J1ETEDN HAICS

LAW QFFICES
| WILLIAMS 8 CONNOLLY LLP
| 725 TWELFTH STREET, N.W.
PAVID & KENDALL WASHINCTON, . & 20005-0801 L
(202) 434-5145 (202) 434-5000

dkendall@we.
enda WC.COm FAX (202} 434-5029

October 28, 2015

BY E-MAIL

bé per NSD
U:S. Department of Justice _ b7C per NSD
National Secunty Division

905 Pennsylvania Avenue NW

Washington, DC 20530

Deaf | o | b6 per NSD

b7C per N8D

As discussed, this letter supplements my September 25, 2015 letter to you concerning the
back-up files of former Secretary Clinton, and gives the Department of Justice consent to search,
. for evidence relevant to your security inquiry, all content contained in those back-up files.

Further, we note that we provide this consent with the understanding that, as stated in
your October 4, 2015 letter td |and me, all jtemns voluntarily produced will be b6
returned to the owners or disposed of consistent with FBI policies and procedures at the b7C
conclusion of the investigation.

Sincerely,

Thid 7 W

David E. Kendall

HRC-2934
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U.S. Department of Justice

National Security Division

Washington, D.C. 30530

David E. Kendali, Esg.
Katherine M. Turner, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

Latham & Watkins LLP
555 Eleventh Street, N.W,
Suite 1000

Washington, DC 20004

November 9, 2015

Dear Mr. Kendall, Ms. Turmer, anci:—I

In reference to my fetter of October 4, 2015, 1 write to provide clarification of an additional minor factual
error contained therein, The letter stated in subparagraph 2 and footnote 3 on page 2 that ail of the email
content in certain accounts, with the exception of six (6) identified emails that may reside in the accounts,
could be transferred to the New Server. These email acg identified in the letter as

“pnd an account on thej ain, As noted inm

Qctober 9, 2015 letter, the correct email address for the former account 15
as|

The account on th |dorna' i i ifi

For both thd lan accounts, the identified email
actually appeared twelve (12), not six (6) times, and therefore when the content of these accounts was
. transferred to the New Server, all content was transferred with the exception of these twelve (12) emails.

Sincerely,

cc: Miguel E. Rodriguez, Esqg.;
Karen L. Dunn, Esq.

b6 per NSD
b7C per NSD

b6 per NSD
b7C per NSD

'
i

b6 per ﬁSD
b7C per NSD

b6 per NSD
b7C per HWSD
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ALL FRI INFORMATICH CONTAINEDR
HEREII} I8 UNCLASSIFIED :
CATE 1Z2-0€-201& BY JT6I18TR0 N3ICC

- WILMERHALF
. . . : bé per FBI, NSD
' . o : b7C per FBI, NSD

December 14, 2015

National Security Dhvision
Department of Justice
Washington, D.C. 201530

"By Email: | ' .. : " © . b6 per NSD

b7C per NSD

~ As you know, we previously provided the FBI one Apple brand MacBook Pro laptop computer, -
‘Serial Number W89361H6644 (“MacBook Pro™), and one Apple brand MacBook Air laptop |
computer, Serial Numbe] _ [(“MacBook Air™) (collectively, “laptops™), that ' . bé
belonged to Justin Cooper. We provided both laptops for the purposes of DOJIFBI’ ' o " bicC
investigation of Secretary Clmton s personal email aceounts - '

- As agreed at the: tJme of then' delwery the Japtops contained Mr. Cooper’s emmls to and from
Secretary Clinton during her tenure as Secretary of State extracted from his email files. The
laptops also contained back-up copies of a Blackberry device {or devmes) that we understood

: . . belonged to Secretary Cliriton.

- As you know we have since detenmned that a back—up copy cf a Blackberry dev1ce that
remained on each of the MacBook Pro.and MacBook Alr dld not belong to Secretary Clinton,
Those ﬁ]es were labeled as follows

MacBock Pro, Itern 4, ﬁlename HR BlackBerry Bold. 9900 ipd
J MacBook Alr Itern 5, ﬁlename HR BlackBerry Bold 9900 ipd

_ As we have discussed, we ask- that you (l) remove all- cop1es (digital and hard copy) of these two
files from any U.S, government review cycle and that they not be reviewed, (2) destroy or ~
otherwise render them inaccessible, and (3) send wrltten confmnatmn of the same, Thank you
for your attentio to this rnatter

Sinbexely vours, -

bé
b7C

Wilmer Cudcr'Pidi_cerl ng'Halc and Dorr ue, 1875 Pennsylvania Avenue NW, Washington, DC 20006

Beijing  Berlin  Boston  Brusseis  Denver  Famkfurt  London  Los Angsies  Mew York - Oxtord  Palo Alto . Washington

HRC-2942



Lz

HRC-2943



ALL PRI INFORMATION CiMITAIHELD
HEREIN I35 UNCLASSITIED
DATE 1Z2-06-201& BY JT&I1E8TH0 HN5ICS

U.S. Department of Justice

National Security Division

Wilmer Cutier Pickering Hale and Dorr LLP
1875 Pennsylvania Ave, N.'W.
Washington, DC 20006

Washington, D.C. 20530

kb
b7C

December §7,2015

bé
" bIC

This letter confirms receipt of the letter you sent me on December 15, 2015, identifying a back-up copy of
a Blackberry device present on two computers produced to the Federal Bureau of Investigation (FBI) by
Mr. Cooper that did not meet our agreed-upon criteria for production, As we have discussed, the FBI will
mark the back-up files identified in your letter such that, going forward, they wilt not be rewewed on eny
image of the materials that is in the possession of the FBI.

Sincarely

bé per NSD
b7C per NSD
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U.S. Department of Justice

National Security Division

Washingtom, D.C. 20330

January 8, 2016

BY EMAIL

Beth A. Wilkinson, Esq.

Paul, Weiss, Rifkind, Wharton & Garrison LLP

2001 K Street, NW :
Washington, DC 20006-1047

Dear Ms, Wilkinson:

I am writing to reiterate our prévious request, which you have declined thus far, to conduct
voluntary interviews with your clients Cheryl Mills, Heather Samuelson, and Jake Sullivan. If
you are willing to make these individuals available for voluntary interviews, please advise us as
soon as possible.

Sincerely.

b6t per NSD
b7C per NSD

HRC-2946 !
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AlL ¥BI INFCR:ETION COMTAEINELD
HEREIM IS UHCLASSIFIED
DATE 12-0&-Z2016 BY JT&J18TE0 NSICS

WILMERHALE

: b6
January 11, 2016 . ' b7C
David Kendall, Esq.
Katherine Turner, Esq.
Williams & Connolly
725 Twelfth Street, NW
Washington, DC 20005
Dear Mr. _Kendall and Ms. Turner: )
As we have agreed, (1) today we are giving you certain data (hereinafier “retention data”)! from
Justin Cooper’s Apple MacBook Air laptop and Apple MacBook Pro laptop that were provided
to the FBI on September 24, 2015, and October 5, 2015, respectively, and (2) you will retain the
retention data until such time that you reach an agreement with DOJ that the retention data no
longer need be retained.
DOJ may request that you provide files from the retention data as part of the DOJ/FBI security
inquiry of Secretary Clinton’s personal email accounts. You have assumed responsibility for
responding to any such future DOJ requests. We have made clear to DOJ that Mr. Cooper will
not interpose any ohjection to DOJ possessing and reviewing files from the retention data that
are responsive to such requests, and that Mr. Cooper has otherwise relinquished his ownership of
and rights to the retention data.
Best regards,

b6
b7C

Enclosures
ccf b6 per NSD

b7C per NSD

! We have enclosed our letter agreement with DOl specifying what constitutes “retention data.”

Baijing Berhin Basion Brussels Darver Franifury Landon Los Angeles New ork Pab Aito Washington
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ALL FBI IMNFORMATION COMTAIMED
BEREIM IS5 UMCLASSIFIED
CATE 13-0€-201& BY JT6318T80 WSICO

U.s. Departmeﬁt of Justice

National Security Division

Washington, D.C. 20530

January 11, 2016

BY EMAIL

beé
bic

L

Wilmer Cutler Pickering Hale and Dorr LLP
1875 Pennsylvania Avenue, N.W.
Washington, DC 20006

Dear Mr, Zebley:

As we agreed on January 6, 2016, WilmerHale (or other counsel, as later agreed between
WilmerHale and DOJ) will maintain a back-up copy of all personal and business files present on
the Mac Book Air (provided to the FBI on September 24, 2015) and, separately, the Mac Book
Pro (provided to the FBI on October 5, 2015), whether or not retained by Mr. Cooper,
containing: (1) any communications that include an @clintonemail.com email address; (2) any
reference to the establishment or maintenance of the @clintonernail.com domain, including but
not limited to references to any server(s) on which that email domain was maintained, stored, or

- operated; (3) any communications that include Bryan Pagliano; and (4) any communications that
include an @state.gov email address dated December 1, 2008, or later (collectively “the retention
data”). Mr. Cooper.and WilmerHale (or other counsel, as iater agreed between WilmerHale and
DOJ} need not retain back-up images of the MacBook Air and the MacBook Pro.

As we discussed and agreed on January 10, 2016, WilmerHale may transfer the retention data to
other counsel on the conditions that {1) you provide me the name and contact information of the
other counsel, and (2) the other counsel must agree to retain the retention data until such time
that he/she reaches an agreement with DOJ that the retention data no longer need be retained.

Sipcerely,

b6 per NSD
b7C per NSD
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© ALL FEI INFCRMATION COMTRINED
HEREIN IS UNCLASSIFIEL
DATE 12-0&~2016 BY J76J318TE0 HSICS

. S o | WILMERHALE

bé

January 11, 2016 b7¢C

l j . i : bé per NSD
National Security Division ' b7C per NSD
Department of Justice
950 Pennsylvania Avenue, NW
Washington, D.C, 20530

By Email: | j
Dl ]

As requested, Williams & Connolly (points of contact: David Kendall and Katherine Turner,
(202-434-5000)) is maintaining all files that remained in our possession from Justin Cooper’s
Apple MacBook Air laptop and Apple MacBook Pro laptop that meet the criteria set forth in
_ your letter to us dated Jenuary 11, 2016 (hereinafter “retention data”). Williams & Connolly has
- agreed to retain the retention data until such time that it reaches an agreement with DQJ that the
. retention data no longer need be retained.

As the owner of the retention data, Williams & Connolly has assumed responsibility for
responding to future DOJ requests made for the retention data in the DOJ/FBI security inquiry of
Secretary Clinton’s personal email accounts. Mr. Cooper will not interpose any objection to
DOJ possessing and reviewing files that are responsive to such requests, and has otherwise
relinquished his ownership of and rights to the retention data. '

Best regards,

bé
b7C

. _ Wilmer Curler Pickering Hale and Dorr wr, 1875 Pennsylvania Avenue N'W, Washingron, DC 20006
Beijing Barlin Boson Brussels Crarver Frankfur Landon Log Angeles New Yark Falo Alta Washingion
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., TELEPHONE 203 223-7300

PAUL, WEISS, RIFKIND, WHARTON & GARRISON LLP UNIT 3801, OFFICE TOWER &, BEUING

2001 K STREET. NwW WASHINGTON, DC 20006-1047 :zR;UDZEN:::f:HuAN ZHONGLL

CHADYANG DISTRICT

BELING 100620

PEDFLE'S REPUBLIC OF CHINA
TELEPHOME {66-101 5828-8300

BETH & WILKINSON . . :
12TH FLOOR, HONG KONG CLUS BUILGING
3A CHATER ROAL, GENTRAL

. HONG KNG

TELERHONE {202} 223-7240 TELEPHGNE [BS2) 28460300

FAGSIMILE {202) 204-T395

ALDER CASTLE
£-main: pwilkinson@pauiweiss com 10 NDBLE STREET
LONSDMN ECIV TAU, UK.
TELEFHOME {44 201 7367 160D

'FUKOKU SEIME] BUILDING
2-Z UCHISAIWAICHD 2-CHOME
CHIYODA-KU, TOKYD 100001, JAPAR

January 12, 2016 TELEFHOQME {B|-3] 3SAT-RLO]

TORDNTO DRMINIGN CENTRE

T7 KING STREET WEST, SUITE 3100
F.O 80X 226

TORONTO, ONTARIO MSK 113
TELERFHONE (41 6] 504-0520

2001 W STREET, M -

V1A Electronic Mail © WASHINGTGN, DE 200081047

TELEFHOME {2D2) 223-7300

500 DELAWARE AVENUE, SUITE 200

POST OFFICE BOX 32 bﬁ per NSD
WILMINGTON, DE 19855-0032 b?c Per NSD
TELEPHONE (301] E55-44 10

Counterinteltigence and Export Contro] Section
Naticnal Security Division
U.S. Department of Justice

' : b7C per NSD

Iam writing on behalf of Cheryl Mills and Heather Samuelson in response to your
January 8, 2016 request that they submit to a voluntary interview. '

Ms. Milis and Ms. Samuelson serve as attorneys for Hillary Clinton. Accordingly, they
each are bound by ethical rules and obligations not to discuss privileged or confidential
information within the scope of their legal representation of former Secretary Clinton.
See D.C. Rule of Professional Conduct 1.6. We therefore are not in a pasition to consent
to a voluntary interview of either Ms. Mills or Ms. Samuelson.

Sincerely,

A LA //292

Beth A. Wilkinson

. _ HRC-2957
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PAUL, WEISS, RIFKIND, WHARTON & GARRISON LLP

2001 K STREET, NW

- TELEPHGNE (202) 223-7300

BETH & WILKINSON
TELEFHONE {202} 223-7340
FACSIMILE  {202) 204-7385

E-Mai bwhkinson@paviweiss.com

VIA Electronic Mail

WASHINGTOMN, DC 20006-1047

January 12,2016

Counterintelligence and Export Control Section

National Security Division
'U.S. Department of Justice

Dea

LNIT 36071, OFFICE TOVWER &, BELING
FRORTUNE PLAZA

NO. 7 DONGSANHUAN ZHONGLU
CHAQYANG DISTRICT

BELJING 100020

PEDPLE'S REPUBLIC OF CHIMA
TELEFHONE (BE&-10n SR828-6300

H2TH FLOGR, HONG KONG CLUB BUILTING
34 CHATER ROAD, CENTRAL

HONG KONG

TELEPHONE (852} 2846-0300

ALCER CASTLE

10 NOBLE STREET

LONDON EC2Y TJU. UK,
TELEFHOMNE (44 20] T367 1600

1288 AWENUE OF THE AMERICAS
NEW YORK, NEw YORK 10018-6084
TELEPHONE {2} 2) 3733000

FUKZKU SEIME| BUILDING

22 UCHIBAIWAICHD 2-CHOME
CHIYODA-KU, TOKYD 1000011, JAPAN
TELEPHONE (B1-3) 35478101

TRRONTO-DOMINION CENTRE
TTRING STREET WEST, SUHTE 3100
RO BOK 226

TORGNTO, ONTARID MEK 143
TELEFHONE |416) SD4-D520

500 OELAWARE AVERNLIE, SUITE 200
POST QFFICE BOX 32

WILMINGTDMN, CE 19BS5-0032
TELEPHOWNE {3DZ) 655-44 10

b6 per NSD
b7C per NSD

b6 per NSD
b7C per NSD

] am writing on behalf of Jake Sullivan in response to your January 8, 2016 request that
he submit to a voluntary interview,

i

In light of our discussions with you to date about the parameters of such an interview, I
cannot recommend to my client that he do so at this time. If you are able to clarify and
define the scope and duration of the interview, we are certainly willing to further discuss

your request.

Sincerely,

Blea i /(Y2

Beth A. Wi}kinson

HRC-2959
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U.S. Department of Justice

National Security Division

Washingtorn, 0.C. 20530

January i4, 2016

BY EMAIL

Beth A. Wilkinson, Esq.

- Paul, Weiss, Rifkind, Wharton & Garrison LLP
2001 K Street, NW

Washington, DC 20006-1047

Dear Ms. Wilkinson:

I am writing in response to your letter of January 12, 2016 in which you indicated your
willingness to further discuss providing your client, Jake Sullivan, for a voluntary interview if
the government was able to “clarify and define the scope and duration” of such an interview.

In an effort to provide such clarification, we can inform you that the subject areas to be covered
during the interview would be: Mr. Sullivan’s knowledge and understanding of the former
Secretary’s use of a private ernail system; his knowiedge of email communications regarding
sensitive or classified information sent to and/or forwarded to the former Secretary; and his
knowledge of the handling and transmission of classified information during his tenure at the
State Department. Although it is only an estimate, we anticipate that an interview of Mr.
Sul]wan would require approximately six hours,

If you would like to discuss making Mr. Sullivan gvailable for a voluntary interview, please
advise us as soon as possible. ‘

Sincerely,

b6 per NSD
b7C per NSD
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2LL FRI INFORMATION TOWTAINEL
BERETM I5 UNCLASSIFIED
CATE 12-0&=-201& BY J74J187T80 WEICG

® | " \IMERHALE

b6

February 22, 2016 R - . b7C
Nahonal Security Division
. Department of Justice _ : - ' '
Washington, D.C. 20530 . ' _ ' bé per NSD
' " o g : - b7C per NSD
y .By..EmaiIJ
De

Ags you know, pursuant 1o wrltten agreements W1th you, Justin C00per voluntarily provided the
FBI with two laptop computers and certain other media, and Williams & Connolly is retaining
certain-other data:that was previously in Mr, Cooper’s possession, [ write now to describe the
status of hardware Used to process data in connection with thosé productlons and Wlllla.ms &
Connolly s retention of data. -

. Cefta'ln:data was peri odlcally saved to external drives in order to search for, isolate, and/or save
- data for production or retention, Kroll'Tnc, (“KtelP”) has degaussed and shredded (using a third-
. ' party vendor celled Shred It in Parsippany, New Jersey) all sucb external drives, except as
follows: (1) drives contalmng reténtion data held by Williarns & Connolly; (2) seven drives that
were wiped and remain in WilinerhHale’s possession pending direction from you on a final
disposition. (Note, Kroll also degaussed and shredded (using the same vendor) the dnve known -
as the “Seagate drive. ”) : _

Certam data was. processed: usmg standalone computers. At the conclusmn of our work on this
matter; al¥ data was wiped from those drives, the drives were removed from their machines, and
the drives wete securely stored pendlng dzrecnon from you on a final d13p051t10n WilmerHale i is
holdmg two of those dnves and KI‘OH is holding the remalmng ning dnves :

| Pleas_e.let me know 1f you have any que'stlons.

Yonrs iy

‘b6
_b7C

L. - Witmer Cutler Pickering Hale and Dotr 1er, 1875 Pennsylvania Avenue N'W, Washingtan, DC 20006 _
" Beifing Berlin Baston Brussels - Denvar Frankturt "London Los Angeles  MNew York Falo Afto Washington
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REEEQN: 1.4 (T3

CECLRESSITY CI1: 12-31-2D41

LATE: 12-01-201%

ALL IWFORMATION COWTAINEDR
HERETW I5 WUHCLASSIFIED EMCEPT
WHERZ 53T CTHERWISE

e

{

A

L,

FD-340 (Rev. 4-1 1-0F

_ b3
File Number — _ _‘302 b7E
Fleid Offlée Acquiring Evidence W, ‘L -
Sertal '#'or-ongina_ﬁ_ng Do, ment ol
Date Received é'/f’(? 20/5'
From //f'hl’l ﬂ/é’u//ef' .
' (Name of Contribulor/Inicrviewee)
/ f&ﬂ M Jbnf N L Te 3) 00
(Address)
B M.%A ) L2003
“ B ' b6
By J /4 b7C
ToBe .Retumed O Yes ' m/No
Receipt Given [J Yes . & No
Grand Jury Material - Dissermnate Only Pursuant to Rule 6 {e)
Federal Rules of Criminal Procedure 0 % &
) Ao 4 A
_ D Ye_s_ _ E’/No' . _
Federal Taxpayer Information (FTI) ' _ " : I H,(g(j -
_ [J: Yes LI No -
MIBJEAR  EXAM
| Rei'ei‘tnce: 30 2 . .
' {Communication Enclosing Malenial)
Descripllun‘ D _Original noteg re mtcmew of
- Uyt Leter ()
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UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

Receipt for Property - ALL INFORMATION CONTAINEDR
BEREIM IS MNCLASSIFIEL

CATE 12-D1-2014 2% ST76I18TS80 NWEICE

Case 1D-

i i .
On (date) Db / /D / 20/ 6 item (s) listed below were:
o Collected/Seized
Received From

(Name)- fi /ﬂ / j/ C’PJ/ & | i .
(Street Address) /?()&M /71/!&’% /W’% \f"ﬁ /,?0/)'. W, qu}bh: Il 20034
(City) szf/:}y pn, L v |

Description of Item (s); ﬁ'kt’ //) ZC%OVO %)Q& Z /7/'0 (/y/l ﬂ/:;c/mnéef 'zsc
é’ha{ OA€ /1> ﬂe// &7[,7% e té(}]() w% ./enb/ mmée/-

— . .
= f/’—l Esc
Received By: I : Received From: ﬁ‘/;\ 72( / E

__~tSignature) : L(-/ (Signature)
Printed Name/Title: (ﬁ&(a‘t / /f,& ]l F j / Printed Name/Tite: He Fal r:,_\) E‘?_lu 5_{-(_.(—; Acrroea e_,j
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ALL FBI IWFORZARTION CONTAINEL
HeRETIW IS THCLASSTIFIEDR
DATE 12-01-201¢ BY J7&J1LETE0 HIICC

| WILKINSON
1500 M STREET, NW WWW. WILKINSONWALSH COM
SUITE 800 WALSH + N
WASHINGTON, DC 20036 ESKOVITZ A LIMITED LIABILITY PARTNERSHTP

WASHINGTON, D.C. | LOS5 ANGELES

June 10, 2016

VIA Electronic Mail ,

] _ ' b6 Per NSC
U.S. Department of Justice b7C Per NSC
National Security Division

950 Pennsylvania Avenue NW

Washington, DC 20530

Dea : b6 Per KSC
’ b7C Per NSC

This letter provides consent, in connection with the Department of Justice’s investigation
into the use of a private server by former Secretary of State Hillary Clinton, to search the Lenovo
Yoga 2 Pro (Serial No.|:y_|(hereinafter “the Device”) belonging to my client, Heather b6
Samuelson, who is Secretary Clinton’s attorney, pursuant to the terms described below. The - B7C
Device is being provided to the Federal Bureau of Investigation {“FBI") sclely for the purposes of
this Department of Justice investigation, and for the Department’s use in connection with the
investigation. In voluntarily providing the Device, Heather Samuelson does not relinquish
ownership or control over the Device, except for the FBI's limited investigative use as specified by .
this agreement. The FBI does not assert custody and control over the Device or its contents for
any other purpose, including any requests made pursuant to the Freedom of Information Act, 5
U.S.C. §S52.

1) You have confirmed that the sole purposes of the search are: {1} to search for any .pst
files, or .ost files, or compressed files containing .pst or .ost files, that were created by

" Platte River Networks (“PRN"}), after June 1, 2014 and before February 1, 2015, in
response to requests for former Secretary Clinton’s e-mail from her tenure as Secretary

of State, (hereinafter the “PRN Files”), including in an intact but deleted form, (2) to

" attempt to identify any e-mails from, or remnants of, the PRN Files that could
potentially be present on the Device; {3) to identify any e-mails resident on the Device
sent to or received from the following e-mail accounts: hdr22@clintonemail.com;
hrod17@clintonemail.com; hrlS@att.blackberry.net; and
hr15 @mycingular.blackberry.net {hereinafter the “Relevant Accounts”), for the period

-1-

HRC-2015



of January 21, 2009 through February 1, 2013 {hereinafter the "Relevant Period”); and
{4) to conduct a forensic analysis of the device to determine whether the Device was
subject to intrusions or otherwise compromised.

2) You have confirmed that Phase One of your search will proceed as follows:

a.

Your Technical Team (to include FBI technical personnel only}, will review the
allocated space (i.e., active files) of the Device to search only for the PRN Files.
Neither the Technical Team nor anyone else will review during Phase One the
content of any .pst files, or .ost files, or compressed files containing .pst or .ost
files that can be identified as created before June 1, 2014 or after January 31,
2015.

The Technical Team wlll review any files identified pursuant to subsection 2{a)
above to determine whether they contain e-mails sent to or received from the
Relevant Accounts during the Relevant Period. The files that do not include
such e-mails will not be subject to any further review by anyone for any

purpose, unless they meet the criteria identified in Phase Two or for purposes.

of an intrusion analysis, both set forth below.

The PRN Files that include e-mails sent to, or received by, the Relevant Accounts
during the Relevant Period will be provided to a Filter Team, which will be
limited to two attorneys, one FBI agent, and one FBI analyst, none of whom are
members of the investigative team.?

The Filter Team will review the contents of any file they receive from the
process described in subsection 2(c) to identify and remove: (1) any privileged
material; and (2) any material they can determine is not an e-mail sent to, or
received by, the Relevant Accounts during the Relevant Period.

You will notify us of the results of Phase One of the search before proceeding
to Phase Two of the search.

You will proceed to Phase Two of your search only in the event that the PRN
File containing approximately 62,000 emails from the former Secretary's
clintonemail.com account is not identified in the allocated space of the Device.

3} VYou have confirmed that Phase Two of your search will proceed as follows:
a. The Technical Team will search the Device, including the Device's unallocated

space, to identify any e-mails, fragments of e-mails, files, or fragments of files:
(1) that include e-mails sent to, or received by, the e-mail addresses
hdr22@clintonemail.com and hrod17 @clintonemail.com during the Relevant
Period or for which the date that the e-mail was sent or received cannot be

~ determined; and (2) that include e-mails sent to, or received by, the e-mail

addresses hr1S@att.blackberry.net and hr15@mycingular.blackberry.net that

1

Should there be an extremely large volume of materials located on the Device and provided to the Filter

Team, we understand that the Department of Justice reserves the right to expand the number of Fllter Tearmn members
in order to avoid significant delay in the review process. If such an expansion were necessary, the Department of
Justice has agreed to inform us of this change.
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can clearly be identified as having been sent to, or received by, those accounts
during the Relevant Period.? Aside from the intrusion analysis described below,
neither the Technical Team nor anyone else will search or review the Device for
any other material or for any other purpose. )

b. The Technical Team will review the results of the foregoing searches for the
purpose of remaoving any file or data that is not an e-mail or a fragment of an
e-mail sent to, or received by, the Relevant Accounts during the Relevant
Period. Aside from the intrusion analysis described below, such material will
not be further reviewed by the Technical Team or anyone else for any other
purpose.

¢. The remaining results of the search will be provided to the Filter Team, which
will review those results to identify and remove: (1} any privileged material; {2)
any material that, upon further review, is determined not to be an e-mail sent
to, or received by, the Relevant Accounts during the Relevant Period; and (3)
any material that, upon further review, is determined not to be a work-related
e-mail sent to, or received by, the e-mail account hrod17@clintonemail.com.
Aside from the intrusion analysis described below, such material will not be
further reviewed by anyone for any purpose.

4] You have confirmed that you will also conduct a forensic analysis of the Device to
determine whether the Device was subject to intrusions or otherwise compromised,
without reviewing the content of any user created files, including .doc, .xIs, .pdf, .jpeg,
or e-mails not captured in the aforementioned searches.

As soon as the investigation is completed, and to the extent consistent with all FBI policies
and applicable laws, including the Federal Records Act, the FBl will dispose of the Device and any
printed or electronic materials resulting from your search. No part of this letter shall be read to
imply the consent to retrieve from the Device any data other than the data described above or to
conduct any search or review in any manner other than as described above.

Sincerely,

Sl g 7——

Beth A. Wilkinson

2 If a large volume of e-malls from the hr15@att.biackberry.net and hr15@mycingular.blackberry.net accounts

-- for which a send or receive date cannot clearly be determined -- are located, we understand that the Department
of Justice reserves the right to discuss further with counsel any additional search efforts that could be ungertaken to
assess whether such e-mails were sent or received during the Relevant Period. The Department of Justice will not
undertake any such search without prior discussions with counsel and an agreement with counsel as to the scope of,
and procedures to be used during, that additional search.

-3-
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CATE 12-01-201¢ BY I7€518T80 MSICC

_ WILKINSON
1900 M STREET, NW WWW. WILKINSONWALSH.COM
SUITE €00 WALSH =+ _
WASHINGTON, DC 20036 ESKOVITZ A LIMITED LIABILITY PARTNERSHIP
WASHINGTON, D.C. | LOS ANGELES
June 10, 2016
VIA Electronic Mail
b6 Per NSC

. b7C Per NsSC
U.S. Department of Justice

National Security Division
950 Pennsylvania Avenue NW

Washington, DC 20530

Dear b6 Per NSC
- b7C Per NSC

This letter provides consent, in connection with the Department of Justice's investigation
into the use of a private server by former Secretary of State Hillary Clinton, to search the Dell
Latitude E6330 (Serial Nolil {(hereinafter "the Device”) belonging ta my client, Cheryl bé
Mills, who is Secretary Clinton’s attorney, pursuant to the terms described below. The Device is b7C
being provided to the Federal Bureau of investigation {"FBi") solely for the purpases of this
Department of Justice investigation, and for the Department’s use in connection with the
investigation. In voluntarily providing the Device, Cheryl Mills does not relinguish ownership or
control over the Device, except for the FBl's limited investigative use as specified by this
agreement. The FBI does not assert custody and control over the Device or its contents for any
other purpose, including any requests made pursuant to the Freedom of information Act, 5 U.S.C.
§ 552.

1) You have confirmed that the sole purposes of the search are: (1) to search for any .pst
files, or .ost files, or compressed files containing .pst or .ost files, that were created by
Platte River Networks (“PRN”), after June 1, 2014 and before February 1, 2015, in
response to reques".ts for former Secretary Clinton’s e-mail from her tenure as Secretary
of State, {hereinafter the “PRN Files”}, including in an intact but deleted form; {2) to
attempt to identify any e-mails from, or remnants of, the PRN Files that could
potentiatly be present on the Device; (3) to identify any e-mails resident on the Device
sent to or received from the following e-mail accounts: hdr22@clintonemail.com;
hrod17 @clintonemail.com; hriS@att.blackberry.net; and
hrl5@mycingular.blackberry.net (hereinafter the “Relevant Accounts”), for the period

-1-
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of January 21, 2009 through February 1, 2013 (hereinafter the “Relevant Period”); and
(4) to conduct a forensic analysis of the device to determine whether the Device was
subject to intrusions or otherwise compromised.

2) You have confirmed that Phase One of your search will proceed as follows:

a. Your Technical Team (to include FBI technical personnel only), will review the
allocated space (i.e., active files) of the Device to search only for the PRN Files.
Neither the Technical Team nor anyone else will review during Phase One the
content of any pst files, or .ost files, or compressed files containing .pst or .ost
files that can be identified as created before June 1, 2014 or after January 31,
2015.

b. The Technical Team will review any files identified pursuant to subsection 2{(a)
above to determine whether they contain e-mails sent to or received from the
Relevant Accounts during the Relevant Period. The files that do not include
such e-mails will not be subject to any further review by anyone for any
purpose, unless they meet the criteria identified in Phase Two or for purposes
of aniintrusion analysis, both set forth below. '

¢. The PRN Files that include e-mails sent to, or received by, the Relevant Accounts
during the Relevant Period will be provided to a Filter Team, which will be
limited to two attorneys, one FBl agent, and one FBI analyst, none of whom are
members of the investigative team.!

d. The Filter Team will review the contents of any file they receive from the
process described in subsection 2(c) to identify and remove: (1) any privileged
material; and (2) any material they can determine is not an e-mail sent to, or
received by, the Relevant Accounts during the Relevant Period.

e. You will notify us of the results of Phase One of the search before proceeding
to Phase Two of the search.

f.  You will proceed to Phase Two of your search only in the event that the PRN
File containing approximately 62,000 emails from the former Secretary’s
clintonemail.com account is not identified in the allocated space of the Device.

3) You have confirmed that Phase Two of your search will proceed as follows:

a. The Technical Team will search the Device, including the Device's unallocated
space, to identify any e-mails, fragments of e-mails, files, or fragments of files:
{1) that include e-mails sent to, or received by, the e-mail addresses
hdr22@clintonemail.com and hrod17@clintonemail.com during the Relevant
Period or for which the date that the e-mail was sent or received cannot be
determined; and {2) that include e-mails sent to, or received by, the e-mail *
addresses hr15@att.blackberry.net and hr1S@mycingular.blackberry.net that

1 Should there be an extremely large volume of materials located on the Device and provided to the Filter

Team, we understand that the Department of Justice reserves the right to expand the number of Filter Team members
in order to avoid significant delay in the review process, i such an expansion were necessary, the Department of
Justice has agreed to inform us of this change.
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can clearly be identified as having been sent to, or received by, those accounts
during the Relevant Period.? Aside from the intrusion analysis described below,
neither the Technical Team nor anyone else will search or review the Device for
any other material or for any other purpose.

b. The Technical Team will review the results of the foregoing searches for the
purpose of removing any file or data that is not an e-mail or a fragment of an
e-mail sent to, or received by, the Relevant Accounts during the Relevant
Period. Aside from the intrusion analysis described below, such material will
not be further reviewed by the Technical Team or anyone else for any other
purpose.

¢. The remaining results of the search will be provided to the Filter Team, which
will review those results to identify and remove: (1) any privileged material; (2)
any material that, upon further review, is determined not to be an e-mail sent
to, or received by, the Relevant Accounts during the Relevant Period; and (3)
any material that, upon further review, is determined not to be a work-related
e-mail sent to, or received by, the e-mail account hrod17@clintonemail.com.
Aside from the intrusion analysis described below, such material will not be
further reviewed by anyone for any purpose.

4) You have confirmed that you will also conduct a forensic analysis of the Device to
determine whether the Device was subject to intrusions or otherwise compromised,
without reviewing the content of any user created files, including .doc, .xls, .pdf, .jpeg,
or e-mails not captured in the aforementioned searches.

As soon as the investigation is completed, and to the extent consistent with all FBI policies
and applicable laws, including the Federal Records Act, the FBI will dispose of the Device and any
printed or electronic materials resulting from your search. No part of this letter shall be read to
imply the consent to retrieve from the Device any data other than the data described above or to
conduct any search or review in any manner other than as described above.

Sincerely,

K Ay

Beth A. Wilkinson

2 If a large volume of e-mails from the hr15@att.blackberry.net and hr15@mvcingular.blackt—oerry.net accounts

-- for which a send or receive date cannot clearly be determined — are located, we understand that the Department
of Justice reserves the right to discuss further with counsel any additional search efforts that could be undertaken to
assess whether such e-mails were sent or received during the Relevant Period. The Department of Justice will not
undertake any such search without prior discusstons with counsel and an agreement with counsel as to the scope of,
and procedures to be used during, that additional search. |
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