United States Department of State

Washington, D.C. 20520

Dec":ember 3,2018

- ‘ Case No.: F-2018-01189

Sean Dunagan,

Judicial Watch, Inc. )
425 Third St., SW, Suite 800
Washington, D.C. 20024

Dear Mr. Duriagan:

I refer to our letter dated November 1, 2018 regarding the release of certain Department of State
material under the Freedom of Information Act (the “FOIA”), S U.S.C. § 552. The processing of
records is ongoing and has, thus far, yielded an additional 35 records responsive to your request.
After reviewing these documents, we have determined that 10 may be released in full, 17 may be
released in part, and 8 must be withheld in full.

All non-exempt material that is reasonably segregable from exempt material has been released in
the enclosed pages. An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made excisions, the applicable FOIA exemptions are
marked on each document. In some cases, two or more exemptions may-apply to the same
document. The documents that were withheld in full were withheld under FOIA Exemptions 1
and 5, 5 U.S.C. §§ 552(b)(1) and (b)(5).

The processing of your request is ongoing. If you have any questions, your attorney /may contact
Joshua Rogers, Assistant U.S. Attorney, at Joshua.Rogers3@usdoj.gov. Please refer to the
request case number, F-2018-01189, and the civil action number, 18-cv-01381, in all
correspondence about this request. L : , :

Smcerely,

Susan C. Weetman
Chief, Programs and Policies D1v1510n
Office of Information Programs and Services

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order (0 be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Miltary plans, systems, or operations

1.4(b) Foreign government information

[.4(c) Intelligence activilies, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national secunty,
including defense against transnational terrorism

1.4(1) U.S. Government programs for safeguarding nuclear materials or facilitics

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internzl personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, S0 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(¢c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concemning wells

Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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Obtained by Judicial Watch, Inc. via FOIA
C0661 3614 u.s. Department of State Case No. F-2018-01189 Doc No. C06613614 Date: 121‘03!2018

From: Bilge, Kerem S <bilgeks@state sgov.gov>

Sent: Friday, January 13, 2017 12:59 PM ,
To: Abbasi, Hera A <AbbasiHA@state sgov.gov>
Ce: Durakoglu, Naz <DurakogluN(@state.sgov.gov>; Schram, Zachary I

<SchramZI@state.sgov.gov>; Johnson, Hilary R <JohnsonHR@state. sgov gov>; Harris,
Katherine A <harriskal@state sgov.gov>

Subject: RE: Here's a sample Action Memo

OK, will do. . ' [RELEASE IN FULL)

“KSB

Official
UNCLASSIFIED

From: Abbasi, Hera A,
. Sent: Friday, January 13, 2017 12:33 PM
£ To: Bilge, Kerem S
.. €c: Durakoglu, Naz; Schram, Zachary I; Johnson, Hilary R; Harris, Katherine A
Subject: Here's a sample Action Memo '

Hi,

Here’s one that you could use as a model. it's to P for GAO (vice M for Hill). So just need to change that & rest of content
+ update attachments,

Clearance pages should be M, H, L, EUR.

Best, . ' !
Hera ‘

Official

This message is UNCLASSIFIED/‘:“Nemwhen separated from SieRded attachment(s)
Classified By: Hera Abbasi - Congressional Advisor, Office:H/RGF, Agency:U.S, Department of State
Declassify On: 1/13/2042 V ‘
Reasons: Derived Per DSCG.

UNCLASSIFIED U.S. Department.of State Case No. F-2018-01189 Doc No. C06613614 Date: 12/03/2018
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C06613620 U.S. Department of State Case No. F-201861185" 05 o ¥B6613620 Date: 12103/2018

Johnson, Hilary R </0=CLASSSTATE/QU=CBPC ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=JOHNSONHR>
Sent: Wednesday, January 18,2017 4:12 PM
Te: “Abbasi, Hera A <AbbasiHA@state.sgov.gov>; Durakoglu, Naz

<DurakogluN(@state.sgov.gov>; Harris, Katherine A <harriskal@state.sgov. gov>
Schram, Zachary I <SchramZI@state sgov.gov>; Thomas, Kenneth A
<xThomasKA@state.sgov.gov>; Prosser, Sarah E <ProsserSE(@state.sgov.gov>;
Lawrence, Elizabeth <LawrenceE2@state.sgov.gov>; Stanford Gregory S

<StanfordGS@state.sgov.gov> RELEASE IN PART
Subject: Clearance Request:.JF to SFRC Re: Document Request BS
Attach: JF to Corker and Cardin 19January2017.docx '

i

Hiall,

Please see attached for your clea rance the tra nsmuttal letter to accompany the documents to Senators Corker and

BS

Given that this is standard language, your clearance is requested NLT 10am tomorrow, January 19. Please let me know
if you have any questtons

Naz/Hera - can you please get EUR clearance?

Thank you,
Hilary

Official
UNCLASSIFIED

’Q‘{E}‘

UNCLASSIFIED U.S8. Department of étate Cése No. F-2018-01189 Doc No. C06613620 Date: 12/03/2018
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Obtained by Judicial Watch, Inc. via FOIA
CO 6 6136 2 5US. Department of State Case No. F-2018-01189 Doc No. C06613625 Date: 12!03f2018

From: Schram, Zachary I <SchramZI@state.sgov.gov>

Sent: Wednesday, January 18, 2017 4:52 PM

To: Johnson, Hilary R <JohnsonHR@state sgov.gov>; Abbasi, Hera A
<AbbasiHA@state.sgov.gov>; Durakoglu, Naz <DurakogluN(@state.sgov. gov> Harris,
Katherine A <harriskal@state sgov.gov>; Thomas, Kenneth A RELEASE IN
<xThomasKA(@state.sgov.gov>; Prosser, Sarah E <ProsserSE@state.sgov.gov>;

Lawrence, Elizabeth <LawrenceE2@state.sgov.gov>; Stanford, Gregory S T
<StanfordGS@state.sgov.gov> ‘ s

Subject: RE: Clearance Request: JF-to SFRC Re: Document Request

Looks good, thanks Hilary!

Official
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 4:12 PM

To: Abbasi, Hera A.; Durakoglu, Naz; Harris, Katherine A; Schram, Zachary I; Thomas, Kenneth A; Prosser, Sarah E;
Lawrence, Elizabeth; Stanford, Gregory S :
Subject: Clearance Request: JF to SFRC Re: Document Request

Hiall,

© Please see attached for your clearance the transmittal letter to accompany the documents to Senators Corker and
Cardin. The attached language is our standard transmittal language for classified documents to the Hill.l ' I

Given that this is standard Iahguage, your clearance is requested NLT 10am tomorrow, January 19, Please let me know - '
if you have any questions.

Naz/Hera — can you please get EUR clearance?
Thank you,
Hilary -~

Official
UNCLASSIFIED

UNCLASSIFIED U.S. Department of .State Case No. F-2018-01189 Doc No. C06613625 Date: 12/03/2018
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C06613627 U.S. Department of State Caé’é’tﬁge‘#bﬁd‘*i%@wgb‘:hdoc 0F866613627 Date: 12/03/2018

Lawrence, Elizabeth <LawrenceE2@étate.sgov. gov>

From:
Sent: Wednesday, January 18,2017 5:19 PM
To: Johnson, Hllary R <JohnsonHR(@state.sgov.gov> lRELEASE IN PART
.- Subject: RE: Clearance Request: JF to SFRC Re: Document Request BS
§ Attach: JF to Corker and Cardin 19January2017 (2).docx
 Official
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 4:12 PM
To: Abbasi, Hera A,; Durakoglu, Naz; Harris, Katherine A; Schram, Zacharyl Thomas, Kenneth A; Prosser, Sarah E
Lawrence, Elizabeth; Stanford, Gregory S

Subject: Clearance Request: JF to SFRC Ré: Document Request

Hiall,

Please see attached for your clearance the transmittal letter to a‘ccompany the documents to Senators Corker and

Cardin, The attached language is our standard transmittal language for classified documents to the Hill.

Given that thus is standard language, your clearance is requested NLT 10am tomerrow, January 19, Please let me know

tf yot have any questnons : /

Naz/Hera — can you please get EUR clearance?

Thank you,
Hilary

Official
UNCLASSIFIED

UNCLASSIFIED U.S. Departmeﬁt of State Case No. F-2018-01189 Doc-No. C06613627 . Date: 12/03/2018

BS

BS




Obtained by Judicial Watch Inc. via FOIA
C0661363 3 U.S. Department of State Case No. F-2018-01183 Doc No. C06613633 Date: 12/03/2018

Johnson, Hilary R </O=CLASSSTATE/QU=CBPC ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=JOHNSONHR>
Sent: Wednesday, January 18, 2017 6:09 PM
To: Stanford, Gregory S <StanfordGS@state.sgov.gov>
Ce: Schram, Zachary I <SchramZI@state sgov.gov>; Harris, Katherine A
<harriskal @state.sgov.gov> RELEASE IN PART
Subject: RE: Clearance Request: JF to'SFRC Re: Document Request B5
Attach: JF to Corker and Cardm 19January2017. docx

Hi Greg - please see the latest version of this letter attached.

Best,
Hilar
i Y

Official
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 5:33 PM

To: Durakogly, Naz; Abbasi, Hera A.; Harris, Katherine A; Schram, Zachary I; Thomas, Kenneth A; Prosser, Sarah E;
Lawrence, Elizabeth; Stanford, Gregory S

Subject: RE: Clearance Request: JF to SFRC Re: Document Request

Thank you, Naz. i . BS

Official
UNCLASSIFIED

From: Durakoglu, Naz - .
Sent: Wednesday, January 18, 2017 5 01 PM \
To: Johnson, Hilary R; Abbasi, Hera A.; Harris, Katherine A; Schram, Zachary I; Thomas, Kenneth A; Prosser, Sarah E;
Lawrence, Elizabeth; Stanford, Gregory S
. Subject: RE: Clearance Request: JF to SFRC Re: Document Request

Hillary- 1 clear on behalf of EUR/FO.

From: Johnson, Hilary R
Sent: Wednesday, January 18, 2017 4:12 PM
- To: Abbasi, Hera A,; Durakoglu, Naz; Harris, Katherine A; Schram, Zachary I; Thomas, Kenneth A; Prosser, Sarah E;
lLawrence, Elizabeth; Stanford, Gregory S
Subject: Clearance Request: JF to SFRC Re: Document Request

Hiall,

Pledse see attached for your clearance the transmittal letter to accompany the documents to Senators Corker and

Cardin. The attached language is our standard transmittal language for classified documents to the Hill. '
: , BS

Given that this is standard ldnguage, your clearance is requested NLT 10am tomorrow, January 19, Please let me know
if you have any questions,

. Naz/Hera —can you please get EUR clearance?
.

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. CO6613633 Date: 12/03/2018




C06613633 U.S. Department of State CRORE BISHDIAS Bo'R5 06613633 Date: 12/03/2018

Thank you,
Hilary

Official
UNCLASSIFIED

~ UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No..C06613633 Date: 12/03/2018
"
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C06613638 U.S. Department of State Case No. 2201861185 "Doc oF%I0681 3638 Date: 12/03/2018

Johnson, Hilary R </O=CLASSSTATE/OU=CBPC ADMINISTRATIVE

From: . GROUP/CN=RECIPIENTS/CN=JOHNSONHR> .
Sent: Wednesday, January 18,2017 7:13 PM , '
To: - Stanford, Gregory S <StanfordGS@state.sgov.gov>
Ce: , Schram, Zachary I <SchramZI@state sgov. gov> Harris, Katherine A
<harriskal(@state.sgov.gov>
Subject: RE: Clearance Request: JF to SFRC Re: Document Request
Thank you! RELEASE IN PART
= BS
Official
UNCLASSIFIED

From: Stanford, Gregory S ’

Sent: Wednesday, January 18, 2017 6:39 PM

"To: Johnson, Hilary R

Cc: Schrdm, Zachary I, Harris, Katherine A

Subject: RE: Clearance Request: 3F to SFRC Re: Document Request

| clear for M.,

_ Official
UNCLASSIFIED :

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 6:09 PM

To: Stanford, Gregory S

Cc: Schram, Zachary I; Harris, Katherine A

Subject: RE: Clearance Request: JF to SFRC Re: Document Request

Hi Greg - please see the latest version of this letter attached.

Best,
Hilary

Official
-UNCLASSIFIED .

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 5:33 PM

To: Durakoglu, Naz; Abbasi, Hera A.; Harris, Katherine A; Schram, Zachary I, Thomas, Kenneth A; Prosser, Sarah E;
Lawrence, Ellzabeth Stanford, Gregorys

Subject: RE: Clearance Request: JF to SFRC Re: Document Request

Thank you, Naz. ‘ : ‘ ’ BS

Official
UNCLASSIFIED

From: Durakogiu, Naz
Sent: Wednesday, January 18, 2017 5:01 PM
To: Johnson, Hilary R; Abbasi, Hera A.; Harris, Katherine A; Schram, ZacharyI Thomas, Kenneth A; Prosser, SarahE

UNCLASSIFIED U.S. Department of State Case No. F-2018-01188 Doc No. C06613638 Date: 12/03/2018
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e by Judi e
C066136 38 u.s: Department of State Case No. F2015.01188 Do No. G

o)>

6613638 Date: 12/03/2018

Lawrence, Elizabeth; Stanford, GregoryS
Subject: RE: Clearance Request: JF to'SFRC Re; Document Regquest

Hillary- t clear on behalf of EUR/FO.

From: Johnson, Hilary R 3

Sent: Wednesday, January 18, 2017 4:12 PM , '

To: Abbasi, Hera A.; Durakoglu, Naz; Harris, Katherine A; Schram, Zachary I; Thomas, Kenneth A; Prosser, Sarah E;
Lawrence, Elizabeth; Stanford, Gregory S

Subject: Clearance Request: JF to SFRC Re: Document Request

. Hiall,

Please see attached for your clearance the transmittal letter to accompany the documents to Senators Corker and
Cardin. The attached language is our standard transmittal language for classified documents to the Hill.

Given that this is standard language, your clearance is requested NLT 10am tomorrow, January 19. Please fet me know
if you have any questions, : :

Naz/Hera —can you please get EURdearance?

Thank you,
Hilary

Official
UNCLASSIFIED

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C0B613638 Date: 12/03/2018

«
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‘ Obtained by Judicial Watch, Inc. via FOIA
CO 661363 9 U.S. Department of State Case No.F-2018-01189 Doc No. C06613639 Date: 12f0312018

Johnson, Hilary R </O=CLASSSTATE/OU=CBPC ADMINISTRATIVE

From: " GROUP/CN=RECIPIENTS/CN=JOHNSONHR>
Sent: Wednesday, January 18, 2017 7:14 PM :
To: Lawrence, Elizabeth <LawrenceE2(@state.sgov.gov>; Schram, Zachary I
<SchramZI@state.sgov.gov> [RELEASE IN PART
Subject: JF to Corker and Cardin 19January2017 BS
~ Attach: JF to Corker and Cardin 19Janum'y2017.qocx

Attached is the fully cleared letter for tomorrow — we are only waiting{ ‘ ]

[ | . ~ - B5

Best,

Hilary

Official
UNCLASSIFIED

UNCLASSIFIED U.S. Department of State Case No: F-2018-01189 Doc No. CO6613639 Date: 12/03/2018




C066168817ED U.S. Department of State” Case 1o ¥-30181 783 Vo No. coss16881 Date: 1210312018

From: Abbasi, Hera A <Abb'asiHA@state. gov>

, , LEA |
Sent: Wednesday, December 21, 2016 1:04 PM ‘ {RE EASE IN FULL
To: . Schram, Zachary I <SchramZI@state.gov>; Johnson, Hilary R
+ <JohnsonHR@state.gov>; Agurkis, Julie <AgurkJsJ@state gov>; H CCU s
<H_CCU(@state.gov> : '
Ce: Kramer, Rori A <KramerRA@state gov>; Johnston, Amy L
£ : <JohnstonAL@state gov>; Dueholm, Katherine O <DueholmKO@state gov>
) Subject: . Fw: letter from Sen Cardin ,
Attach: . 12-16-16 BLC letter to Nuland requesting information on Russian cyber
© attacks.pdf

For doc request tasking piease

From: Murphy, Damian (Foreign Relations) <Damian Murphy@fc)iezgn senate.gov>
. Sent: Wednesday, December 21, 2016 12:08 PM .
To: Abbasi, Hera A; Kramer, Ron A - -
Cc: Durakoglu, Naz
Subject: letter from Sen Cardm

Hera: please see the attached letter to Sec Nuland. Please let me know if you have any questions.

Damian

|
2

A # UNCLASSEFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616881 Date: 12/03/2018
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| Watch | a FOIA
C06616887ED U.S. Department of Statg Bel RN EaLais" CJ1n1C 89" Doc No. C06616867 Date: 12/03/2018

December 16,:2016

‘The Honorable Vncmrla Nuland [RELEASE IN FULL)
Assistant. Secrctary ' « :
Bureau of Europe-and Furasian Affairs ) ' ’

o U.S: Department of*State )
.;-2201 ¢ Sth

i,
E
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E‘
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39/
&~
<

' Dear-Assistait Secretary Nuland:

I-am writing to, request all cable traffic detaili ing Russian cyber: altacks, mali gn mﬂucncc and
-disinforinatiol: campaigns wmldwzde In particular, I am: :seeking Lablcs and. correspondence
‘associated with-and'in response (0. requests regarding the Russia Malign Influence: Grouip. and
its findings in the EUR region,

It is critically i important that Senators have insight into.the nature of these attacks and scale of
-Russran'eﬂom to-use:maly gn tcchmques and influence i pursuing its foreign policy
‘objectives. 1look forward to: working with’ ‘you-and the-Jead burcau,. EUR, ofi this request-and
‘wouild urge for the completion of delivery by January 15,2016, ' , s

‘Sincerely,

Benjamini L. Cérdin
Ranking Member

% UNCLASSIFIED U.S. Departmeht of State Case No. F-2018-01189 Doc No. C06616887 Date: 12/03/2018
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CO66168897ED U.S. Department of Stétebt&réesdeb & F3018B1788 Bt No. C06616889 Date: 12/03/2018

{

From: Reed, Roxanne <ReedR2@state.gov>
Sent; Wednesday, December 21, 2016 3:22 PM
To: , Schram, Zachary 1 <SchramZI@state,gov>; Abbasi, Hera A
' <AbbasiHA@state.gov>; Johnson, Hilary R <JohnsonHR@state.gov>; Agurkis,

Julie <AgurkisJ@state gov>; H_CCU <H_CCU(@state.gov> 3

Ce: | Kramer, Rori A <KramerRA@state.gov>; Johnston, Amy L
' <JohnstonAL@state.gov>; Dueholm, Katherine O <DueholmKO@state gov>
Subject: RE: Eetter from Sen Cardm :
Will do. Thank you. ’ RELEASE IN PART |
: BS

Official '
UNCLASSIFIED
- romschram,Zachary e e

Sent: Wednesday, December 21, 2016 3:16 PM

To: Reed, Roxanne; Abbasi, Hera A; Johnson, Hilary R; Agurkis, Julie; H CCU
Cc: Kramer, Rori A; Johnston Amy L; Dueho!m Katherine O .
Subject: RE: letter from Sen Cardin

H please.
Official
? ¥ UNCLASSIFIED

From: Reed, Roxanne

Sent: Wednesday, December 21, 2016 2:27 PM
To: Abbasi, Hera A; Schram, Zachary I; Johnson, Hilary R; Agurk|s, Julue, H_CCU
‘ “% ﬁ' Cc: Kramer, Rori A; Johnston, Amy L; Dueholm, Katherine O
s Subject: RE: letter from Sen Cardin ,

|

Official
UNCLASSIFIED

From: Abbasi, Hera A

Sent: Wednesday, December 21, 2016 1:04 PM

To: Schram, Zachary I; Johnson, Hilary R; Agurkis, Julie; H_CCU
Cc: Kramer, Rori A; Johnston, Amy L; Dueholm, Katherme (0]
Sub;ect. Fw; letter from Sen Cardin

For doc request tasking please

From: Murphy, Damian (Foreign Relations) <Damtan Murohv@forelqn senate.qov>
Sent: Wednesday, December 21, 2016 12:08 PM

To: Abbasi, Hera A; Kramer, Rori A - :

Cc: Durakoglu, Naz

Subject: letter from Sen Cardin

- UNCLASSIFIED U.S. Department of State Case No. F-2018-01_;189 Doc-No. C08616889 Date: 12/03/2018

B5




C066168891ED U.S. Department of Stal8'354RNE E875 0 184® B2 No. Coe616889 Date: 12/03/2018

Hera: please see the attached letter to Sec Nuland. Please let me know if you have any questions.
\ v
Damian A

UNCLASSIFIED Us. E)_epar‘fment of State ‘Case No. F-2018-01189" Doc No. C06616889 Date: 12/03/2018

e




C066169007ED U.S. Department of State Case No. F-2018-01189 Boc No. C06616900 Date: 12103/2018

Obtained by Judicial Watch, Inc. via FO

From: Frifield, Julia E <Frifield]@state.gov>
Sent: Thursday, January 5, 2017 10:08 AM
To: . Abbasi, Hera A <AbbasiHA@state.gov>; Johnson, Hilary R

<JohnsonHR@state.gov>; Harris, Katherine A <HarrisKA2(@state.gov>; Wier,
Anthony D <WierAD@state. gov>; Kramer, Rori A <KramerRA@state.gov>;
Gillis, Lauren M <GillisLM@state.gov>; Schram, Zachary I

RELEASE IN PART

‘<SchramZI@state.gov>
- Ce: . Dueholm, Katherine-O <DueholmKO@state. gov>; Bulgrin, Julie K BS
: <BulgrinJK @state.gov>; Lawrence, Elizabeth <LawrenceE@state. gov>
Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner
Sorry ~ v ‘ }

' Official - SBU
UNCLASSIFIED

From: Abbasi, Hera A
-Sent: Thursday, January 05, 2017 10:07 AM

To: Johnson, Hilary R; Harris, Katherine A; Frifield, Julia E; Wier; Anthony D; Kramer, Rori A; Gillis, Lauren M; -

Schram, Zachary 1
Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth
Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner

Thanks! : :
i (Hnlary & Zach—1 both tried you just now a few times but your Qutlook prof:ie says you’re busy.}

Official - SBU
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Thursday, January 05, 2017 9:56 AM

To: Abbasi, Hera A; Harris, Katherine A; Fri ﬁeld Julia €; Wier, Anthony D; Kramer, Ron A; Gillis, Lauren M;
Schram, Zachary I

Cc: Dueholm, Katherine O; Bulgrm Julie K; Lawrence, Elizabeth

Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner

Adding back Schram.

Official - SBU
UNCLASSIFIED

From: Abbasi, Hera A

Sent: Thursday, January 05, 2017 9: 55 AM

To: Harris, Katherine A; Frifield, Julia E; Johnson, Hilary. R; Wier, Anthony D; Kramer, Rori A; G1 is, Lauren M
"Ce: Dueholm, Katherine Q; Bulgrin, Julie K; Lawrence, Elizabeth :

Subject: RE; For Immediate Review - Call Sheet for S Call with Senator Warner -

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616900 Date: 12/03/2018

BS

BS

B5




. Ob d by Judi | FOIA
C0661 £9007ED U.S. Department of Stats té'SSe Rio" 801881 180" Doz No. C08616900 Date: 12/03/2018

" ‘ . : | | A ‘ | B5

Official - SBU
UNCLASSIFIED

From: Harris, Katherine A

Sent: Thursday, January 05, 2017 9:54 AM

To: Frifield, Julia E; Johnson, Hilary R; Abbasi, Hera A; Wier, Anthony D; Kramer, Rori A; Gillis, Lauren.M
Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth

Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner

AN . i . .
( , ‘ B5
: . ' )
- Official - SBU
4 UNCLASSIFIED
S
From:; Frifield, Julia E . : .

Sent: Thursday, January 05, 2017 9:51 AM

To: Johnson, Hilary R; Abbasi, Hera A; Wier, Anthony D; Kramer Rori A; Gillis, Lauren M
}‘ 8 Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth; Harris, Katherine A
o . Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner

We got it last night from Jim Wolf {I asked him for it because he was going to Dan Smith)

Official ;.
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Thursday, January 05, 2017 9:49 AM .

To: Abbasi, Hera A; Wier, Anthony D; Frifield, Julia E; Kramer Rori A; Gillis, Lauren M
Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth; Harris, Katherine A
Subject: RE: For Immediate Review - Call Sheet for S Call with Senator Warner

+ Katherine
Does anybne have the original letter?

Official
UNCLASSIFIED

From: Abbasi, Hera A

Sent: Thursday, January 05, 2017 9:47 AM  ~

To: Wier, Anthony D; Frifield, Julia E; Kramer, Rori A; GI"IS Lauren M

Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth; Johnson, Hilary R -
Subject: RE: For Immediate Review - qul Sheet for S Call with Senator Warner

-+ Hilary
Yes, EUR is absolutely willing to provide the docs asap.

I told Cardin’s folks {including Jessica L.) a few weeks ago that the process is long. Can we ensure that there are
' 1

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. 008816900 Date: 12/03/2018
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no holdups on ourend? -

v tog

Official

* UNCLASSIFIED

From: Wier, Anthony D

Sent: Thursday, January 05, 2017 9:31 AM o .

To: Frifield, Julia E; Kramer, Rori A; Gillis, Lauren M; Abbasi, HeraA : o
Cc: Dueholm, Katherine O; Bulgrin, Julie K; Lawrence, Elizabeth : N -

Subject: FW: For Immediate Review - Call Sheet for S Call with Senator Warner

'UNCLASSIFIED U.S. Dépar‘tment of State Case No. F-2018-01189 Doc No. C06616900 Date: 12/03/2018

_This iust.came across my transom. 1 gather this resembles asimilar Cardin reauest { 5
B
\ - -
More concerning to me is whether you all knew about a call sheet request for Senator Warner...
Official
UNCLASSIFIED
From Pitterle, Elissa G
Sent: Thursday, January 05, 2017 9:01 AM t
To: H_Staffers; EUR-StaffAssistants
. Cc: Gillis, Lauren M; Wier, Anthony .D; Green Eric F Bilge, Kerem S
Subject: For Inmediate Review - Call Sheet for S Call with Senatczr Warner
Colleagues: S Specials have asked for a call sheet as soon as possible for an 5 calliwith Seriator Warner to discuss
the attached letter that we received yesterday evening. Senator Warner is asking the Department to produce
intelligence reports and other documents related to Russian efforts to influence the recent U.S. electlon Please
. review and provide clearance/comments as soon as possibie. )
H,‘can you add a bio sheet? |
Elissa Pitterle, Director s
/INR/OPS
202-647-1463
3
[ )
» -
3
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From: - = Schram, Zachary I <SchfamZI@state, gov>

Sent Monday, January 9, 2017 12:01 PM RELEASE INFULL).
To: Frifield, Julia E <F nﬁeldJ@state gov> :

Subject: Russia requests

Attach: - H20161221=000.pdf; 170104 Letter to Secretary of State Kerry re Russxan Efforts
“ to Influenc... pdf ,

Two requests: 1. Cardin; 2. Warner.

McCaskill request was about ethics vetting.
Official
"UNCLASSIFIED

P
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- RELEASE W FULL

" UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C08616917 Date: 12/03/2018 - ..
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Obtained by Judicial Watch, Inc. via FOIA
CO 661 6 92 3 IED U.S. Department of State &ase No. F-2018- 01 189 Doc No. CO6616923 Date: 12/03/2018

The Honotable John Kerry

Secretary . [RELEASE IN FULL
.S De partiment of State” ' e i
2201 C Strect, NW i
‘Washington, D.C, ”0‘3”0
Dear Secrétary Kerry,
=
Given LhL immense impor tanw of un :L:rstandmg Ruwan efforts to mﬂuenu,
% the recent TiS election, and given the nCcd' ~the e Select Committee on
Im»lhvenu o fu!h p forin its over s&ht duties, we request ,}141: you provide the
tollowmw E ‘
e ‘Any t.z,n.z,shed inte lhmnw products produced by vour a,g.,gmv on the topic of”
Raisi nﬁan nvolvement 1 the ”016 US- dnc‘nons '
e All raw intelligence wllcct.cd by your: agency thcu supports the finished

mtelligence products referenced above;

e All cablu OF suzah/cd reporting produced by the Mahgn Inﬂuame Wou.k_::_i;ng;
Gioup. . ,

d 10 Lhe (~0m-m1uw no Jatu than
a:C asey of the Committee

We ask that the reqiieste d items be subn it
lanuary 19, 2017, For questions, please coritact Mr. Mik
staff at . 202- 224‘..,1 7()() ’

Sincerely.,

Mark R. Waaer

Vice Chairman

¢er Chairman Richaid Burr
Assistant Scu‘-eidn Victoria Nuldnd
Ambassador Dantel Smith

UNCLASSIFIED U.S. Department of State Case No.'F-20'1,8-O118V9 D.(:)C No. C06616923 Date: 12/03/2018"




.C 0661 69361ED US Department of Staf@iERREK YA 1989 TTWNo. COB616936 Date: 12/03/2018

From: - Abbasi, Hera A. <AbbasiHA@staté.sgov.gov> -

_ Sent: Friday, January 13, 2017 11:58 AM | RELEASE IN PART

To: Bilge, Kerem S <bilgeks@state.sgov.gov> BS

Ce: " Durakoglu, Naz <DurakogluN@state.sgov.gov>; Schram Zachary I
<SchramZI@state sgov.gov>; Harris, Katherine A <harri skal@state Sgov.gov> .

Subject: RE: Cardin-Warner Inquiry

BS

| don’t have a template but adding others who may.

Official - SBU ~
UNCU\SSIFIED

From; Bllge Kerem S

Sent: Friday, January 13, 2017 11;55 AM ~
To: Abbasi, Hera A.

Cc: Durakoglu, Naz

Subject: Cardin-Warner Inquiry

Hera:
Can you please send me a template for the A-memo to M for release of documents from the last time we did

one of these? | can adapt it to the Cardin-Warner inquiry and send it around for clearance while the clearers are
reading the cables.

I saw Jim Gresser this morning and he is reading the cables. ’ I

B5

| can call the clearers as well, but want to have something concrete to say in terms of a deadiine.

Thanks. . ) ) : k o

KsB

Official - SBU
LKJNCLASSIFIED

UNCLASSIFIED U.S. Department of State Ca;e,e No. F-2018-01189 Doc-No. C06616936 Date: 12/03/’2018
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From: Prosser, Sarah E <ProsserSE@state sgov.gov>
Sent: - Wednesday, January 18, 2017 5:24 PM
-Te: ’ Johnson, Hilary R <JohnsonHR@state sgov.gov>; Abbasi, Hera A.

<AbbasiHA@state.sgov.gov>; Durakoglu; Naz <DurakogluN@state.sgov. gov>
Harris, Katherine A <harriskal@state sgov.gov>; Schram, Zachary I
<SchramZI@state.sgov.gov>; Thomas, Kenneth A

<xThomasK A@state sgov.gov>; Lawrence, Elizabeth
<LawrenceE2(@state.sgov.gov>; Stanford, Gregory S

_ <StanfordGS@state.sgov.gov> g:LEASE IN PART
Subject: RE: Clearance Request: JF to SFRC Re: Document Request

Attach: JF to Corker and Cardin 19January2017.docx

A few edits are attached.

Best wishes,
Sarah -

Official
UNCLASSIFIED

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 4:12 PM

To: Abbasi, Hera A.; Durakoglu, Naz; Harris, Katherine A; Schram Zachary I; Thomas, KennethA Prosser, Sarah
E; Lawrence, Ehzabeth Stanford, Gregory S

Subject: Clearance Request: JF to SFRC Re: Document Request

Hi all,

Please see attached for your clearance the transmittal letter to accompany the documents to Senators Corker
and Cardin. The attached language is our standard transmittal language for classified documents to the Hill.| ] B5

Given that this is standard language, your clearance is requested NLT 10am tomorfow January 19. Please let
me know if you have any questions.

Naz/Hera — can you please get EUR clearance?

'Thank you,

Hilary
Official o
UNCLASSIFIED -

1

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616940 Date: 12/03/2018
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From:
Sent:
To:

Ce:

Subject:

_ Durakoglu, Naz <DurakogluN@state.gov>

Thursday, January 19, 2017 8:57 AM
Thomas, Kenneth A <ThomasKA@state.gov>; Abbasi, Hera A

C06616946 IED U.S. Department of Stat€"C55% e #5018 165" Hod No. cos6 16946 Date: 12/03/2018

<AbbasiHA@state.gov>; Johnson, Hilary R <JohnsonHR@state.gov>; Bnlge
Kerem S <BilgeK S@state.gov>; Schram, Zachary I <SchramZI@state.gov>;
Harris, Katherine A <HarrisKA2(@state.gov>; Green, Eric F <greene@state gov>

Lawrence, Elizabeth <LawrenceE@state.gov>
Alto, Hayward M <AltoHM(@state.gov>
Re: Cables/M-CARDIN LETTER

RELEASE IN PART

BS

Sent from my BlackBerry 10 smartphone

From: Thomas, Kenneth A

Sent: Thursday, January 19, 2017 8:41 AM .
To: Abbasi, Hera A; Durakogiu, Naz; Johnson, Hilary R; Bxlge, Kerem S; Schram Zachary I; Harris, Kathenne A;
Green, Eric F; Lawrence, Elizabeth

Cc: Alto, Hayward M

Subject RE: Cables/M-CARDIN LETTER

Thanks,
KAT

From: Abbasi, Hera A
Sent: Thursday, January 19, 2017 8:35 AM

To: Thomas, Kenneth A; Durakoglu, Naz; Johnson, Hilary R; B:lge, Kerem S; Schram, Zachary I; Harris, Katherine
A; Green, Eric F; Lawrence, Eli zabeth
Cc: Alto, Hayward M

Subject: Re: Cables/M-CARDIN LETTER

From: Thomas, Kenneth A
Sent: Thursday, January 19, 2017 8:32 AM , )
To: Durakoglu, Naz; Johnson, Hilary R; Bilge, Kerem S; Schram, Zachary I Harns, Kathenne A; Abbas», Hera A;
Green, Eric F; Lawrence, Elizabeth

. Cc: Alto, Hayward M
Subject: RE: Cables/M-CARDIN LETTER

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616946 Date: 12/03/2018

B5

BS
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Thank you, Kerem.}

From: Durakoglu, Naz

Sent: Thursday, January 19, 2017 8:28 AM

To: Thomas, Kenneth A; Johnson, Hilary R; Bilge, KeremS Schram Zachary I; Harris, Katherine A; Abbasa, Hera
A; Green, Eric F; Lawrence, Elizabeth

Cc: Alto, Hayward M

Subject: Re: Cables/M-CARDIN LETTER

Thanks!{

} can meet anytime between 10-12 today.bl will need the package by latest 2 pm today for delivery.

Sent from my BlackBerry 10 smartphone

From: Thomas, Kenneth A

Sent: Thursday, January 19, 2017 8:24 AM

To: Johnson, Hilary R; Bilge, Kerem §; Durakoglu, Naz; Schram, Zachary I; Harris, Katherine A; Abba51 Hera A;
Green, Eric F; Lawrence, Elizabeth

Cc: Alto, Hayward M '

Subject: RE: Cables/M-CARDIN LETTER

Hi Guys,

From: Johnson, Hilary R.

Sent: Wednesday, January 18, 2017 8:21 PM :

To: Bilge, Kerem S; Durakoglu, Naz; Schram, Zachary I; Harris, Katherine A; Abbasi, Hera A; Green, Eric F;
Lawrence, Elizabeth

Cc: Alto, Hayward M; Thomas, Kenneth A ) ‘

Subject: RE: Cables/M A

Best,
Hilary

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616946 Date: 12/03/2018
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C06616946 .

@3 ?g‘

Kerem—']‘ . ' . , , . BS

Official
UNCLASSIFIED

From: Bilge, Kerem S

Sent: Wednesday, January 18, 2017 8:19 PM

To: Johnson, Hilary R; Durakoglu, Naz; Schram, Zachary I; Harns, Katherine A; AhbaS|, Hera A; Green, Eric F;
Lawrence, Elizabeth .

Cc: Alto, Hayward M; Thomas, Kenneth A

Subject: Re: Cables/M

Highest class is SECRET/NOFORN ) o ; o B5

KsB

Sent from my BlackBerry 10 smartphone +

From: Johnson, Hilary R

-Sent: Wednesday, January 18, 2017 8:08 PM

To: Durakoglu, Naz; Schram, ZacharyI Harris, i(athenne A; Abbasn Hera A; Bilge, Kerem S; Green, Eric F;

Lawrence, Elizabeth ) )
.Cc: Alto, Hayward M; Thomas, Kenneth A : o :
Subject: RE: Cables/M ‘ :

Thank you.

Best,
Hilary

Official L o | . o

UNCLASSIFIED

From: Durakoglu, Naz

Sent: Wednesday, January 18, 2017 7:35 PM

To: Johnson, Hilary R; Durakoglu, Naz; Schram, Zachary I; Harris, Katherine A; Abbasn, Hera A; B:Ege, Kerem S;
Green, Eric F; Lawrence, Elizabeth

Ccy Alto, Hayward M; Thomas, Kenneth A

Subject: Re: Cables/M

Classification level for EUR docs is S. ] N '
I l ) . _ - BS

Sent from my BlackBerry 10 smartphone.

From: Johnson, Hilary R

Sent: Wednesday, January 18, 2017 7: 14 PM :
To: Durakoglu, Naz; Schram, Zachary I, Harris, KathermeA Abbasi, Hera A; Bﬂge KeremS Green, Eric F;
Lawrence, Elizabeth

Cc: Alto, Hayward M; Thomas, Kenneth A~

Subject: RE: Cables/M

" UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616946 Date: 12/03/2018
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k '\.

Thanks, Naz!

P - . 4

Official
UNCLASSIFIED

From: Durakoglu, Naz

-Sent: Wednesday, January 18, 2017 6:29 PM :

To: Schram, Zachary I; Harris, Katherine A; Abbasi, Hera A; Bilge, Kerem S; Green, Eric F; Lawrence, Elizabeth
Cc: Alto, Hayward M; Thomas, Kenneth A; Johnson, Halary R

Subject: Re: Cables/M

Also, H Team, Toria Just sent a note saying that she saw Julia tomght Looks like | will be your courier
tomorrow. :)

;2 ¢
RN
f Sent from my BlackBerry 10 smartphone

From: Schram, Zachary 1

Sent: Wednesday, January 18, 2017 6:14 PM

To: Harris, Katherine A; Durakoglu, Naz, Abbasi, Hera A; Bilge, KeremS Green ErscF Lawrence Elizabeth
Cc: Alto, Hayward M; Thomas, Kenneth A; Johnson, Hilary R :

Subject: RE: Cables/M

Thank all.] . ’ 4 Please clear on the
cover letter on the high side if you haven't already.

Best,
-Zack-

Official
UNCLASSIFIED

From: Harris, Katherine A

" Sent: Wednesday, January 18, 2017 6:12 PM
To: Durakoglu, Naz; Abbasi, Hera A; Bilge, Kerem S; Green, Eric F; Lanence, Elizabeth
Cc: Alto, Hayward M; Thomas, Kenneth A; Johnson, Hilary R; Schram, Zachary I

. Subject: RE: Cables/M

+ Ken, Zack, and Hilary

Official N o
UNCLASSIFIED :

From: Durakoglu, Naz

Sent: Wednesday, January 18, 2017 5:32 PM )

To: Harris, Katherine A; Abbasi, Hera A; Bilge, Kerem S; Green, Enc F; ‘Lawrence, Elizabeth
Cc: Alto, Hayward M

Subjéct: Cables/M

"~ UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616946 Date: 12/03/2018

r




N
-~

' )4 6IED U.S. Department of StA8BER N4 F0878 01565 B2 No. C06616946 Date: 12/03/2018 -
C06616946 .

i

All- FYI, I just spoke to Hayward. : ‘ . B5

Thanks,
Naz

" Naz Durakoglu
Senior Advisor to the Assistant Secretary
Bureau of European and Eurasian Affairs
DurakogluN@state.gov
(202) 647-6770

Official
UNCLASSIFIED

/

/
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From: " Thomas, Kenneth A <ThomasK A@state. gov> .

Sent: Thursday, January 19, 2017 9:18 AM o

To: Johnson, Hilary R <JohnsonHR@state.gov> ’ g?—BEsASE IN PART
Cc: - Schram, Zachary I <SchramZI@state gov> ——

Subject: RE: HIGH SIDE REQUEST Clearance of transmlttal ]etter ,

\ . » A ~ '

Thanks.

ZACK: bver to you. KAT _ ’

o ohnson,HnaryR et ‘
Sent: Thursday, January 19, 2017 9:18 AM ' : ’ , ¢
To: Thomas, Kenneth A

Subject: RE: HIGH SIDE REQUEST: Clearance of transmittal letter

¢ © B5
. ) !
i

Official :

UNCLASSIFIED

FromThomas L
Sent: Thursday, January 19, 2017 9:11 AM

To: Johnson, Hilary R

Subject: RE: HIGH -SIDE REQUEST: Clearance of transmittal letter

%
Cheers, N

From: Johnson Hilary.R

Sent: Thursday, January 19, 2017 9:08 AM

To: Thomas, Kenneth A

Subject: RE: HIGH SIDE REQUEST: Clearance of transmittal letter,

Thanks for clearing on th&s Ken. Sarah also prov;ded her clearance on the high side yesterday, so-we're good to

g0 ©

Official ‘ i DN
UNCLASSIFIED ‘

From: Thomas, Kenneth A “

Sent: Wednesday, January 18, 2017 4:19 PM

To: Johnson, Hilary R »
Subject: RE: HIGH SIDE REQUEST: Clearance of transmlttal letter : ;

SUPER WELL DONE!!! Thanks, KAT

v

UNCLASSIFIED U.S. Departmeht of State Case No. F-2018-01189 Doc No. C06616948 Date: 12/03/2018
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[ ¢
From: Johnson, Hilary R )
Sent: Wednesday, January 18, 2017 4:15 PM ) : '
To: Abbasi, Hera A; Harris, Katherine A; Schram, Zachary I; Durakoglu, Naz; Prosser, Sarah E; Thomas, Kenneth
A; Stanford, Gregory S; Lawrence, Elizabeth :
Subject: HIGH SIDE REQUEST: Clearance of transmittal letter
Importance: High ' .
Hi all,
Flagginglthat I'sent you a high side request for clearance of the draft transmittal letter to send documents to
Senators Corker and Cardin. Please note the language in the draft is standard transmittal language.

Your clearance is requested no later than 10am tomorrow, but noting many people are téleworking tomorrow,
earlier clearance is certainly welcome. Pléase let me know if you are teleworking and would like me to send it
to someone else in your absence.  ~
Hera/Naz - could you please get EUR clearance?

Best, : 7
Hilary : ]

N
Hilary R. Johnson

Congressional Advisor
Bureau of Legislative Affairs
United States Department of State
Office: {202) 647-0609 ’ A ' ‘ ’ .
] | o B
Official ‘

UNCLASSIFIED o R
1
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] &

From: Schram, Zachary | <SchramZi@state.gov>

Sent: Thursday, January 19, 2017 9:38 AM - RELEASE iN PART

To: Durakoglu, Naz <DurakogluN @state.gov>; Abbasi, Hera A : B85

<AbbasiHA@state.gov>; Lawrence, Elizabeth <lawrenceE@state.gov>
Cc: ‘ Gillis, Lauren M <GillisLM@state.gov> -
Subject: Re: Clarification on| , |

No, just EUR cables, o ' : -y

From: Abbasi, Hera A <AbbasiHA@state.gov>

Date: January 19, 2017 at 9:33:07 AM EST

To: Schram, Zachary | <SchramZ|@state.gov>, Durakoglu, Naz <DurakogluN@state gov>, Lawrence
Elizabeth <LawrenceE@state gov>

Ce: Gillis, Lauren M <GillisLM@state.gov>

Subject: Re: Clarification on| ]

Zach,

Thanks!

From: Schram, Zachary I

Sent: Thursday, January 19, 2017'9:25 AM

To: Durakoglu, Naz; Lawrence, Elizabeth

Cc: Gillis, Lauren M; Abbasi, Hera A

Subject: Re: Clarification on number of packages

From:lDurakoglu, Naz <DurakogluN@state.gov>

Date: January 19, 2017 at 9:21:25 AM EST

To: Lawrence, Elizabeth <LawrenceE@state.gov>, Schram, Zachary | <SchramZ|@state.gov>
Cc: Abbasi, Hera A <AbbasiHA@state.gov>, Gillis, Lauren M <GillisLM@state.gov>

Subject: Clarification on| {

Hi Zach
As you.may have heard f wnll be carrymg over the cables to the Hill,

UNCLASSIFIED U.S. Department of State Case No. F-2018—0118§ Doc No. C068616957 Date: 12/03/2018
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Thanks,
Naz

Sent from my BlackBerry 10 smartphone.

UNCLASSIFIED U.S: Department of State Case No. F-2018-01189 Doc No. C06616957 Date: 12/03/2018
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C06616959

/

From: : H_Staffers <H_Staffers@state.gov>

: ‘ RELEASE IN PART
Sent: Thursday, January 19, 2017 11:.07 AM : B5 . -
To: Durakoglu, Naz <DurakogluN@state.gov>; Lawrence, Elizabeth

<LawrenceE@state.gov>; Abbasi, Hera A <AbbastA@state gov>; Schram,
- Zachary I <SchramZl@state gov>

. Ce: Gillis, Lauren M <GillisLM@state.gov>; H_Staffers <H_Staffers@state.gov>;
: * EUR-StaffAssistants <EUR-StaffAssistants@state.gov>; Heffern, John A
<Heffern] A@state. gov> ) ‘ :
Subject: RE: Clarification onj ] . . B5 .
Attach; 2017 115th Congress.docx; Procedures for Sending Classified Material to '

Congress - 115th CONGRESS (in progress).docx .

Per your High Side request, I'm attaching here our latest info on mailing labels and putting together Classified
packages for Congress. An example classified receipt is included in the latter document. ‘

This is in progress as we confirm more information with new committees and their chairs/ranking
members/staffs.

However the'instructions for how to put together a classified package are on our Duplopedla page {see headlng
”Sendmg Classified Material to Congress”). This is what we refer drafting bureaus to when they drop off their -
envelopes. .

-

~ Yvonne said she asked you to call her if anyone has questions (7-1807).
-Rishi
Rishi Kapoor

Staff Assistont | Bureau of Legislative Affairs (H) 1 HST 7531
Office: 202-647-1712 | KopoorR(@state.gov

Official - SBU
UNCLASSIFIED

From: Durakoglu, Naz
Sent: Thursday, January 19, 2017 10:00 AM
. To: Lawrence, Elizabeth; Abbasi, Hera A; Schram, Zachary I
Cc: Gillis, Lauren M; H_Staffers; EUR-StaffAssistants; Heffern, John A : , ,
. Subject: RE: Clarification on | | _ , B5S

+PDAS Heffern

Official . ,
UNCLASSIFIED : ' . _ -
From: Durakoglu, Naz

Sent: Thursday, January 19, 2017 9:50 AM

To: Lawrence, Elizabeth; Abbasi, Hera A; Schram, Zachary I

Cc: Gillis, Lauren M; H_Staffers; EUR-StaffAssistants

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616958 Date: 12/03/2018
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Subject: Re: Clarification on| |

Yot No. CO8616959 Date: 12/03/2018

B5

Sent from my BlackBerry 10 smartphone.

"~ From: Lawrence, Elizabeth
Sent: Thursday, January 19, 2017 9:37 AM
To: Abbasi, Hera A; Durakoglu, Naz; Schram, Zachary I
Cc: Giliis, Lauren M; H_Staffers: EUR-StaffAssistan
Subject: RE: Clarification on

BS

BS

Official
UNCLASSIFIED

" From: Abbasi, Hera A
Sent: Thursday, January 19, 2017 9:34 AM
To: Durakoglu, Naz; Lawrence, Elizabeth; Schram, ZacharyI -
Cc: Gillis, Lauren M; Abbasi, Hera A; H_Staffers; EUR-StaffAssistants
- Subject: Re: Clarificationon| ]

3

B5 .
B5

From: Durakoglu, Naz V

Sent: Thursday, January 19, 2017°9:33 AM

To: Lawrence, Elizabeth; Schram, Zachary I .
Cc: Gillis, Lauren M; Abbasi, Hera A; H_Staffers; EUR-StaffAssistants
Subject: Re: Clarification on S

+ EUR Staff Assistants

BS

BS

Sent from my BlackBerry 10 smartphone.

- From: Lawrence, Elizabeth :
Sent: Thursday, January 19, 2017 9:30 AM
To: Schram, Zachary I; Durakoglu, Naz

Cc: Gillis, Lauren M; Abbasi, : .
Subject: RE: Clarification.on ‘

B5

BS

UNCLASSiFIED U.S. Department of State Case No. F-2018-01189

Doc No. C06616959 Date: 12/03/2018
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Official
UNCLASSIFIED

From: Schram, Zachary I - f

Sent: Thursday, January 19, 2017 9:26 AM ) ‘

To: Durakeglu, Naz; Lawrence, Elizabeth

Cc: Gillis, Lauren M; Abbasi, Hera A

Subject: Re: Clarification on

From: Durakoglu, Naz <DurakogluN@state gov> .

Date: January 19, 2017 at 9:21:25 AM EST S 4

To; Lawrence, Elizabeth <LaWrenceE@state gov>; Schram, Zachary | <SchramZl@state.gov>
Cc: Abbasi, Hera A <AbbasiHA@state.gov>, Gillis, Lauren M <GillisLM@state.gov>

Subject: Clarification on |-

Hi Zach, -
As you may have heard, | will be carrying over the cables to the Hill.

Thanks,
Naz

Sent from-my BlackBerry 10 smartphone.

B5 .

B5

B5

BS .
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The Honorable Benjamin L. Cardin
Committee on Foreign Relations
United States Senate
721 Hart Senate Office Building

The Honorable Bob Corker, Chairman .
Committee on Foreign Relations
United States Senate
721 Hart Senate Office Building

. The Honorable Edward R. Royce, Chairman
Committee on Foreign Affairs
House of Representatives
2170 Rayburn House Office Building

The Honorable Eliot L. Engel
‘Comumittee on Foreign Affairs
House of Representatives
2170 Rayburn House Office Building

The Honorable Paul Ryan
Speaker of the House of Representatives
H-232 Capitol Building

The Honorable Trey Gowdy,Chairman
Select Committee on Benghazi
1036 Longworth House Office Building

The Honorable Benjamin L. Cardin
Committee on Foreign Relations
United States Senate
721'Hart Senate Office Building

The Honorable Bob Corker, Chairman
Committee on Foreign Relations ~
United States Senate
721 Hart Senate Office Building

The Honorable Edward R. Royce, Chairman
Comumittee on Foreign Affairs
House of Representatives
2170 Rayburn House Office Building

The Honorable Patrick I. Leahy, -
Vite Chairman
Committee on Appropriations
United States Senate
§-125 Hart Senate Office Building

The Honorable Thad Cochran
Chairman
Committee on Appropriations
United States Senate
S-128The Capitol Building

The Honorable Rodney Frelinghuysen, Chairman -

Commiltee on Appropriations
House of Representatives
H-307 The Capitol Building

The Honorable Nita M. Lowey
Committee on Appropriations
House of Representatives’

1016 Longworth House Office Building

t

The Honorable Orrin G. Hatch,Chairman
Committee on Finance
United States Senate
219 Dirksen Senate Office Building,

The Honorable Ron Wyden
Committee on Finance
United States Senate
216 Dirksen Senate Office Building

The Honorable Patrick I. Leahy,
Vice Chairman
Committee on Appropriations
United States Senate
S-125 Hart Senate Office Building

The Honorable Thad Cochran
Chairman
Conunittee on Appropriations
United States Senate
. 8-128 Capitol Building

The Honorable Rodney Frelinghuysen, Chairman
Commutiee on Appropriations
House of Representatives
H-307 Capitol Building

I3

. C06616960 Dafe:' 12/03/2018

The Honorable Patrick J. Leahy
Subcommittee on State, Foreign
Operations, and Related Programs
Committee on Appropriations
United States Senate
125 Hart Senate Office Building

The Honorable Lindsey O. Graham, Chairman
Subcommittee on State, Foreign
Operdtions, and Related Programs
Committee on Appropriations

- United States Senate
127 Dirksen Senate Office Building

The Honorable Harold D. Rogers, Chairman
Subcommittee on State, Foreign
Operations, and Related Programs
Committee on Appropriations
. House of Representatives
HT-2 The Capitol Building

RELEASE IN
“IFULL

The Honorable Elijah Cummings
Select Committee on Benghazi
B241 Longworth House Office Building

The Honorable Joseph R. Biden, Jr.
President of the Senate
S-212 Capitol Building

The Honorable Patrick J. Leahy
Subcommittee on State, Foreign
Operations, and Related Programs
Committee on Appropriations
United States Senate
125 Hart Senate Office Building

The Honorable Lindsey O. Graham, Chairman
Subcommittee on State, Foreign
Operations, and Related Programs
Committee on Appropriations
United States Senate
127 Dirksen Senate Office Building

The Honorable Harold D. Rogers, Chairman
Subcommiitee on State, Foreign
Operations, and Related Programs
Committee on Appropriations
House of Representatives
HT-2 Capitol Office Building

UNCLASSIFIED U.S. Department of State Case No. F-2018-01189 Doc No. C06616960 Date: 12/03/2018
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The Honorable Eliot L. Engel
Comnittee on Foreign Affairs
House of Representatives
2170 Rayburn House Office Building

The Honorable Mac Thornberry,
Chairman
Committee on Armed Services
House of Representatives
2216 Rayburn House Office Building

The Honorable Adam Smith
Committee on Armed Services
House of Representatives
~ 2216 Rayburn House Office Building

The Honorable Jack Reed
Committee on Armed Services
: United States Senate
228 Russell Senate Office Building

The Honorable John McCain, Chairman
Comunittee on Armed Services
United States Senate
228 Russell Senate Office Building

The Honorable Devin Nunes, Chairman
Permanent Select Committee on
Intelligence
House of Representatives
HVC-304 The Capitol Building

The Honorable Adam Schiff
Permanent Select Committee on
Intelligence
House of Representatives
HVC-304 The Capitol Building

The Honorable Mark Warner
Select Committee on Intelligence
United States Senpate |
211 Hart Senate Office Building

The Honorable Richard Burr, Chairman
Select Committee on Intelligence
United States Senate
211 Hart Senate Office Building

The Honorable Nita M. Lowey
Committee on Appropriations
) House of Representatives
1016 Longworth House Office Building

\

The Honorable Kay Granger, Chairwoman
Subcommittee on Defense
Committee on Appropriations
House of Representatives
H 405 The Capito! Building

The Honorable Pete Visclosky
Subcommittee on Defense
Committee on Appropriations -
House of Representatives
1016 Longworth House Office Building

The Honorable Richard I, Durbin
Subcommittee on Defense
Committee on Appropriations
United States Senate
122 Dirksen Senate Office Building

The Honorable Thad Cochran, Chairman
Subcommittee on Delense
Committee on Appropriations
United States Senate
122 Dirksen Senate Office Building

The Honorable Robert Goodlatte, Chairman
Committee on the Judiciary
House of Representatives
2138 Rayburn Office Building

The Henorable John F. Conyers, Jr.
" Committee on the Judiciary
House of Representatives
B-351 Rayburn House Office Building

The Honorable Dianne Feinstein
Comumittee on the Judiciary
) United States Senate
152 Dirksen Senate Office Building

AN

\

The Honorable Chuck Grassley, Chairman
Committee on the Judiciary
United States Senate
224 Dirksen Senate Office Building

The Honorable Orrin Hatch
President Pro Tempore
United States Senate
$-125 The Capitol Building

The Honorable Michael McCaul, Chairman
Committee on Homeland Security
House of Representatives
H2-176 Ford House Office Building

The Honorable Bennie G. Thompson
Committee on Homeland Security
House of Representatives
H2-117 Ford House Office Building -

The Honorable Claire McCaskill
Committee on Homeland Security
and Government Affairs
United States Senate
344 Dirksen Senate Office Building

The Honorable Ron Johnson, Chairman
Commitiee on Homeland Security
and Government Affairs
United States Senate
340 Dirksen Senate Office Building

The Honorable Kevin Brady, Chairman
Committee on Ways and Means
House of Representatives
1102 Longworth House Office Building

The Honorable Richard E. Neal
Committee on Ways and Means
House of Representatives
1102 Longworth House Office Building .

The Honorable Jason Chaffetz, Chairman
Committee on Oversight and
Government Reform
House of Representatives
2157 Rayburn House Office Building

The Honorable Elijah Cummings
Committee on Oversight and
- Government Reform -
House of Representatives
2471 Rayburn House Office Building
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. The Honorable Jeb Hensarling, Chairman
Committee on Financial Services
House of Representatives
2129 Rayburn Housc Office Building

The Honorable Maxine Waters
Committee on Financial Services
- House of Representatives
4340 O’Neill Federal Office Building

The Honorable Lisa Murkowski,
- Chairwoman
Committee on Energy and Natural Resources
United States Senate
304 Dirksen Senate Office Building

The Honorable Maria Cantwel
Chairwoman
Committee on Energy and Natural Resources
. United States Senate
. 304 Dirksen Senate Office Building

The Honorable Robert Aderholt,Chairman
Committee on Agriculture
House of Representatives
1301 Longworth House Office Building

The Honorable Pat Roberts, Chairman
Committee on Agriculture, Nutrition,
' and Forestry
United States Senate
328A Russell Senate Office Building

" The Honorable Debbie Stabenow
Comunittee on Agriculture, Nutrition,
and Forestry
United States Senate
328A Russell Senate Office Building

The Honorable Collin Peterson
Committee on Agriculture
House of Representatives
1305 Longworth House Office Building:
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The Honorable Sherrod Brown
Committee on Banking, Housing and
Urban Affairs - '
i United States Senate
534 Dirksen Senate Office Building .’

The Honorable Fred Upton, Chairman
Committee on Energy and Commerce
House of Representatives
2125 Raybum House Office Building

The Honorable Kevin McCarthy
. House Majority Leader
House of Representatives
H-107 The Capitol

The Honorable Mitch McConnell
" Senate Majority Leader
Uniled States Senate
317 Russell Senate Office Building

The Honorable John Thune, Chairman
Committee on Commerce, Science
and Transportation -
United States Senate
512 Dirksen Senate Office Building

The Honorable Bill Nelson
Committee on Commerce, Science
and Transportation d
United States Senate .
254 Russell Senate Office Building

T ..

The Honorable Michael D. Crapo, Chairman
Committee on Banking, Housing and
Urban Affairs
United States Senate
534 Dirksen Senate Office Building

The Honorable Frank Pallone, Jr.
Committee on Energy and Commerce
House of Representatives
2322A Rayburn House Office Building

The Honorable Nancy Pelosi
House Minorily Leader
House of Representatives
H-204 The Capitol

The Honorable Charles E. Schumer
Senate Minority Leader
United States Senate

S-221 The Capitol

§
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‘CO66169647ED U.S. Department of State Gase No. Ul eteh e VREOI | 06616964 Date: 12/03/2018
From: Durakoglu, Naz <DurakogluN@state. gov$
Sent: ~ Thursday, January 19, 2017 2:26 PM : RELEASE IN PART
To: EUR-StaffAssistants <EUR-StaffAssistants@state. gov>; Bilge, Kerem S BS

Vi

<BilgeK S@state.gov>; Green, Eric F <greene@state. gov>

- Ce: EUR-Staff Assistants <EUR-StaffAssistants@state.gov>; Schram, Zachary I
<SchramZl@state.gov>; Robinson, Christopher T <RobinsonCT@state.gov>;

EUR-RUS-DL <EUR-RUS-DL@state.gov>
Subject: . Re: New TOC Needed ASAP

That's should say 4 copies.

Sent from my BlackBerry 10 smartphoné...

From: EUR-StaffAssistants

Sent: Thursday, January 19, 2017 2:25 PM

To: Bilge, Kerem S; Durakoglu, Naz; Green, Eric F .

Cc: EUR-StaffAssistants; Schram, Zachary I; Robinson, Christopher T; EUR-RUS-DL
Subject: RE: New TOC Needed ASAP

Thanks, we'll look for it.

Official
UN CLASSIFIED

From: Bilge, Kerem S i
Sent: Thursday, January 19, 2017 2:24 PM
To: Durakoglu, Naz; Green, Eric F

- Cc: EUR-StaffAssistants; Schram, Zachary I; Robinson, Christopher T; EUR~RUS DL

Subject: RE: New TOC Needed ASAP

'OK, | will update the TOC and send it to the staffers on CLASSNET.

KsB

Official
UNCLASSIFIED

From: Durakoglu, Naz. . .
Sent: Thursday, January 19, 2017 2:21 PM
To: Bilge, Kerem S; Green, Eric F

" Cc: EUR-StaffAssistants; Schram, Zachary 1

Subject: New TOC Needed ASAP

Piease provide to staffers... Staffers print S copies for the packages

\

BS
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N A . B5
" Sent from h'\y BlackBerry 10 smartphone.
/o
A
1
¥
. ) ,
1 op
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From: Bilge, Ker.em S <BilgeK S@state.gov> - IRELEASEIN
Sent: - Thursday, January 19, 2017 2:29 PM - ‘ . PART B§
To: Durakoglu, Naz <DurakogluN@state.gov>; Green, Eric F <greene@state.gov>
Ce: EUR-StaffAssistants <EUR-Staff Assistants@state.gov>; Schram, ZacharyI
o <SchramZI@state.gov>
Subject: RE: New TOC Needed ASAP
Updated and sending now. . B5

Ks8

Official V
UNCLASSIFIED

From: Durakoglu, Naz

Sent: Thursday, January 19, 2017 2:27 PM
To: Bilge, Kerem S; Green, Eric F

Cc: EUR-StaffAssistants; Schram, Zachary 1
Subject: Re: New TOC Needed ASAP

BS

Sent from my BlackBerry 10 smartphone. -

From: Bilge, Kerem S

Sent: Thursday, January 19, 2017 2:25PM
To: Durakoglu, Naz; Green, Eric F

Cc: EUR-StaffAssistants; Schram, Zachary I
Subject: RE: New TOC Needed ASAP

BS

KsSB

Official
UNCLASSIFIED

From: Durakoglu, Naz -

Sent: Thursday, January 19, 2017 2:23 PM

To: Bilge, Kerem S; Green, Eric F
Cc: EUR-StaffAssistants; Schram, Zachary I
Subject: Re: New TOC Needed ASAP

"Kerem" or RUS please provide... very time sensitive,

Sent from my BlackBerry 10 smartphone.

From: Durakoglu, Naz

A
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‘ Sent: Thursday, January 19, 2017 2:21 PM
To: Bilge, Kerem S; Green, Eric F
& g Cc: EUR-StaffAssistants; Schram, Zachary I
Y fP Subject: New TOC Needed ASAP
Please provide to staffers... Staffers print S copies for the pat:ka_ges '
N - , . o B5
)
Sent from my BlackBerry 10 smartphone.
3

/
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From: Durakoglu, Naz <DurakogluN@state.gov>

Sent: . Thursday, January 19, 2017 2:44 PM ~
To: Bilge, Kerem S <BilgeK S@state.gov>; Green, Eric F <greene@state.gov>
Ce: EUR-StaffAssistants <EUR- Staﬁ‘Ass1stants@state gov>; Schram, Zachary I

: <SchramZI@state gov>
Subject: ~ Re! New TOC Needed ASAP

Thank you! ' | V ~ [RELEASE INPART

Sent from my BlackBerry 10 smartphone

From: Bilge, Kerem S

Sent: Thursday, January 19, 2017 2: 32PM

To: Durakoglu, Naz; Green, Eric F

Cc: EUR-StaffAssistants; Schram, Zachary 1
. Subject RE: New TOC Needed ASAP

' Updated TOC sent to staffersi_ ‘ ' ‘ ‘

KSB

Ofﬁcial
UNCLASSIFIED

From: Durakoglu, Naz : .
Sent: Thursday, January 19, 2017 2:27 PM
* To: Bilge, Kerem S; Green, Eric F
Cc: EUR-StaffAssistants; Schram, Zachary 1
Subject: Re: New TOC Needed ASAP

B5

~ Sent frorﬁ' my BlackBerry 10 smar{phpne.

From: Bilge, Kerem S

Sent: Thursday, January 19, 2017 2:25 PM i
To: Durakoglu, Naz; Green, EricF '

Cc: EUR-StaffAssistants; Schram, Zachary I

Subject: RE; New TOC Needed ASAP

BS

KSB

Official
UNCLASSIFIED |
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From: Durakoglu, Naz

Sent: Thursday, January 19, 2017 2:23 PM -
. To: Bilge, Kerem S; Green, Eric F ) ' .

Cc: EUR-StaffAssistants; Schram, Zachary 1 : _

Subject: Re: New TOC Needed ASAP ‘

"Kerem" or RUS please provide... very time sensitive.

- Sent from my BlackBerry 10 smartphone.

From: Durakoglu, Naz oo
_ Sent: Thursday, January 19, 2017 2:21PM”
F To: Bilge, Kerem S; Green, Eric F : '
f Cc: EUR-StaffAssistants; Schram, Zachary 1 _ !
Sub]ect New TOC Needed ASAP :
Please provide to staffers... Staffers print S copies for the packages
r N\

Sent frpm my BlackBerry 10 smartphone.
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