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3. References to “target” will be understood to refer to the user(s) of a tasked facility.

C. —Mm'i’ursuant to 50 U.S.C. §§ 1806(a), no information acquired pursuant to FISA
may be used or disclosed by Federal officers or employees except for lawful purposes.

~ Information acquired pursuant to section 702 concerning United States persons may be used and
disclosed by Federal officers and employces without the consent of the United States persons
only in acqordance with these minimization procedures. These procedures do not apply to
publiciy available information concerning United States persons, nor do they apply to

. information that is acquired, retained, or disseminated with a United States person’s consent. In
addition, except for the provisions set forth below regarding the handling of information that is
acquired in a manner inconsistent with certain of the limitations set forth in section 702(Db), the
use or disclosure of information as described in Section IILF.1. of these procedures, attomey-
client comlﬁmiéations, the use of FISA-acquired information in eriminal proceedings in the
United S’ratés and fdreign countries, and the dissemination of raw FISA-acquired information to
other agencies, these procedures do not apply to information concerning non-United States
persons.
D. —(SANP-These procédmes adopt the definitions set forth in 50 U.S.C. § 1801, including
those for the terms “foreign intelligence information” and “United States person.” For purposes
of these procedures, if an individual is known to be located in the United States, he or she should
be presumed to be a United States person unless the individual is identified as an alien who has
not been admitted for petmanent residence or cireumstances give rise to the reasonabie belief
that the individual is not 2 United States person. If an individual is known to be located outside
the United States, he or she should be presumed to be a non-United States person unless the

individual is identified as a United States person or circumstances give rise to the reasonable
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belief tﬁm the individual is a United States person. If it is not known whether an individual is
located in or outside of the United States, he or she should be presumed to be a non-United
Staieé person unless the individual is identified as a United States person 6:‘ circumstances give
risc to the reasonable belief that the individual is a United States person.

E. (U) If FBI personnel, which, for the purposes of these procedures, includes all
‘contractors and others authorized to work under the direction and control of the FBI on FISA~
related mattérs, encounter a situation that they believe requires them to act inconsistently with
these procedures in order to protect the national secuﬁty of the United States, enforce the
criminal law, or protect life or property from serious harm, those bersonnel immediately should
contact FBI Headquarters and the Office of Intelligence of the National Security Division of the
Department of Justice (NSD) to request that these procedares be modified. Any modification to
these procedures must be made in accordance ﬁrith 50 U.S.C. § 1881a(i)(1)(C).

F. (U) If, in order to protect against an immediate threat to human life, the FBI determines
that it must take action in apparent departure from these procedures and that it is not feasible to
obtain a timely modification of these procedures in accordance with 50 U.S.C. § 1881a(i)(1)(C),
the FBt shall report that activity promptly to the NSD, which shali notify the Foreign Intelligence
Surveillance Court (FISC) promptly of such activity. |

G. =={S=Nothing in these procgdures shall restrict the FBI’s performance of lawiul
oversight functions of its personnel or systerns, or lawful oversight ﬁmct%ons of the NSD, Office
of the Director of National Intelligence (ODNI), or the applicable Offices of th¢ Inspectors
General. Addiﬁonally? nothing in these procedures shall prohibit the retention, précessing, or
dissemination of information reasonably necessary to combly with specific constitutional,

judicial, or legislative mandates. Similarly, and notwithstanding ény other section in these
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communication that are accessible to any end user electronically or in hard copy. Any electronic

copies of the communication that are not available to any end user but are available to a systems
administrator as an archival back-up will be restricted and destroyed in accordénce with normal §
business practices and will not be made available to any other person. In the event FBI archival
back-up data is used to restore an electronic and data storage system, the FBI will ensure that the
previously deleted communication will not be accessible to any user and will be deleted from

any stofzige system.

IiL. (U) RETENTION

Al (U) Retention — Storage of FISA-acquired Information.

(U) The FBI must retain all FISA-acquired information under appropriately secure

conditions that Jimit access to such information only to authorized users in accordance with these

and other applicable FBI procedures. These retention procedures apply to FISA-acquired _ P
information retained in any form. FBI electronic and data storage systems may permit muitiple
authorized users to access the information simuitaneously or sequentially and to share FISA-
acquired information between systems.

i R aw FISA-acquired information” is FISA-acquired information that (a) is in

the same or substantially same format as when the FBI acquired it, or (b) has been processed

only as necessary to tender it into a form in which it can be evaluated to determine whether it

reasonably appeas to be foreign intelligence information, to be necessary to understand foreign
intelligence information or to assess its importance, or to be evidence of a crime. Ilusteative

examples of raw FISA-acquired information include audio recordings of intercepted

communications (including copics thereof); soft or hard copies of e-maﬂs_

PNl et
5 ' {
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_ electronic storage media; verbatim transiations of documents or
communications; and intercepted coﬁnmmioations that have been processed into the form of
“tech cuts” but have not been evaluated to determine whether the tech cuts reasonably appear to
be foreign intelligence information, to be necessary to understand foreign intelligence
information or to assess its importance, or to be evidence of a crime.

m———ym\ 11y commutiication acquired through the targeting of a person who at the time
of targeting was reasonably believed to be a non-United States person located outside the United
States but is in fact located inside the United States at the time such communication is acquired
or is subsequently determined to be a United States person will be removed from F BI systems
upon recognition, unless the Director or Deputy Director of the FBI specifically determines in
writing on a communication-by-communication basis that such communication is reasonably
belicved tb contain significant foreign intelligence information, evidence of a crime that has been,
is being, or is about to be committled, or information retained for cryptanalytic, traffic analytic, or
signal exploitation purposes. Notwithstandiﬁg the above, if any such communications indicate -
that a person targeted under section 702 has entered the United States, nothing in these
procedures shall prevent the FBI from refaining and providing to the National Security Agency
(NSA) and Central Intelligence Agency (CIA) technical information derived from such
communication for collection avoidance purposes. |

- B. (U) Retention — Access to FISA-acquired Information.

—(S#AF=The FBL may grant access to FISA-acquired information to all authorized

personnel in accordance with policies established by the Director, FBI, in consultation with the

Attorney General or a designee. The FBI’s policies regarding access will vary according to
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whether a particular storage system contains raw FISA-acquired information, will be consistent
with the FBI’s foreign intelligence information-gathering and information-sharing
responsibilities, and shall include provisions:

1. Permitting access to FISA-acquired information only by individuals who require

access in order to pe-rférm their job duties or assist in a lawful and authorized governmental

function;

2. Requiring the FBI to maintain accurate records of all persons to whom it has
granted access; | |

3. Requiring the FBl to maintain accurate records of all persons who have accessed

raw FISA-acquired information, and to audit its access records regularly to ensure that raw
FISA-acquired information is only acgessed by authorized individuals, including FBI personnel
aﬁd the individuals referenced in Sections ITLF and VI.A of these procedures;

4, Requiring training on these procedures and the FBIs policies regarding access to
raw FISA-acquired infbrmﬂﬁon; and

5. Requiring the primary case agent(s) and his/her/their designees (hereinafter “case
coordinator(s)”) to céntrol the matking of information in a particular case in accordance with
FB.I policy. A marking, for example, would include an indication that the information is or is not
foreign intelligence.

g The FBI shall provide such policies to the Court when these procedures go into
effect. Thereafter, the FBI shall provide any new policies or mai;:rially modified policies to the
Court on a semiannual basis. -

—{S//Nt~The FBI may make raw FISA-acquired information available {o authorized

personnel on a continuing basis for review, translation, analysis, and use in accordance with

(RN S Al 22 L AFAR A SR TR TR L BT R TR AT IV
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these procedures. Authorized pe:soimel may continue to access raw FISA-acquired information
to determine whether it reasonably appears to be foreign intelligence information, to be
necessary to understand foreign intelligence information or o assess its importance, or to be
evidence of a crime notwithstanding the fact that other FBI personnel previously may have -
reviewed such information and determined that it did not reasonably appear to be foreign
intelligence information, to be necessary to understand foreign intelligence information or to
assess its importance, or to be evidence of a crime at the time of such review.

6, =it} respect to information acquired pursuant to section 702 of the Act,
only those FBI personnel who ha;re received training on the application of these “Minimization
Procedures Used by the Federal Bureau of Investigation in Copnection with Acquisitions of |
‘Foreign Tntelli gence Information PWt to Section 702 of the Foreign Intelligence
Surveillance Act of 1978, as Amended” may Ee designated as case coordﬁmtor& All FBI
personnel having access to information acquired pursuant to section 702 of the Act will be
informed of and provided access 1o these min:imizaﬁon procedures.

C. (U) Retention — Review and Use of FISA-acquired Information.

1. (U) General Provisions.

—5/AN- FBI personnel with authorized access to raw FISA-acquired information may
review, translate, analyze, and use all such information only in accordance with these procedures
and FISA and only for the purpose of determining whether it rea;sonably appears to be foreign
intelligence information, to be necessary to understand foreign intelligence information or to
assess its importance, or to be evidence of @ crime. Such personnel shall exercise reasonable

judgment in making such determinations.
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=&/ FBI personnel with authorized access may copy, transcribe, summarize, review,
or analyze raw FISA-acquired information orly as necessary to evaluate whether it reasonably
appears to be foreign intelligence information, to be necessary to understand foreign intelligence
information or assess its importance, or to be evidence of a crime. Once FBI personnel have
assessed that raw FISA-acquired information meets one of these criteria, the FB1may retain that
information for further investigation and analysis and may disseminate it in accordance with
these procedures. Pursuant to 50 U.S.C. §§ 1801(h)(3) and 1821(4)(C), however, information
that is assessed to be evidence of a crime but not to be foreign intelligence or ueccssary to
understand foreign intelligence may only be retained and disseminated for law enforcement
purposes. The FBi shall identify FISA-acquired information in its storage systems, other than
those used solely for link analysis of metadata, that has been reviewed and meets these
standards.? If the FBI proposes to use any storage system that is incapable of meeting these -
requirements, the FBI shall follow th'c procedures set forth in Section LE.

(U) Before using FISA-acquired information for further investigation, analysis, or
di33emh1aﬁ6n, the FBI shall é.trike, or substitute a characterization for, information of or
concerning a United States person, including that person’s identity, if it does not reasonably
appear to be foreign intelligence information, to be necessary to understand or assess the
importance of foreign intelligence information, or to be evidence of a crime.

(U) The FBI may disseminate copies, transcriptions, summaries, and other documen’;s
containing FISA-acquired information only in éccordance with the dissemination procedures set

forth in Section V below.

el Al though the FBI need not mark metadata as mesting the retention standards or as having been
disseminated, the FBI must still assess whether the metadaia meets the requirements for dissemination pursuant to
. Section V prior to actuaily disseminating the information.

SR CRBENOFORMN - 2040—
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=S/ The FBI shall retain FISA-acquired information that is not foreign intelligence

information that has been reviewed and reasonably appears to be exculpatory or impeachment

material for a criminal proceeding, or reasonably appears to be discoverable in a criminal

proceeding, and shall treat that information as if it were evidence of a crime.

2.

(U) Sensitive Information.

%—Particular care should be taken when reviewing information that is sensitive -

information, as defined below. No sensitive information may be used in an analysis or report

(such as an Elecironic Commurication (EC)) unless it is first determined that such information

reasonably appears to be foreign intelligence information, necessary to understand foreign

intelligence information or assess its importance, or evidence of a crime. Information that

reasonably appears to be foreign intelligence information, necessary to understand foreign

intelligence information, or necessary to assess the importance of foreign intelligence

information may be retained, processed, and disseminated in accordance with these procedures

even if it is sensitive information. Information that reasonably appears to be evidence of a crime

may be rétained, processed, and disseminated for law enforcement purposes in accordance with

these procedures, even if it is sensitive information. Sensitive information consists of;

(@)
(b)

©

(@

. (e).

®

Religious activities of United States persons, including consultations with clergy;

Educational and academic activitics of United States persons, including
consultations among professors or other teachers and their students;

Political activities of United States persons, including discussions with Members
of Congress and their staff, and other elected officials;

Activities of United States persons involviag the press and other media;
Sexual and other highly personal activities of United States persons;
Medical, psychiatric, or psychotherapeutic activities of United States persons; and

— i
0
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(g)  Matters pertaining to United States minor children, including student requests for
information to aid in academic endeavors.

D. === Retention — Queries of Electronic and Data Storage Systems Containing
Raw FISA-acquired Information.

m—rrrer={sers who are authorized to have access to raw FISA-acquired information may
query FBI electronic and data storage systems that contain raw F [SA-acquired information to
find, extract, review, translate, and assess whether such information reasonably appears to be

foreign intelligence information, to be necessary to understand foreign intelligence information

or assess its importance, or to be evidence of a crime. —

To the extent reasonably feasible, authorized users with access to raw FISA-acquired
information must design such queries to ﬁ-nd arnd extract foreign intelligence information or
evidence of a crime.’ Authorized users with access to raw FISA-acquired information may
process the results of an appropriate query in accordance with Section IIL.C above. The FBI
shall maintain recerds of all searches, including search terms, used by those with access to raw
Fi SA-acqqired information to query such systems. For purposes of this section, the term query
does not include a user’s search or query of an FBI electroniﬁ and data storage system that
contains raw FISA-acquired information, where the user does not receive the raw FISA-éoquired

information in response to the search or query cither because the aser has not been granted

=erspsy It is & routine and encouraged practice for the FBI to query databases containing lawfully acquired
information, including FISA-acquired information, in furtherance of the FBT's authorized imelligence aund law
enforcement activities, such as assessments, investigations and intelligence colieation. Section TILD governs the
conduct of such queries. Examples of such querics include, but are not limited to, queries reasonably designed to
ideniify foreign intelligence information or evidencs of 2 crime related to an ongoing authorized investigation or
reasonably designed queries conducted by FBI pessonnel in making an initial decision to open an assessment
concerning a threat to the national secutity, the prevention of or protection apainst a Federal crime, or the coliection
of foreign intelligence, as authorized by the Attorney General Guidelines. These examples are illustrative and
neifher oxpand nor restrict the scope of the queries authorized in the language above.

11
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access to the raw FISA-acquired information,” or because a user who has been granted such
access has limited the query such that it cannot return raw FISA-acquired information.
—{S$7"RTrUsers authorized to access FBI electronic and data storage systoms that contain
“metadata” may query such systems to ﬁnd, extract, and analyze “metadata” periaining to
communications. The FBI may also use such metadata to analyze comﬁlunications and may
upload or transfer some or all such metadata to other FBI electronic and data storage systems for
authorized foreign intelligence or law enforcement purposes. For purposes of these procedures,
“metadata” is dialing, routing, addressing, or signaling information associated with a
communication, but does not include information conce:ming the élxbstance, purport, or meaning
of the communication.
E. —(S7TrRetention of Attorney-Client Communications.

m——( "5 soction governs the retention of attorney-client communications. The
subparagraphs relating to attorney-client communications apply regardless of whether such
communications are of or concerning U.S. persons. FBI personnel shall consult as appropriate
with FBI Division Counsel, the FBI Office of General Counsel, or the NSD to determine whether

a conununication is privileged.

Y Lt N3 ) al
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- The purpose of the notification is to alert others who may review this information

that they may encounter privileged communications.®

2. ——fp =T arget charged with a non-Federal crime in the United States and
nersons other than a target charged with a crime in the United States. '

| eyl B1 monitors and other personnel with access to FIS A-acquired information
shall be alert for communications that may be (1) between a target who is charged with a non-
Federal crime in the United States and the attorney representing the individual in the criminal
matter, or (ii) between a persoﬁ other than a target charged with a crime in the United States and
the attorney representing the individual in the criminal matter. As soon as FBI personnel know
that a target is charged with a non-Federal crime in the United States or someone other than the
| target who apﬁears to regularly use the targeted facility, place, premises or property is charged
with a crime in the United States, they will notify the Chief Division Counsel, FBI Office of
General Counsel, and the NSD to determine whether supplemental procedures or a separate
monitoring team are required. In the absence of such supplemental procedures or a separate
monitoring feam, as soon as FBI pcrsénnel recognize that they have acquired a communication
between (i) a target who is charged with a non-Federal crime in the ﬁnited States and the
" attorney representing the individual in the criminal matter, or (ii) a person other than a target

charged with a crime in the United States and the a‘ctomej’ representing the individual in the

criminal matter, the FBI shall implement procedutes that inchude the following:

D e i o bt e At 1 4
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—he FBI shall ensure that whenever any user reviews
information or communications acquired || ||| GGG -k 2 o av FBI

electronic and data storage system containing raw FISA-acquired information, that user receives

electronic notification that attorney-client communications have been acquired during the search

or surveillance.” The purpose of the notification is to alert others who may review this

information that they may encounter privileged communications.

AN 4 s e v AV

3. =—Swaee=Privileged communications involving targets and other persons not
charged with a crime in the United States. '

N ' omrmnications shall 1ot be

disseminated to any other agency within the Intelligence Commuaity without the approval of the

FRI Office of the General Counsel or FBI Division Counsel. Before any such dissemination, the
Office of the General Counsel or FBI Division Counsel and FBI personnel shall make reasonable
efforts to (1) use other non-privileged sources, including communications previously reviewed ]

by the FBI persontel, for any information in the privileged communi cation, if available, and (2)

tailor the dissemination to minimize or eliminate the disclosure of an attorney-client privileged

I by T P A2 3 L S Rt /4
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communication, consistent with the need to disseminate foreign intelligence information or
evidence of a crime.

i 3 fore disseminating any attorney-client privileged communication that
otherwise meets the standards for dissemination outside the United States Intelligence

~ Community, the FBI must obtain the approval of the Attorney General or the Assistant Attorney

Geaeral for National ey, [

= 1l disseminations of privileged communications shall include language

advising recipients that (1) the report contains information that is subject to the attorney-client
privilege, (2) the information is provided solely for intelligence or lead purposes, and (3) the
information may not be disseminated further or used it any trial, bearing, or other proceeding

without express approval by the FBL. The FBI may only grant such approval if authorized by the

Attorney General or the Assistant Attorney General for National Security.

18
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F. (U) Additional Procedures for Retention, Use and Disclosure of FISA _Inforination.

.1. —W—In the event that the FBI seeks to use any information acquired pursuant
to section 702 during a time.period when there is uncertainty about the location of the target of
the acquisition because the - post-tasking checks described in NSA’s section 702
targeting procedures were not functioning properly, the FBI will follow its intemnal procedures

~ for determining whether such information may be used (including, but not limited to, in FISA
applications, section 702 targeting, and disseminations). Except as necessaty to assess location
under this provision, thg FBI may not use or disclose any information acquired pursuant to
section 702 during such time period unless the FBI determincs,. based on the totality of the
circumstances, that the target is reasonably believed to have been located cutside the United
States ét the time the information was acquired. If the FBI determines that the target is
reasonably believed to have been located inside the United States at the time the information was
acquired, such information will not be used and will be promptly destroyed.

2. eegdiRepursuant to 50 U.S.C. §§ 1806(b), no information acquired pursuant to
section 702 ‘shall be disclosed for law enforcement i}urposes unless such disclosure is |
acobmpaniéd by a statement that such information, or any information derived therefrom, may
only be used in a crmnnal proceeding with the advance authorization of the Attorney General.
When Attorney General authorization is acquired, F iSA~a.cquired information, including raw
FISA-acquired information, may be disclosed for law enforcement purposes in eriminal

‘proceedings.
3. —m'"fhe FBI shall ensure that identifies of any persoﬁs, including United

States persons, that reasonably appear to be foreign intelligence information, to be necessary to

19
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understand foreign intelligence information or agsess its importance, or 1o be evidence of a crime,
are accessible when 2 search or query is conducted or made of FISA-acquired information.
4. (U) Prosecutors.

| a =——@hdEa=The FBI may disclose FISA-acquired information, including raw
FISA-acquired information, and information derived therefrom, to federal prosecutors and others
working at their direction, for all lawful foreign intelligence and law enforc;:ment PUIPOSES,
including in order to enable the prosecutors to determine whether the information: (1) is evidence
ofa crime, {2) contains exculpatory or impeachment infofmation; or (3) is otherwise
discoverable under the Constitution or appiicable federal law. When federal prosecutors and
others working at their direction are provided access to raw FiSA-acquired information, they
shall be trained on and comply with these and all other applicable minimization procedures.

b. ==gSwaeR=1n accordance with applicable Attorney General-approved
policies and proogdures, federal prosecutors may also disclose FISA-acquired information, when
necessary for the prosecutors to carry out their responsibilities, including to witnesses, targets or
subjects of an iﬁv&éﬁgation, or their respective counsel, when the FISA-acquired information
could be foreign intelligence information or is evidence of a crime. This provision does not
restrict a federal prosecutor’s ability, in a criminal proceeding, to disclose FISA-acquired
information that contains exculpatory or impeachment information or is otherwise discoverable
under the Constitution or applicable federal law. |

c. =—{S#¥F=The FBI may not provide federal prasecutors and others working
at their direction with access to FBI clectronic and data storage systems containing raw FISA-
acquired information unless such access is: {a) for foreign intelligence or law enforcement
purposes; (b) consistent with their responsibilities as federal prosecutors; and (c) pursuant to

D
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~ procedures established by the Attorney General and provided to the FISC. The procedures

established by the Attorney General and provided to the FISC shall include the following:

i

il

iv.

Access to the FBI electronic and data and storage systems
containing raw FISA~acquired information must be limited to that
which is consistent with their responsibilities as federal prosecutors
and necessary to <I>au"y oui their responsibi lities efficiently during a
specific iz_;‘vesti gation or prosecution;

Access must be requested from and approved by an executive at
FBI Headquarters in a position no lower than Assistant Director
{AD) and in coordination with the Depﬁty General Counsel of the
FBI National Security Law Branch or a Senior Fxecutive Service
attorney in the National Security Law Branch, ami will be

considered on a case-by-case basis;

- A request for access must specify to which FBI electronic and data

and storage systems, FISC docket pumbers and/or identifier of
certification executed by the DNI and Atiorney General pursuaﬁt
to section 702 of the Act (e.g., “DNVAG 702(g) Certiﬁcaﬁon
I :d targeted facilities the prosecutor needs access, why
such access is necessary, and the duration of such access;

All individuals receiving authorization to have direct access must
receive user training on the system(s) to which they seek access,

and training oo the standard minimization procecures and any
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relevant supplemental minimization procedures applicable to the
information to which they have access;
V. Access shall be terminated no tater than the conclusion of the
relevant investigation or proseeution; and
vi,  Federal prosecutors may immediately be given access to FB1
electronic and dafa and storage systems containing raw FISA-
acquired information if FBI personnel determine that an immediate
threat to life or of serious damage to property necessitates
| immediate access, and if such immediate access is given to federal
prosecufors, notification shall be made to ¥BI Headquarters, FBT's
Office of General Counsel, and the NSD.
G. (1) Time Limits for Retention.
gl I general, the FB1 may retain FISA-acquired information that reasonably
appears to be foreign intelligence information, to be necessary to understand foreign intelligence
information ot assess its importance, or to be evidence of & crime.
1. ik The FBI is autheriéed to retain data in electronic and dats storage
systems other than those solely used for link analysis of metadata, in accordance with the
following:

. R[S A -acquired information that has been retained but not
reviewed. .

i F 1S A-acquired information that has been retained but never reviewed shall be
destroyed five years from the expiration date of the certification authorizing the collection unless
an AD, or one of his or her superiors, determines that an extension is necessary because the

communications are reasonably believed to contain significant foreign intelligence information,

R ) ) AV VR RN A e s iz en 0 men o s a4
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5 Whncrypted information. Raw FISA-acquired information that reasonably
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appears to be encrypted or to contain secret meaning may be mamtamed for any period of time
during which such material i is sn.b1ect to, or of use in, cryptanalysis or otherwise deciphering
secret meaning. Access to such information shall be restricted to those FBI personnel engaged in
cryptanalysis or deciphering secret meaning. Nonpublicly available information concerning
unconsenting U.S. persons retained under this subsection may only be used for cryptanalysis, and
- not for any other purpose, unless the FBI determines that.‘ it may also be retained under a separate

provision of these Pmccdureq
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IV. (U) AD HOC DATABASES

(U) Retention of Raw FISA-Acquired Information Outside of the Systems Described In
Section I11.

—S-If FBI personnel who are engaged in a particular investigation are unable to fully
and completely review or analyze raw FISA-acquired information in an electronic and data

storage system described in Section HI of these procedures, the FBI may utilize electronic

i~
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repositories other than the electronic and data storage systems described in Section 11T (“ad koe
databases™) to review or analyze such information, provided that FBI’s retention of raw FISA-
acquired information in aq hoc databasaé occurs under appropriately secure conditions that Limit
access to such information to authorized personnel in accordance with the conditions set forth
below. All FISA-acquired information maintained in ad hoc databases is subject to the
Dissemination and Disclosure provisions in Section V and the Oversight provisions in Section
VI. The subparagraphs relating to attorney-client privileged conumunications apply regardless of
whether such communications are of or concerning U.S. persons. Except as otherwise provided
below. all destruction requirements set forth in other sections of these procedures apply to any
information maintained in an ad hoc database.

A, =—f@paseRestrictions Concerning Access to and Identification of FISA-Acquired
Information in an Ad Hoc Database

1. —(S#N'F,' Access to taw FISA-acquired information contained in an ad ho¢
database shall be limited to those individuals who are engaged in the particular investigation and
fhose individuals who are conducting or aiding in the assessment or analysis of that information,

" as deécn’bed in Section IV.B.1, C., or D. below. The FBI shall maintain a written or electronic
record of employees who are granted access to the information while it is _stored in an ad hoc
database.

3. —&F~The FBL will identify FIS A-acquired information in ad hoc databases in a
manner that is sufficient to alert those who have access to the aci hoc database that it includes

FISA-acquired information.

26
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C. =—(@&A¥Reteniion of FISA-Acquired Information that is. Encrypted in an Ad Hoc
Database '

| ¥R aw FIS A-acquired information that reasonably appears to be encrypted or to
contain secret meaning may be maintained for any périod of time during which such material is
* gubject to, or of use in, cryptanalysis or otherwise deciphering secret meaning, Nonpublicly
available information concerning unconsenting U.S. persons retained under this subsection may
only be used for cryptanalysis, and not for any other purpose, unless the FRI determines that it
may also be retained under a separate provision of these Procedures.

D. —(&A¥Analysis and Queries of Raw FISA-Acquired Information in an Ad Hoc
Database

e Jsers who are authorized to have access to raw FISA-acquired information in an
ad hoc database may analyze the data to find, extract, review, translate, and assess whether such

information reasonably appears to be foreign intelligence information, to be necessary to

PRSP

understand foreign intelligence information or assess its importance, or {0 be evidence of a
crime.® The FBYT’s analytical techzﬂq:iw may inciude, but are not limited to, the use of
|
- determined necessary by the FBI for the analysis of the data. FBI personnel must document the j
analytical and technical processes or techniques used to analyze data in an ad hoc database.
Such documentation should reasonably identify the general nature of the manner in which the
:mélysis of the information was conducted and fools employed during the analysis. If keyword

searches are used to query data in an ad hoc database, such queties must be designed to find and

el x amples of such gueries include, but are not Timited to, queries reasonably designed to identify forsign
intelligence information or evidence of a csime related to an ongoing autherized investigation or reasonably
designed queries conducled by FBI personnel in making an initial decision to open av. assessment cORcErning a
threat to the national scourity, the prevention of or protection against a Federal crime, or the collection of foreign
intelligence, as authorized by the Attomey General Guidelines. These examples are illustrative and neither expand
por restrict the scope of the gueries authorized in the language above. ‘
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extract foreign intelligence inforimation or evidence of a crime. The FBI shall maintain either a

written or electronic record of such keyword searches. _

E. =tsrPr=Procedures for Retention of Attorney-Client Communications in an Ad Hoc
Database

1. —¢&A<PEf FBI personnel discover attorney-client privileged communications in
an ad hoc database _ all such attomey—cliént privileged
communications from the relevant Section 702 targeted facility must immediately be removed
from the ad hoc database. To the extent that the ad hoc database 1s necessary 1o asSess the
remaining information acquired from the relevant Section 702 targeted facility to determine
whether any of the information is attorney-client privileged—
the FBI may retain the information in the ad hoc database for assessment by a review team until
such dothnhlaﬁon has been made. Any attorney-client privileged communications -
_hat are identified by the review team during this assessment will
be removed from the ad hoc database. _
I
-. The review team swill also notify anyone with access to the communications from
the relevant 702 targeted facility that atforney-client privileged communications have been
acquired and removed. To the extent that the attomey-cliént privileged comounications from

the relevant Section 702 targeted facility are accessible in an ¢lectronic and data storage system

29
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that has the marking, auditing and notification capabilities described in Section III, the FBI shall

ensure it follows the provisions i«

3. (U) FBI personnet! shall consult as appropriate with FBI Division Counsel, the

FBI Office of the General Counsel, or NSD to determine whether a communication is privileged.

V. () DISSEMINATION AND DISCLOSURE

A, (U) Dissemination of Foreign Intelligence Information to Federal, State, Local and
Tribal Officials and Agencies. : :

ik hie FBI may disseminate FISA-acquired information that reasonably appears to
be foreign intelligence information or is necessary to understand foreign intelligence information
or assess ifs importance in accordance with Sections V.A.1 and V.A2 to federal, state, local and

tribal officials and agencies with responsibilities relating to national security that require access
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to foreign intelligence information. Such information may be disseminated only consistent with

the need of the United States to obtain, produce, and disseminate foreign intelligence information.

1. (U) Foreign Intelligence Information as defined in 50 U.S.C. § 1801(e)(1}.

s Th e FBI may disseminate ;co federal, state, local and tribal officials and agencics
FISA;acquired information concerning United States persons that reasonably appears (0 be
necessary to the ability of the United States to protect against: (i) actual or potential attack or
other grave hostile acts of a foreign power or an_agént of a foreign power; (ii) sabotage,
international terrorism, or the international proliferation of weapons of mass destruction by a
foreign power or an agent of a foreign power; or (iii} clandestine intelligence activities by an
iﬁielligence service or network of a foreign power or by an agent of a foreign power.

2. (U) Forcign Intelligence Information as defined in 50 U.S.C. § 1801(e}(2).

g T FBI may disseminate to federal, state, local and tribal officials and agencies
FISA-acquired information concerning United States persons that reasonably appears to be
necessary;: (i) to the national defense or ﬁe security of the United States; of (ii) the conduct of
the foreign affairs of the United States. Such information shall not be disseminated, however, in
a manner that identifies a United States person, unless such person’s identity is necessary to
understand foreign intelligence information or to assess its importance.

B. (U) Dissemination of Evidence of a Crime to Federal, State, Local and Tribal
Officials, and the National Center for Missing and Exploited Children.

gt e FBI may disseminate, for a law enforéemen‘t purpose, FISA-acquired ;
information concerning a United States person that reasonably appears to be evidence of a crime
but not foreign intelligence information to federal, state, local, and #ribal law enforcement
officials and agencies. The FBI.may also dissemninate, for law enforcement purposes, FISA-

acquired information that reasonably appears to be evidence of a crime related to child

—ERR RGNk —
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3, =—swwmee=he Attorney General, in consultation with the DNI or a designee, may

authorize the use of information acquired or derived from an authorization under section 702 ina

criminal proceeding conducted by a foreign government. Prior to granting such authorization,
those officials shall consider, among other things: (1) whether such use is consistent with the
national security interests of the United States, and (2) the effect of such use on any identifiable
United States person.

4. =—=EAE=The FBI will make a written record of each dissemination approved
pursuant to this section, and information regarding such disseminations and approvals shall be
reported to the Attorney Géneral, or a designee, on a q@erly basis.

D. —#A¥-Disclosure of Raw FISA-acquired Information for Technical or Linguistic
Assistance.

=g he FBI may obtain information or communications that, because of their
technical or linguistic content, may require further analysis by other federal agencies
(collectively, “assisting federal agencies”) to assist the FBI in determining their meaning or
significance. _Consist_cnt with the other provisions of these procedures, the FBI is authorized fo

disclose FIS A-acquired information to assisting federal agencies for further processing and
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analysis. The FBI may also disclose, for the purpose of obtaining technical or linguistic
assistance, FISA-acquired mformatioﬁ that reasonably appears to be evidence of a crime related
to child exploitation material, including child pornography, to NCMEC for further processing
and analysis. The féllowing restrictions apply with respect to any materials so discios ed:’

1. === Disclosure o assisting federal agencies and NCMEC will be solely for
trahslation or analysis of such information or communications. Assisting federal ageﬁqiw and
NCMEC will make no use of any information or any communication of or concerning any
person except to provide technical or linguistic assistance to the FBL

2. weginiiiam Disclosure will be only to those personnel within assisting federal
agencies and NCMEC involved in the translation or analysis of such information or
communications. The number of such personnel shall be restricted to the extent reasopably
feasible. There shall be no further disclosure of this raw data within assisting federal agencies or
NCMEC.

3. e Assisting federal agencies and NCMEC shall make no permanent agency

- record éf information or communications of or concerning any person referred to in FISA-
acquired information, provided that assisting federal agencies or NCMEC may maintain such
temporary récords as are necessary to enable them to assist the FBI'with the translation or
analysis of such information. Records maintained by assisting federal agencies or NCMEC for
this purpose may not be disclosed within the assisting federal agency or NCMEC, ¢xcept to
persommel involved in providing technical assistance to the FBL

4,  =t&AErUpon the conclusion of such technical assista:ﬁce to the FBI, the FISA-

acquired information or information disclosed fo assisting federal agencies and NCMEC will

? (U) The FBI will advise NCMEC of the need to comply with the restrictions descr{bedlin Section IV.D with
respest to information disclosed to NCMEC pursuant 1o this section.

R ARSIl
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‘either be returned to the FBI or be destroyed, with an accounting of such destruction made to the
FPL |
5. —!S#!iﬁ)' Any information that assisting federal agencies and NCMEC provide to
the FBI as a result of such technical assistance may be disseminated by the FBI in accordance
with the applicable minimization 'procedureé.
E. w=gimieDisclosure to the NSA and CIA.
——piE=With respect to any communications that the FBI acquires from an electronic
" communication service provider pursuant to section 702 of the Act, the FBI may convey such
communicaticns to the NSA and CIA in unminimized form. The NSA a;;d CIA shall handle any
_received from th;a FBI pursuant to these procedures in accordance with
the NSA and CIA minimization procedures, respectively, adopted by the Attorney General, in
consultation with the DNI, pursuaat to section 702(g) of the A(;t.
F. ==gawie Dissemination of Foreign Intelligence Information for Terrorist Screening.
g Tt addition to dissemination authorized under other provisions herein, foreign
4intelligence information, as defined in section 1801(¢), may be disseminated to federal, state,
local, territorial, and tribal authorities, foreign officials and entities, and private sector entities
that have a substantial bearing on homeland security for the purposes of and i accordance with
Homeland Security Presidential Directive 6 and the Memorandum of Undefst‘anding on the
Integration and Use of Screening Information to Protect Against Terrorism and the addenda

thereto.

G. weiekmeRisclosure to the National Counterterrorism Center (N CTC) of Information
Acquired in Cases Related to Terrorism or Counterterrorism.

migiiiie 11 addition to other disclosures permitted in these procedures, the FBI may
provide to NCTC information in FBI general indices, including the Automated Case Support

e SRR A e i
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vihere the FBI determines that said private individual or entity is capable of providing assistgnce
in mitigating serious economic harm or serious physical hatm to life or property. Whereffez‘
reasonably practicable, such dissemination shouid not include United States person identifying
information unless the FBI reasonably believes it is necessary to enable the‘recipicnt to assist in
the mitigation or prevention of the harm. The FBI will report to NSD all dis:semjnaﬁons made
pursuant to this paragraph within ten business days of such dissemination. NSD will

subsequently report to the FISC any disseminations made pursuant to this paragraph.

VL. (U} COMPLIANCE

A (U -Oversight.

] O cnSUTE compliance with these procedures, the Attorney General, through the
Assistant Attorney General for National Security ot other designee, shall implement policies and
procgdures that ensure the good faith compliance with all of the requﬂeﬁmté set forth herein,
and shall conduct periodic minimization reviews, including reviews at FBT Headquarters, field
offices, and U.S. Attorney’s Offices that receive raw FISA-acquired information pursuant to
Section TILF of these procedures. The Attorney General and the NSD or other designee of the
Attorney General shall have access to all FISA-acquired information to facilitate minimization
reviews and for all -other lawful purposes.

| i [0 assess compliance with these procedureé, minimization reviews shall consist
of reviews of documents, communications, é.udit trziils, or other information. They shall inclnde,

as appropriate, but are not limited to:
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1. —8#-Reviews of electronic cor_nmum cations or other documents containing
FISA—gcquired information that have been retained‘ for further investigation and analysis or
disseminated in accordance with these procedures.

D, R eviews of FISA~acquired information in FBI electronic and data
storage systems that contain raw FISA-acquired information to assess compliance with these
procedures, inchuding whether raw FISA-acquired communications or property have been
properly marked as information that reasonably appears to be fméign intelligence information, to
be nécessary to understand foreign intelligence information or to assess its importance, or fo be
evidence of 2 crime. FISA-acquired communications and property in FBI electronic and data

storage systems that contain raw FISA-acquired information may also be reviewed to determine

whether they were |

3, w——— A1dits of queries in FBI electronic and data storage systemns containing -
raw FISA-acquired information to assess the FBI's compliance with the retention procedures for
FISA-acquired information as detailed in Sectioﬁ I of these pmcedulres, The audits may also
include reviewing a sampling of logs or other records that Hst FBI analysts and agents and their
quéries and ac?cesses in FBI electronic an‘d data storage systems containing raw FISA-acquired
information. These audits may assist in determining the FISA-acquired information that was
accessed in these FBI electronic and data storage systems and the individuals who accessed the
information. In turn, the minimization reviews may include verifying that the individuals who
accessed the FISA-acquired information in these FBI systems were individuals who had propesly

been given access under FBI guidelines,
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